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    rho

An agent core for Elixir apps, on a computer or on a phone: the turn loop,
sessions, context compaction, tools, and model sign-in, on
req_llm.
	Loop (Rho.Loop): a GenServer per session with pi-agent-core's
lifecycle: streamed replies, the reply's tool calls in parallel with
results in call order, steering and follow-ups while it runs, stop,
retries with backoff, rate limits waited out within a budget then a
fallback model, a per-day cost cap, a wrap-up turn at the iteration
limit, and a reminder when the session's todo list still has open items.
	Sessions (Rho.Session): omp/pi's JSONL session format (version 3),
so a session moves between omp on a
computer and a rho app on a phone.
	Compaction (Rho.Compaction): pi's local summary method, before a
call that would overflow the window and after a provider rejects one.
	Tools (Rho.Tool, Rho.ToolRunner, Rho.ToolRegistry): plain
modules; each call in its own task with a timeout and a gate, oversized
output spilled to an artifact the agent pages through.
	Models (Rho.LLM, Rho.LLM.ReqLLM, Rho.Models, Rho.Usage):
Anthropic, OpenAI, OpenAI Codex and Google, with subscription usage
windows and per-model counters.
	Auth (Rho.Auth, Rho.Auth.Login): Claude Pro/Max and ChatGPT
(Codex) subscriptions through omp's OAuth PKCE flows, with refresh
coordination and refresh-token rotation; or an API key for Anthropic,
OpenAI or Gemini.
	Dyn (Rho.Dyn, optional): tools and screens the agent writes,
compiles and runs on the device, one approved generation at a time, on
probation and reverted when they crash.

Lineage
The loop, session format, compaction and sign-in flows are ports of
pi (pi-agent-core, pi-ai,
pi-coding-agent) as oh-my-pi (omp)
runs them, first written in Elixir for
Operator, an omp-style agent that
runs on the phone. rho is that core taken out of Operator so other apps
(Operator itself, and Bezalel, a Bible-study app) can share it. Comments
name the pi source each piece follows.
Install
def deps do
  [{:rho, "~> 0.1"}]
end
A minimal host
rho has no OTP application callback (mob apps start their code by hand),
so the host starts Rho.Supervisor in its own tree:
defmodule MyApp.Tools.Weather do
  @behaviour Rho.Tool

  @impl true
  def name, do: "weather"
  @impl true
  def description, do: "Today's weather for a city."
  @impl true
  def parameter_schema do
    %{
      "type" => "object",
      "properties" => %{"city" => %{"type" => "string"}},
      "required" => ["city"]
    }
  end

  @impl true
  def run(%{"city" => city}, _ctx), do: {:ok, "Sunny in #{city}."}
end

children = [
  {Rho.Supervisor, tools: [MyApp.Tools.Weather | Rho.ToolRegistry.builtin_tools()]}
]

Supervisor.start_link(children, strategy: :one_for_one)

:ok = Rho.Auth.put_api_key(:google, System.fetch_env!("GEMINI_API_KEY"))
{:ok, loop} = Rho.start_loop(model: "google:gemini-2.5-flash", system_prompt: "Be brief.")
:ok = Rho.Loop.subscribe(loop)
:ok = Rho.Loop.prompt(loop, "Weather in Lisbon?")

# The subscriber receives the run's events (`Rho.Events` lists them all):
# {:rho, session_id, %{type: :message_update, kind: :text, delta: "..."}} ...
# {:rho, session_id, %{type: :agent_end, reason: :done}}
A subscription sign-in instead: Rho.Auth.Login.begin(:anthropic) opens
the provider's page (the callback comes back to a listener on localhost),
then {:rho_login, :anthropic, :ok} arrives.
What a host provides
Every coupling to the app around it is a behaviour or a config :rho
key, each with a default that works on a computer (Rho.Config lists
them all):
	Seam	Default	On a phone
	:data_dir: sessions, artifacts, todo lists, cost ledger, usage, settings, model catalog	MOB_DATA_DIR, else the OS's per-user data dir	MOB_DATA_DIR (mob sets it)
	:credential_store (Rho.CredentialStore: get/put/delete of a binary by key)	Rho.CredentialStore.File, a 0600 file per key	the Keystore / Keychain plugin (MobSecureStore fits as it is)
	:settings (Rho.Settings: fallback model, daily cost cap)	Rho.Settings.File (settings.json)	the app's own settings, or the default
	:tools, :tool_sources (Rho.ToolRegistry.Source: tool sets that change at run time)	Rho.Tools.ReadArtifact, Rho.Tools.Todo; no sources	the app's tools; agent-written ones through a source
	:system_prompt, :default_model	a short generic prompt; anthropic:claude-haiku-4-5	the app's
	:open_url (the sign-in page)	open / xdg-open / start	{Mob.Device, :open_url, []}
	:namespace (customType of the loop's notices in a session)	"rho"	
	:app_name, :hints (where the user signs in or switches model, in messages; how they approve a Dyn generation, in the agent's Dyn text)	"the app", "the app's settings", "on the phone with the screen lock"	
	Attachments (Rho.Session.attachment/0: pictures, text, PDFs with a user message)	none: the host builds them from its pickers and camera	
	Loop options (Rho.Loop.start_link/1): gate before each tool call, budget, guards, model client	allow all; no cap; pi's limits; Rho.LLM.ReqLLM	
	:dyn (Rho.Dyn.Config): the Dyn layer and its seams, below	off	on, with mob screens

Rho.Supervisor also points llm_db at a model catalog trimmed to
Anthropic, OpenAI and Google (Rho.LLMCatalog), on every platform: a
phone doesn't ship llm_db's packaged one, and the trimmed one loads fast.
A host that uses llm_db (or req_llm) for other providers starts it with
llm_catalog: false.
Dyn: code the agent writes on the device
Rho.Dyn lets the agent change the app it runs in without a release: it
writes Elixir tools (and, in a UI app, screens) in a staging copy with the
dyn_* tools, and dyn_propose statically checks, compiles and selftests
them as a new generation. Nothing runs until the human approves it with
the screen lock; then it is on probation: 3 crashes in 60 s, or a launch
that dies before it is stable, revert it to its parent, and two failed
launches in a row start the next one in safe mode (no Dyn code loaded),
so the fixed Core can always repair it. Generation n compiles the
agent's Dyn.Foo as Dyn.G<n>.Foo, next to the running one rather than
over it; old generations unload only once nothing runs their code.
Activations and reverts change the loop's tools from its next model call
(Rho.Dyn.Source, a Rho.ToolRegistry.Source).
It is off unless the host turns it on:
# config/config.exs
config :rho, :dyn,
  enabled: true,
  namespace: MyApp.Dyn,
  app: :my_app,
  core: [MyApp],
  allowed: [MyApp.Files],
  screens: Rho.Dyn.Screens.Mob

# the host's boot, once Rho.Supervisor is up (it starts the Keeper):
Rho.Dyn.boot()
Its seams (Rho.Dyn.Config documents each):
	Seam	Default	Operator
	:enabled (or Rho.Supervisor's :dyn): start Rho.Dyn.Keeper and the approval store, offer the dyn_* tools	off	on
	:namespace: the modules the agent writes	Dyn	Operator.Dyn
	:app, :core: the Core's modules (a new Core rebuilds every generation; Dyn code may not call them)	rho's	:operator, [Operator]
	:allowed: Core modules Dyn code may call	Rho.Tool	its file, TFLite and terminal modules
	:check: the static check's ban, allow and gate lists	Operator's (Rho.Dyn.Check.defaults/0)	the defaults, plus its own file module's message and caller-side functions
	:screens (Rho.Dyn.Screens): what a screen is, its selftest, the first-frame hook, app lifecycle, "is it on screen yet"	Rho.Dyn.Screens.None (no screens)	Rho.Dyn.Screens.Mob plus its front
	:approval (Rho.Dyn.Approval): tokens for activate / revert	Rho.Dyn.Approval.Biometric (the host's UI confirms after the screen-lock prompt)	the same, fed by its approve chip
	:on_stable, Rho.Dyn.boot/1's core: / core_rolled_back:: a launch reaching stable, the Core update it runs	none	mob_deliver's probation
	:guide: the host's rules in Rho.Dyn.agent_guide/0	none	its file roots, menu rows
	Rho.Dyn.Seed: default sources the host ships, merged with the user's on each new version	none	its default front

The default check keeps Dyn code to Mob's Elixir modules: Mob's native
layer :mob_nif is banned (banned_erlang, and as a value in forging,
so it can't be held in a variable and called), and the host's :gated and
:allowed lists say which of Mob's modules Dyn code may use. A host whose
Dyn code must call :mob_nif drops both:
check: [banned_erlang: %{mob_nif: nil}, forging: %{mob_nif: nil}].
Threat model. The check is a best-effort deny-list against the model's
mistakes (a built tool that crashes, hangs, or calls something it shouldn't
by accident), not a sandbox against deliberately hostile code. Known ways
around it: atoms or funs handed in as data, raw messages to OTP processes
(a report_cb sent to :logger_proxy), modules the lists don't name
(Logger.App, Logger.Backends.*, LoggerBackends), starting a child
under a trusted supervisor or :alarm_handler, and CPU, memory or message
floods; Rho.Dyn.Check keeps the list. A host with stronger needs must
isolate Dyn code itself (another node or OS process).
Within that model, rho keeps a built tool's failures out of the processes
that run the app (the loop, the Keeper, the logger). Like the check,
these are best effort:
	Crashes are formatted where they happen (Rho.Untrusted): in the
tool's task, the selftest or the compile, by a helper with a time and
heap bound that dies with its caller. The loop, the Keeper and a
proposal's caller only describe the reasons they receive, without
calling an exception's message/1 or a protocol (Inspect,
String.Chars, Jason.Encoder) a Dyn struct implements; integers past
1024 bits print as a placeholder. Crash events' reason is a string.
	Answers become plain data: a Dyn tool's result and details are
turned into plain terms (structs as maps) in its own task.
	Declarations are read once: a tool's name, description, schema,
timeout and concurrency are read in one bounded throwaway process and
kept. A tool whose declaration fails is left out; one that ran over is
read again after 1, 5 and 30 minutes, then stays out.
	Logs are described (Rho.Dyn.LogGuard, installed by the Keeper): a
log event that holds a Dyn struct is turned into text before Elixir's
translator sees it, so a Dyn process's crash report runs none of its code
in :logger_proxy. It looks at most 10,000 terms; a bigger event passes
through unchanged.
	Host processes: a host watches its own Dyn processes (a built
screen, say) with Rho.Dyn.watch/2 and Rho.Dyn.unwatch/1; one that
exits {:rho_crash, text} (Rho.Untrusted.crash/3) is reported with
text.

Known limit: without LogGuard, a Dyn exception whose message/1 fails
can make OTP drop Elixir's logger translator VM-wide. LogGuard keeps
that call out of the translator, except for an event too big to check
(more than 10,000 terms ahead of the Dyn term) or after Logger is
restarted, which removes the filter.
On a phone, Dyn needs the Elixir compiler at run time: the app's build must
ship :elixir's compiler modules and :compiler, so a slim build that
strips them can't use Dyn.
Development
mix deps.get
mix format --check-formatted
mix credo --strict
mix compile --warnings-as-errors
mix test

Tests never reach a network: the model client is a scripted fake, and the
OAuth and usage endpoints are answered in-process.
License
MIT, see LICENSE, which also carries pi's copyright notice for
the ported parts.


  

    Changelog

All notable changes to rho are listed here. The format follows
Keep a Changelog, and rho uses
Semantic Versioning.
Unreleased
0.1.0 - 2026-10-16
The first release: the agent core taken out of
Operator so Operator and Bezalel
can share it.
Added
	Loop (Rho.Loop): a GenServer per session with pi-agent-core's
lifecycle and events (Rho.Events): streamed replies, the reply's tool
calls run in parallel (or one at a time when a tool is :exclusive)
with results in call order, steering and follow-ups while a run is going,
stop, retries with backoff, rate limits waited out within a budget then a
fallback model, a per-day cost cap (Rho.Budget), a wrap-up turn at the
iteration limit, and a reminder while the session's todo list has open
items.
	Sessions (Rho.Session): omp/pi's JSONL session format (version 3),
append-only, unknown entry types kept, so a session moves between omp on
a computer and a rho app on a phone; tool results keep the host's pick of
a tool's details (:keep_details) and the pictures a model makes.
	Compaction (Rho.Compaction): pi's local summary, before a call that
would overflow the window and after a provider rejects one.
	Tools (Rho.Tool, Rho.ToolRunner, Rho.ToolRegistry): plain
modules, each call in its own task with a timeout and a
before_tool_call gate; pictures for the model ({:images, ...}), data
for the host's screens ({:details, output, details}, also on errors);
oversized output spilled to an artifact the agent pages through
(Rho.Artifacts, the read_artifact tool); the todo tool; tool
sources for tool sets that change while the app runs
(Rho.ToolRegistry.Source).
	Models (Rho.LLM, Rho.LLM.ReqLLM, Rho.Models, Rho.LLMCatalog,
Rho.Usage): Anthropic, OpenAI, OpenAI Codex and Google on req_llm, with
subscription usage windows and per-model counters, and a model catalog
trimmed to those providers (llm_catalog: false keeps llm_db's own).
	Sign-in (Rho.Auth, Rho.Auth.Login, Rho.CredentialStore):
Claude Pro/Max and ChatGPT (Codex) subscriptions through omp's OAuth PKCE
flows, with refresh coordination and refresh-token rotation, or an API key
for Anthropic, OpenAI or Gemini.
	Host seams (Rho.Config, Rho.Supervisor, Rho.Settings): no OTP
application callback (the host starts Rho.Supervisor); data dir,
credential store, settings, system prompt, app name and hints are the
host's.
	Dyn (Rho.Dyn, optional): tools and screens the agent writes,
checks, compiles and selftests on the device as versioned generations,
activated only with the human's approval, on probation and reverted on
crashes or a failed launch, with safe mode, background rebuilds for a new
Core, a shipped seed (Rho.Dyn.Seed) and mob screens
(Rho.Dyn.Screens.Mob).
	Untrusted terms (Rho.Untrusted): nothing Dyn code hands over runs
its code in a Core process. Crashes are formatted, with their stack,
where they happened (a tool's task, a selftest's or compile's process),
in a helper with a time and heap bound that ends without a crash report
and dies with its caller; the loop, the Keeper and a proposal's caller
only describe the exit reasons they receive (total over any term,
improper lists and huge integers included), never calling an exception's
message/1 or a Dyn struct's Inspect, String.Chars or
Jason.Encoder. A Dyn tool's answer and details are plain data (structs
as maps) before they leave its task, and its declaration is read in one
bounded process outside the loop and kept; a tool whose declaration
fails is left out, one that ran over is read again after 1, 5 and 30
minutes, then stays out. Hosts watch their own Dyn processes with
Rho.Dyn.watch/2 and Rho.Dyn.unwatch/1 and may exit them with
{:rho_crash, text} (Rho.Untrusted.crash/3) to report text. A
primary logger filter (Rho.Dyn.LogGuard) describes any log event that
holds a Dyn struct (within a 10,000-term budget; bigger events pass
through), so a Dyn process's crash report runs none of its code
in :logger_proxy; the check refuses :logger, :error_logger,
:logger_backends, :telemetry, :gen_event, :gen_statem and
Logger's translators, backends and configuration.
	Threat model: the static check (Rho.Dyn.Check) is a best-effort
deny-list against the model's mistakes, not a sandbox against hostile
code; Rho.Untrusted and Rho.Dyn.LogGuard lower the chance that a
built tool's crash takes a trusted process down. Known ways around the
check (raw messages to :logger_proxy, Logger.App and logger backend
modules, children started under trusted supervisors, :alarm_handler,
resource floods) are listed in Rho.Dyn.Check and the README.



  

    
Rho 
    



      
An agent core for Elixir apps: pi-agent-core's loop (Rho.Loop), omp/pi
JSONL sessions (Rho.Session), compaction, tools, and model sign-in
(subscription OAuth or API keys, Rho.Auth) on req_llm.
A host starts Rho.Supervisor in its own supervision tree, then a loop
per session with start_loop/1. What a host can (or on a phone, must)
provide is in Rho.Config.

      


      
        Summary


  
    Functions
  


    
      
        default_system_prompt()

      


        The system prompt a loop uses when neither it nor config :rho, :system_prompt sets one.



    


    
      
        start_loop(opts \\ [])

      


        Starts a loop under Rho.Supervisor's loop supervisor. opts are
Rho.Loop.start_link/1's; without :session, a new session in
Rho.Session.dir/0 on opts[:model] (default
Rho.Config.default_model/0), in the data dir.



    





      


      
        Functions


        


  
    
      
    
    
      default_system_prompt()



        
          
        

    

  


  

      

          @spec default_system_prompt() :: String.t()


      


The system prompt a loop uses when neither it nor config :rho, :system_prompt sets one.

  



    

  
    
      
    
    
      start_loop(opts \\ [])



        
          
        

    

  


  

      

          @spec start_loop(keyword()) :: DynamicSupervisor.on_start_child()


      


Starts a loop under Rho.Supervisor's loop supervisor. opts are
Rho.Loop.start_link/1's; without :session, a new session in
Rho.Session.dir/0 on opts[:model] (default
Rho.Config.default_model/0), in the data dir.

  


        

      


  

    
Rho.Artifacts 
    



      
The output budget: a tool result over 16 KiB goes to
the model as its head and tail with a marker in the middle; the full
text is kept as an artifact the agent reads back with the read_artifact
tool, a page of lines at a time.
Artifacts live in <data dir>/artifacts/<session id>/<call id>.txt and
are addressed by the call id (artifact://<call id>), so a session only
sees its own.

      


      
        Summary


  
    Functions
  


    
      
        budget()

      


        Bytes a tool result may have before it's spilled.



    


    
      
        find(dir, session_id, id)

      


        The artifact's file, or {:error, :not_found}.



    


    
      
        limit(text, dir, session_id, call_id)

      


        The text to give the model for a tool result, spilling it to an artifact if it's over budget.



    





      


      
        Functions


        


  
    
      
    
    
      budget()



        
          
        

    

  


  

      

          @spec budget() :: pos_integer()


      


Bytes a tool result may have before it's spilled.

  



  
    
      
    
    
      find(dir, session_id, id)



        
          
        

    

  


  

      

          @spec find(Path.t(), String.t(), String.t()) :: {:ok, Path.t()} | {:error, :not_found}


      


The artifact's file, or {:error, :not_found}.

  



  
    
      
    
    
      limit(text, dir, session_id, call_id)



        
          
        

    

  


  

      

          @spec limit(String.t(), Path.t(), String.t(), String.t()) :: String.t()


      


The text to give the model for a tool result, spilling it to an artifact if it's over budget.

  


        

      


  

    
Rho.Compaction 
    



      
Context compaction, ported from pi's local summary method
(pi-agent-core/src/compaction/compaction.ts; omp writes it as
method: "soft"). When a request nears the model's context window, the
older part of the branch is summarized by the model into a compaction
entry (Rho.Session.compaction/4), and Rho.Session.context/1
sends that summary plus the recent tail from then on.
Pure functions; Rho.Loop makes the summary call.
	how big: context_tokens/2 is pi's compactionContextTokens: the
larger of the last reply's reported usage (plus an estimate of what
came after it) and an estimate of the whole request. Estimates are
bytes / 4 (pi's chars / 4, on ASCII), a picture 1,200 tokens (pi's), a
PDF page 2,000.
	when: should_compact?/3, over the window minus pi's reserve
(resolveThresholdTokens under pi's default settings).
	where: prepare/2 is pi's prepareCompaction / findCutPoint: keep
the newest whole messages that fit keep_recent_tokens (the newest
one even when it alone is bigger), cutting only before a user,
assistant or notice message, never before a tool result, so a tool
call is never separated from its result.
	what: summary_request/4 is one call with pi's summarization prompts.
After an earlier compaction its summary goes in as
<previous-summary> with pi's update prompt, so the new summary
carries it forward. pi's split-turn prefix (a second call) is folded
into this one: everything before the cut is summarized together.
	overflow?/1: pi-ai's context-overflow error patterns.


      


      
        Summary


  
    Types
  


    
      
        plan()

      


        What one compaction summarizes: the message entries before the cut
(oldest first), the id of the first entry kept, and the latest earlier
compaction's summary, if any.



    





  
    Functions
  


    
      
        context_tokens(entries, request)

      


        The context size to decide on (pi's compactionContextTokens): the
larger of the provider's count and the local estimate of request. The
provider's count is the last reply's usage (pi's calculateContextTokens)
plus an estimate of the entries after it, and only counts a reply after
the latest compaction: earlier ones measured a context that is gone.



    


    
      
        context_window(model)

      


        The model's context window, from a small table: 200k for Claude models,
128k for anything else (low for most current models, so compaction comes
early rather than too late). Not req_llm's catalog: its first lookup
loads llm_db (1.4 s on a laptop), which would block the loop process.



    


    
      
        estimate(text)

      


        Estimated tokens of text: bytes / 4, rounded up.



    


    
      
        overflow?(arg1)

      


        Did the provider reject the request for being over the context window?
pi-ai's overflow patterns (error/flags.ts) on the error's message.



    


    
      
        prepare(entries, keep_recent_tokens)

      


        What to compact (pi's prepareCompaction), or nil when nothing would
be summarized. Considers the message entries the context is built from
(after an earlier compaction: from its first kept entry on) and keeps
the newest ones that fit keep_recent_tokens. When the last reply
reports more prompt tokens than the local estimate, the budget shrinks
by that ratio, as pi does.



    


    
      
        request_tokens(request)

      


        Estimated tokens of a whole request: system prompt, tool declarations, messages.



    


    
      
        should_compact?(tokens, window, reserve_tokens)

      


        pi's shouldCompact: is a context of tokens over the threshold?



    


    
      
        summary_request(plan, model, max_tokens, window)

      


        The summary call for plan (pi's generateSummary, one window): the
summarized messages serialized as pi does ([User]:, [Assistant]:,
[Tool Call]:, [Tool Result]: cut to 2,000 bytes) in
<conversation>, the previous summary in <previous-summary>, then pi's
prompt. A conversation too big for the summarizer's window keeps its
head (pi's clampConversationToBudget).



    


    
      
        threshold(window, reserve_tokens)

      


        pi's resolveThresholdTokens under its default settings: the context
may grow to window minus a reserve for the next prompt and reply. The
reserve is the larger of 15% of the window and reserve_tokens (pi's
compaction.reserveTokens; nil means pi's default, 16,384); when that
default would leave no room (small windows) it falls back to the 15%.



    





      


      
        Types


        


  
    
      
    
    
      plan()



        
          
        

    

  


  

      

          @type plan() :: %{
  entries: [Rho.Session.entry()],
  first_kept_id: String.t(),
  previous_summary: String.t() | nil
}


      


What one compaction summarizes: the message entries before the cut
(oldest first), the id of the first entry kept, and the latest earlier
compaction's summary, if any.

  


        

      

      
        Functions


        


  
    
      
    
    
      context_tokens(entries, request)



        
          
        

    

  


  

      

          @spec context_tokens([Rho.Session.entry()], Rho.LLM.request()) :: non_neg_integer()


      


The context size to decide on (pi's compactionContextTokens): the
larger of the provider's count and the local estimate of request. The
provider's count is the last reply's usage (pi's calculateContextTokens)
plus an estimate of the entries after it, and only counts a reply after
the latest compaction: earlier ones measured a context that is gone.

  



  
    
      
    
    
      context_window(model)



        
          
        

    

  


  

      

          @spec context_window(String.t()) :: pos_integer()


      


The model's context window, from a small table: 200k for Claude models,
128k for anything else (low for most current models, so compaction comes
early rather than too late). Not req_llm's catalog: its first lookup
loads llm_db (1.4 s on a laptop), which would block the loop process.

  



  
    
      
    
    
      estimate(text)



        
          
        

    

  


  

      

          @spec estimate(String.t()) :: non_neg_integer()


      


Estimated tokens of text: bytes / 4, rounded up.

  



  
    
      
    
    
      overflow?(arg1)



        
          
        

    

  


  

      

          @spec overflow?(Rho.LLM.error()) :: boolean()


      


Did the provider reject the request for being over the context window?
pi-ai's overflow patterns (error/flags.ts) on the error's message.

  



  
    
      
    
    
      prepare(entries, keep_recent_tokens)



        
          
        

    

  


  

      

          @spec prepare([Rho.Session.entry()], pos_integer()) :: plan() | nil


      


What to compact (pi's prepareCompaction), or nil when nothing would
be summarized. Considers the message entries the context is built from
(after an earlier compaction: from its first kept entry on) and keeps
the newest ones that fit keep_recent_tokens. When the last reply
reports more prompt tokens than the local estimate, the budget shrinks
by that ratio, as pi does.

  



  
    
      
    
    
      request_tokens(request)



        
          
        

    

  


  

      

          @spec request_tokens(Rho.LLM.request()) :: non_neg_integer()


      


Estimated tokens of a whole request: system prompt, tool declarations, messages.

  



  
    
      
    
    
      should_compact?(tokens, window, reserve_tokens)



        
          
        

    

  


  

      

          @spec should_compact?(non_neg_integer(), non_neg_integer(), pos_integer() | nil) ::
  boolean()


      


pi's shouldCompact: is a context of tokens over the threshold?

  



  
    
      
    
    
      summary_request(plan, model, max_tokens, window)



        
          
        

    

  


  

      

          @spec summary_request(plan(), String.t(), pos_integer(), pos_integer()) ::
  Rho.LLM.request()


      


The summary call for plan (pi's generateSummary, one window): the
summarized messages serialized as pi does ([User]:, [Assistant]:,
[Tool Call]:, [Tool Result]: cut to 2,000 bytes) in
<conversation>, the previous summary in <previous-summary>, then pi's
prompt. A conversation too big for the summarizer's window keeps its
head (pi's clampConversationToBudget).

  



  
    
      
    
    
      threshold(window, reserve_tokens)



        
          
        

    

  


  

      

          @spec threshold(pos_integer(), pos_integer() | nil) :: non_neg_integer()


      


pi's resolveThresholdTokens under its default settings: the context
may grow to window minus a reserve for the next prompt and reply. The
reserve is the larger of 15% of the window and reserve_tokens (pi's
compaction.reserveTokens; nil means pi's default, 16,384); when that
default would leave no room (small windows) it falls back to the 15%.

  


        

      


  

    
Rho.Events 
    



      
What a loop tells its subscribers, as {:rho, session_id, event}
messages (plain send, no PubSub). The lifecycle is pi's
(pi-agent-core/src/agent-loop.ts):
agent_start
  turn_start                       (one per model call)
    message_start / message_end    (the user / steering messages injected)
    compaction_start, compaction   (when the context is over the threshold)
    message_start                  (assistant)
    message_update*                (streamed deltas)
    compaction_start, compaction,  (when the provider rejects the context
    message_start, message_update*  as too long: compacted, retried once)
    message_end                    (assistant, persisted)
    tool_execution_start / _end*   (in completion order)
    message_start / message_end*   (tool results, in call order)
  turn_end                         (always, even on error or stop)
agent_end
Events (maps):
	%{type: :agent_start}
	%{type: :turn_start, turn: pos_integer}
	%{type: :message_start, entry: entry}, %{type: :message_end, entry: entry}:
entry is the session entry (Rho.Session); the assistant's
message_start carries an unpersisted entry with empty content
	%{type: :message_update, kind: :text | :thinking, delta: String.t()}

	%{type: :tool_execution_start, id:, name:, arguments:}
	%{type: :tool_execution_end, id:, name:, text:, is_error:, details:}:
details is what the tool returned for the host's screens
({:details, output, details}, Rho.ToolRunner), else nil, whole;
the session keeps only what Rho.Loop's :keep_details picks
	%{type: :turn_end, turn:, entry: assistant entry | nil, tool_results: [entry], error: String.t() | nil}

	%{type: :retry, attempt:, delay_ms:, error:}: the assistant message
being streamed is discarded; the next message_start restarts it
	%{type: :queue, steering: [String.t()], follow_up: [String.t()]}
	%{type: :model_change, model: String.t()}
	%{type: :compaction_start, reason: :threshold | :overflow, tokens: integer}:
the summary call starts (tokens is the estimated context size); for
:overflow the assistant message being streamed is discarded

	%{type: :compaction, entry: entry}: the persisted compaction entry
(Rho.Session.compaction/4); the model call that follows uses
the compacted context. A failed summary ends the run instead, with an
error notice (message_start / message_end) and turn_end
	%{type: :agent_end, reason: :done | :stopped | :error | :max_iterations | :cost_cap}



      


      
        Summary


  
    Types
  


    
      
        event()

      


    





      


      
        Types


        


  
    
      
    
    
      event()



        
          
        

    

  


  

      

          @type event() :: %{:type => atom(), optional(atom()) => term()}


      



  


        

      


  

    
Rho.Loop 
    



      
The agent loop for one session: a GenServer with pi's lifecycle
(pi-agent-core/src/agent-loop.ts; events in Rho.Events).
A run starts with prompt/2 (or steer/2 / follow_up/2 while idle) and
repeats turns: one model call (streamed), then the reply's tool calls in
parallel (up to :max_tool_concurrency, 4; one at a time, in the
model's order, when any of them is an :exclusive tool,
Rho.Tool.concurrency/1), until the model stops calling tools
and nothing is queued.
	steer/2 while running queues a user message injected at the next
step boundary: after the current tool batch, before the next model
call (or, if the model just stopped, as one more turn).
	follow_up/2 while running runs after the agent would stop.
	stop/1 kills the in-flight model call and skips tools not yet
started; started tools finish, each sent {:rho_stop, loop}
first, so one that waits on others (task's subagents) can wrap up
early. The run ends with a notice entry.

The slow parts never run in this process: the model call runs in a
monitored worker, each tool in a task under :task_supervisor, so the
loop always answers steer / stop. Guards: :max_iterations model calls
per run (12), explicit :max_tokens (4096), up to :max_retries (2)
retries with exponential backoff on 5xx / transport errors, and
with :budget (a data dir) the per-day cost cap (Rho.Budget):
checked before each model call, each reply's cost recorded. A run at
:max_iterations doesn't just stop: a notice asks the model for a short
status (what's done, what's in progress or broken, the next steps) and
it gets exactly one more call, with no tools offered, before the run
ends (:max_iterations), so the user and the next run know where
things stand.
Rate limits (a 429 or a 529 overloaded, Rho.LLM.rate_limit/1)
are waited out more patiently, as omp does: up to :rate_limit_retries
(8) retries, each after the response's retry-after, or until the used
up window resets, else the exponential backoff capped at
:rate_limit_cap_ms (60 s), as long as the waits add up to no more
than :rate_limit_budget_ms (5 min). A wait that would go past it (a
subscription window used up for hours) isn't started. Then the run
continues on the fallback model (omp's fallback chain, one link):
:fallback_model (default the host's Rho.Settings.fallback_model/1),
if :fallback_check (default Rho.LLM.usable/1: signed in,
not used up itself) passes, with a model_change entry and a notice
saying why; the session's own model comes back (another model_change)
when the run ends. Without one, the run ends with the error and what to
do: when the limit lifts, or to prompt again to continue.
Compaction (pi's; Rho.Compaction): before each model call, a
context over the window (:context_window, default the model's) minus
the reserve (:reserve_tokens, default pi's) has its older part
summarized by the model into a compaction entry, keeping about
:keep_recent_tokens (pi's 20,000) of recent messages. The summary call
uses :compaction_model (default the session's) with an explicit
:compaction_max_tokens (4096), runs in a worker like a model call and
counts toward the cost cap; if it fails, the run ends with an error
notice and nothing else is persisted. A call the provider rejects as
over the context window is compacted and retried once.
A run about to end (the model stopped calling tools, nothing queued)
with items still open on the session's todo list
(Rho.Tools.Todo.open_items/2, when todo is offered) gets
one more turn, once per run: a notice naming them, as omp's reminder
does, so the agent finishes them or says why it can't.
A tool's ctx is %{session_id, call_id, data_dir, loop, withheld}: the
loop's pid and the names in :withhold_tools, besides
Rho.Tool's three.
A tool that answers with details ({:ok, {:details, output, details}},
Rho.ToolRunner) has them sent to the subscribers with
tool_execution_end as it gave them (a Dyn tool's as plain data,
Rho.Untrusted.plain/1); what goes in the session is the host's choice,
:keep_details (fn tool_name, details -> kept | nil end, called in
this process, so keep it quick): its non-nil answer is stored as the
toolResult entry's details (pi's), for a screen drawing the session
later. The default keeps nothing. A keep function that raises or keeps
something JSON can't encode is logged and nothing is stored. Pictures
the model makes (the reply's :images, Rho.LLM) go in the
assistant entry, as pi's image parts.
Everything is persisted to the session as it happens
(Rho.Session, omp/pi's JSONL).

      


      
        Summary


  
    Functions
  


    
      
        ask(loop, text, id, from)

      


        A question from another agent (another node's, through the host's
clustering): queued like follow_up/3 (a run starts if idle), as a user
entry marked "ask" => id and attributed to node from, so the asker
can find the answer after it.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        config(loop)

      


        %{session, opts}: this loop's session and the options it was started
with (no :session / :entries), so a tool can start a loop configured
like its caller's (task's subagents: same model, LLM, gate, budget).



    


    
      
        context(loop)

      


        The req_llm messages the next model call would send (no system prompt).



    


    
      
        follow_up(loop, text, attachments \\ [])

      


        Runs text once the agent would otherwise stop; starts a run if idle.



    


    
      
        note(loop, kind, text)

      


        Adds a notice entry (kind :notice / :aside) to the session, as the
loop's own are: the user sees it, and the model with the next call. A
run in progress gets it when the run ends, so it never lands between a
tool call and its result.



    


    
      
        prompt(loop, text, attachments \\ [])

      


        Starts a run. {:error, :running} if one is in progress (use steer/3).
attachments (Rho.Session.attachment/0) go with the message;
text may then be empty.



    


    
      
        set_model(loop, model)

      


        Switches the model (a req_llm spec) for later calls; idle only.



    


    
      
        snapshot(loop)

      


        %{session_id, path, title, model, status, entries, totals, streaming, queue}: what a screen needs to draw the session from scratch.



    


    
      
        start_link(opts)

      


        Options: :session and :entries (from Rho.Session.new/3 or
Rho.Session.open/2), :system_prompt, :data_dir (given to tools),
:llm ({module, opts}), :tools (:registry or a list of tool
modules), :withhold_tools (tool names never offered nor run: task
withholds itself from its subagents), :before_tool_call (fn call, ctx -> :allow | {:block, reason} end), :keep_details (fn tool_name, details -> term() | nil end: the part of a tool's details stored in its
result entry; nil, the default, stores none), :task_supervisor, :budget
(the data dir holding the cost ledger and cap; nil means no cap),
:inputs (what the model takes, for attachments and tool pictures;
default Rho.Models.inputs/1 of the session's model), and the
compaction, rate-limit and fallback options and guards above.



    


    
      
        steer(loop, text, attachments \\ [])

      


        Injects text at the next step boundary; starts a run if idle.



    


    
      
        stop(loop)

      


        Aborts the model call and unstarted tools; no-op when idle.



    


    
      
        subscribe(loop, pid \\ self())

      


        Sends pid (the caller by default) {:rho, session_id, event}
for every event, until it exits or unsubscribes.



    


    
      
        unsubscribe(loop)

      


        Stops sending the caller this loop's events (subscribe/2).



    





      


      
        Functions


        


  
    
      
    
    
      ask(loop, text, id, from)



        
          
        

    

  


  

      

          @spec ask(GenServer.server(), String.t(), String.t(), node()) :: :ok


      


A question from another agent (another node's, through the host's
clustering): queued like follow_up/3 (a run starts if idle), as a user
entry marked "ask" => id and attributed to node from, so the asker
can find the answer after it.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      config(loop)



        
          
        

    

  


  

      

          @spec config(GenServer.server()) :: %{session: Rho.Session.t(), opts: keyword()}


      


%{session, opts}: this loop's session and the options it was started
with (no :session / :entries), so a tool can start a loop configured
like its caller's (task's subagents: same model, LLM, gate, budget).

  



  
    
      
    
    
      context(loop)



        
          
        

    

  


  

      

          @spec context(GenServer.server()) :: [ReqLLM.Message.t()]


      


The req_llm messages the next model call would send (no system prompt).

  



    

  
    
      
    
    
      follow_up(loop, text, attachments \\ [])



        
          
        

    

  


  

      

          @spec follow_up(GenServer.server(), String.t(), [Rho.Session.attachment()]) :: :ok


      


Runs text once the agent would otherwise stop; starts a run if idle.

  



  
    
      
    
    
      note(loop, kind, text)



        
          
        

    

  


  

      

          @spec note(GenServer.server(), :notice | :aside, String.t()) :: :ok


      


Adds a notice entry (kind :notice / :aside) to the session, as the
loop's own are: the user sees it, and the model with the next call. A
run in progress gets it when the run ends, so it never lands between a
tool call and its result.

  



    

  
    
      
    
    
      prompt(loop, text, attachments \\ [])



        
          
        

    

  


  

      

          @spec prompt(GenServer.server(), String.t(), [Rho.Session.attachment()]) ::
  :ok | {:error, :running}


      


Starts a run. {:error, :running} if one is in progress (use steer/3).
attachments (Rho.Session.attachment/0) go with the message;
text may then be empty.

  



  
    
      
    
    
      set_model(loop, model)



        
          
        

    

  


  

      

          @spec set_model(GenServer.server(), String.t()) :: :ok | {:error, :running}


      


Switches the model (a req_llm spec) for later calls; idle only.

  



  
    
      
    
    
      snapshot(loop)



        
          
        

    

  


  

      

          @spec snapshot(GenServer.server()) :: map()


      


%{session_id, path, title, model, status, entries, totals, streaming, queue}: what a screen needs to draw the session from scratch.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Options: :session and :entries (from Rho.Session.new/3 or
Rho.Session.open/2), :system_prompt, :data_dir (given to tools),
:llm ({module, opts}), :tools (:registry or a list of tool
modules), :withhold_tools (tool names never offered nor run: task
withholds itself from its subagents), :before_tool_call (fn call, ctx -> :allow | {:block, reason} end), :keep_details (fn tool_name, details -> term() | nil end: the part of a tool's details stored in its
result entry; nil, the default, stores none), :task_supervisor, :budget
(the data dir holding the cost ledger and cap; nil means no cap),
:inputs (what the model takes, for attachments and tool pictures;
default Rho.Models.inputs/1 of the session's model), and the
compaction, rate-limit and fallback options and guards above.

  



    

  
    
      
    
    
      steer(loop, text, attachments \\ [])



        
          
        

    

  


  

      

          @spec steer(GenServer.server(), String.t(), [Rho.Session.attachment()]) :: :ok


      


Injects text at the next step boundary; starts a run if idle.

  



  
    
      
    
    
      stop(loop)



        
          
        

    

  


  

      

          @spec stop(GenServer.server()) :: :ok


      


Aborts the model call and unstarted tools; no-op when idle.

  



    

  
    
      
    
    
      subscribe(loop, pid \\ self())



        
          
        

    

  


  

      

          @spec subscribe(GenServer.server(), pid()) :: :ok


      


Sends pid (the caller by default) {:rho, session_id, event}
for every event, until it exits or unsubscribes.

  



  
    
      
    
    
      unsubscribe(loop)



        
          
        

    

  


  

      

          @spec unsubscribe(GenServer.server()) :: :ok


      


Stops sending the caller this loop's events (subscribe/2).

  


        

      


  

    
Rho.Session 
    



      
Sessions in omp/pi's JSONL format (pi-coding-agent/src/session/ session-entries.ts, CURRENT_SESSION_VERSION = 3), so a session can move
between omp on a computer and a rho host (Operator on a phone, say).
A file is a session header line, then entries. Every entry carries type,
id (8 hex chars), parentId (the previous entry; entries form a tree and
the last entry is the leaf) and an ISO timestamp. rho writes:
	model_change (model as "provider/modelId"), first, and on a switch
	message with pi's AgentMessage in message: user, assistant
(text / thinking / image / toolCall content, api, provider,
model, usage, stopReason, errorMessage; image parts in an
assistant message are omp's pi extension, upstream pi has none),
toolResult (with pi's details when the host keeps some,
tool_result/5)
	custom_message (customType "<ns>.notice" / "<ns>.error" /
"<ns>.aside", <ns> being Rho.Config.namespace/0, content,
display) for loop notices
	compaction (pi's CompactionEntry: summary, firstKeptEntryId,
tokensBefore, tokensAfter, method: "soft"): the branch before
firstKeptEntryId, summarized by the model (Rho.Compaction)

A user message may carry attachments (user/2): each is a text part
wrapped in <attachment …> (name, type, path, a line about it and, for a
text file, its text), then pi's image part for a picture. The message's
attachments field (rho's; pi ignores it) lists them for the chat
(attachments/1), and typed/1 is what the user typed. A picture goes
to the model only if it takes pictures, a PDF (read from its path) only
if it takes PDFs (context/2's :inputs); otherwise the model gets
the path and the line about it. After a compaction, the summary message
lists the attachments it summarized away, so their paths aren't lost.
Reading keeps every entry, including types rho doesn't know (omp's
custom, title_change, thinking_level_change, …). They are carried
along (rho only appends, never rewrites) and ignored when building
the model context. context/2 walks the leaf's branch as pi's
buildSessionContext does: the latest compaction's summary first, then
the entries from its firstKeptEntryId on, message and
custom_message entries turned into req_llm messages.
The loop builds every request with context/1 over its entry list, and
append/2 returns the entry as it reads back from disk, so a resumed
session sends exactly what the live one did.

      


      
        Summary


  
    Types
  


    
      
        attachment()

      


        A file going with a user message (built by the host from a picker, the
camera, a download, ...):
kind :image (with image, the picture for the model), :text (with
text, already cut to the output budget), :pdf (with pages when
known) or :file; path is its copy in the workspace, about one line
for the model (size, when and where a photo was taken, ...).



    


    
      
        entry()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        aborted_tool_text()

      


        The text pi uses for a tool call that never ran.



    


    
      
        add_usage(acc, u)

      


        Adds one assistant message's pi usage map to a totals/1 accumulator:
for a host that keeps a running total as messages arrive.



    


    
      
        append(s, entry)

      


        Appends one entry (adding id, parentId, timestamp). Returns the
updated session and the entry as it reads back from disk.



    


    
      
        assistant(reply, model)

      


        An assistant message. reply has :text, :thinking, :tool_calls
([%{"id", "name", "arguments"}]), :usage (req_llm's usage map or nil),
:stop_reason (pi's: "stop" | "length" | "toolUse" | "error" | "aborted") and optionally :error and :images ({mime_type, bytes}
each, pictures the model made), which go in as image parts (omp's pi;
upstream pi's assistant messages have none) after the text, before the
tool calls. They stay in the session for the chat; messages/2 doesn't
send them back to the model (a reply that was only pictures goes as
"(made a picture)").



    


    
      
        attachments(arg1)

      


        A user message's attachments: [%{"kind", "name", "path", "mimeType", "about"}].



    


    
      
        branch(entries)

      


        The leaf's branch: from the last entry with an id, follow parentId to
the root. Entries without an id (pi's title slot) are not on any branch.



    


    
      
        compacted(entries)

      


        Splits a branch at its latest compaction: {compaction, kept, later}.
kept runs from the compaction's firstKeptEntryId up to it (empty
when that entry is not before it), later is everything after it.
Without a compaction: {nil, [], entries}.



    


    
      
        compaction(summary, first_kept_id, tokens_before, tokens_after)

      


        A compaction, as pi's local summarizer writes its CompactionEntry
(method: "soft", fromExtension: false): from now on context/1
sends summary in place of the branch before first_kept_id.



    


    
      
        context(entries, opts \\ [])

      


        The req_llm messages for a branch (no system prompt), as pi's
buildSessionContext builds them. With a compaction on the branch,
the latest one's summary comes first (rendered as pi renders it, plus
the attachments it summarized away), then the entries from its
firstKeptEntryId up to it, then everything after it (see
compacted/1); otherwise the whole branch. See messages/2 for opts.



    


    
      
        custom(kind, text)

      


        A loop notice: kind is :notice, :error or :aside; its
customType is "<namespace>.<kind>" (Rho.Config.namespace/0).



    


    
      
        dir()

      


        Where sessions live by default: <data dir>/sessions.



    


    
      
        from_pi_model(pi_model)

      


        "openai-codex/gpt-5" (pi) → "openai_codex:gpt-5" (req_llm).



    


    
      
        latest(dir)

      


        Path of the most recently written session in dir, or nil.



    


    
      
        list(dir)

      


        Sessions in dir, most recently written first.



    


    
      
        messages(entries, opts \\ [])

      


        The req_llm messages for entries as given (no compaction applied).
message and custom_message entries contribute; every other type is
ignored. Assistant turns with no text and no tool calls (empty errors /
aborts) and pi's superseded retryRecovery turns are dropped, and a
tool call left without a result gets pi's synthetic "aborted" result,
so the context is always valid for the provider.



    


    
      
        model_change(model)

      


        Records a model switch; model is a req_llm spec ("anthropic:…").



    


    
      
        model_from(entries)

      


        The req_llm model spec in effect on a branch: the last default-role
model_change, else the last assistant's provider/model, else nil.



    


    
      
        new(dir, model, cwd)

      


        A new session in dir for model (a req_llm spec, "anthropic:…").
Nothing is written until the first append/2, which writes the header
(titled title when set, else after the first entry when it is a user
message) and a model_change entry.



    


    
      
        notice_kind(arg1)

      


        The kind of a loop notice entry (custom/2), whatever namespace wrote
it ("rho.error" and "operator.error" are both :error); nil for any
other entry.



    


    
      
        open(path, default_model)

      


        Reads a session file: returns the session and the entries on the leaf's
branch, oldest first. Unknown entry types are kept; unparsable lines (a
torn last write) are skipped and logged.



    


    
      
        text(content)

      


        The text of a message's content (string or parts; text parts only).



    


    
      
        thinking(arg1)

      


        Thinking text of an assistant message.



    


    
      
        to_pi_model(spec)

      


        "openai_codex:gpt-5" (req_llm) → "openai-codex/gpt-5" (pi).



    


    
      
        tool_calls(arg1)

      


        Tool calls of an assistant message: [%{"id", "name", "arguments"}].



    


    
      
        tool_result(call_id, name, text, is_error, opts \\ [])

      


        A tool's result. Options: :images ({mime_type, bytes} each, a
screenshot or photos) go in as pi's image content parts, after the
text, and on to the model; :details (JSON-encodable; nil for none) is
stored as the message's details (pi's ToolResultMessage.details):
data for the host's screens, never sent to the model.



    


    
      
        totals(entries)

      


        Summed usage over a branch's assistant messages (pi usage shape).



    


    
      
        typed(message)

      


        What the user typed: a user message's text without its attachments
(each adds one text part, its envelope, after the typed text).



    


    
      
        usage(u)

      


        pi's usage (tokens; cost in dollars) from req_llm's usage map; nil gives zeros.



    


    
      
        user(text, opts \\ [])

      


        A user message: text (may be empty when opts[:attachments] isn't)
then each attachment's parts. opts[:steering] marks a message sent
while the agent was running; opts[:ask] (an id) a question another
agent asked (Rho.Loop.ask/4), from node opts[:from].



    





      


      
        Types


        


  
    
      
    
    
      attachment()



        
          
        

    

  


  

      

          @type attachment() :: %{
  :kind => :image | :text | :pdf | :file,
  :name => String.t(),
  :path => String.t(),
  :mime => String.t(),
  :about => String.t(),
  optional(:image) => {String.t(), binary()} | nil,
  optional(:text) => String.t() | nil,
  optional(:pages) => pos_integer() | nil
}


      


A file going with a user message (built by the host from a picker, the
camera, a download, ...):
kind :image (with image, the picture for the model), :text (with
text, already cut to the output budget), :pdf (with pages when
known) or :file; path is its copy in the workspace, about one line
for the model (size, when and where a photo was taken, ...).

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Rho.Session{
  cwd: String.t(),
  id: String.t(),
  leaf_id: String.t() | nil,
  model: String.t(),
  path: String.t(),
  title: String.t() | nil,
  written?: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      aborted_tool_text()



        
          
        

    

  


  

      

          @spec aborted_tool_text() :: String.t()


      


The text pi uses for a tool call that never ran.

  



  
    
      
    
    
      add_usage(acc, u)



        
          
        

    

  


  

      

          @spec add_usage(map(), map()) :: map()


      


Adds one assistant message's pi usage map to a totals/1 accumulator:
for a host that keeps a running total as messages arrive.

  



  
    
      
    
    
      append(s, entry)



        
          
        

    

  


  

      

          @spec append(t(), entry()) :: {t(), entry()}


      


Appends one entry (adding id, parentId, timestamp). Returns the
updated session and the entry as it reads back from disk.

  



  
    
      
    
    
      assistant(reply, model)



        
          
        

    

  


  

      

          @spec assistant(map(), String.t()) :: entry()


      


An assistant message. reply has :text, :thinking, :tool_calls
([%{"id", "name", "arguments"}]), :usage (req_llm's usage map or nil),
:stop_reason (pi's: "stop" | "length" | "toolUse" | "error" | "aborted") and optionally :error and :images ({mime_type, bytes}
each, pictures the model made), which go in as image parts (omp's pi;
upstream pi's assistant messages have none) after the text, before the
tool calls. They stay in the session for the chat; messages/2 doesn't
send them back to the model (a reply that was only pictures goes as
"(made a picture)").

  



  
    
      
    
    
      attachments(arg1)



        
          
        

    

  


  

      

          @spec attachments(map()) :: [map()]


      


A user message's attachments: [%{"kind", "name", "path", "mimeType", "about"}].

  



  
    
      
    
    
      branch(entries)



        
          
        

    

  


  

      

          @spec branch([entry()]) :: [entry()]


      


The leaf's branch: from the last entry with an id, follow parentId to
the root. Entries without an id (pi's title slot) are not on any branch.

  



  
    
      
    
    
      compacted(entries)



        
          
        

    

  


  

      

          @spec compacted([entry()]) :: {entry() | nil, [entry()], [entry()]}


      


Splits a branch at its latest compaction: {compaction, kept, later}.
kept runs from the compaction's firstKeptEntryId up to it (empty
when that entry is not before it), later is everything after it.
Without a compaction: {nil, [], entries}.

  



  
    
      
    
    
      compaction(summary, first_kept_id, tokens_before, tokens_after)



        
          
        

    

  


  

      

          @spec compaction(String.t(), String.t(), non_neg_integer(), non_neg_integer()) ::
  entry()


      


A compaction, as pi's local summarizer writes its CompactionEntry
(method: "soft", fromExtension: false): from now on context/1
sends summary in place of the branch before first_kept_id.

  



    

  
    
      
    
    
      context(entries, opts \\ [])



        
          
        

    

  


  

      

          @spec context([entry()], keyword()) :: [ReqLLM.Message.t()]


      


The req_llm messages for a branch (no system prompt), as pi's
buildSessionContext builds them. With a compaction on the branch,
the latest one's summary comes first (rendered as pi renders it, plus
the attachments it summarized away), then the entries from its
firstKeptEntryId up to it, then everything after it (see
compacted/1); otherwise the whole branch. See messages/2 for opts.

  



  
    
      
    
    
      custom(kind, text)



        
          
        

    

  


  

      

          @spec custom(atom(), String.t()) :: entry()


      


A loop notice: kind is :notice, :error or :aside; its
customType is "<namespace>.<kind>" (Rho.Config.namespace/0).

  



  
    
      
    
    
      dir()



        
          
        

    

  


  

      

          @spec dir() :: String.t()


      


Where sessions live by default: <data dir>/sessions.

  



  
    
      
    
    
      from_pi_model(pi_model)



        
          
        

    

  


  

      

          @spec from_pi_model(String.t()) :: String.t()


      


"openai-codex/gpt-5" (pi) → "openai_codex:gpt-5" (req_llm).

  



  
    
      
    
    
      latest(dir)



        
          
        

    

  


  

      

          @spec latest(String.t()) :: String.t() | nil


      


Path of the most recently written session in dir, or nil.

  



  
    
      
    
    
      list(dir)



        
          
        

    

  


  

      

          @spec list(String.t()) :: [
  %{id: String.t(), path: String.t(), mtime: integer(), title: String.t() | nil}
]


      


Sessions in dir, most recently written first.

  



    

  
    
      
    
    
      messages(entries, opts \\ [])



        
          
        

    

  


  

      

          @spec messages([entry()], keyword()) :: [ReqLLM.Message.t()]


      


The req_llm messages for entries as given (no compaction applied).
message and custom_message entries contribute; every other type is
ignored. Assistant turns with no text and no tool calls (empty errors /
aborts) and pi's superseded retryRecovery turns are dropped, and a
tool call left without a result gets pi's synthetic "aborted" result,
so the context is always valid for the provider.
opts[:inputs] is what the model takes (Rho.Models.inputs/1,
default [:text, :image]): without :image, pictures become a note;
with :pdf, attached PDFs go as documents, read from their paths, the
newest first while the request stays inside the provider's limits.

  



  
    
      
    
    
      model_change(model)



        
          
        

    

  


  

      

          @spec model_change(String.t()) :: entry()


      


Records a model switch; model is a req_llm spec ("anthropic:…").

  



  
    
      
    
    
      model_from(entries)



        
          
        

    

  


  

      

          @spec model_from([entry()]) :: String.t() | nil


      


The req_llm model spec in effect on a branch: the last default-role
model_change, else the last assistant's provider/model, else nil.

  



  
    
      
    
    
      new(dir, model, cwd)



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), String.t()) :: t()


      


A new session in dir for model (a req_llm spec, "anthropic:…").
Nothing is written until the first append/2, which writes the header
(titled title when set, else after the first entry when it is a user
message) and a model_change entry.

  



  
    
      
    
    
      notice_kind(arg1)



        
          
        

    

  


  

      

          @spec notice_kind(entry()) :: :notice | :error | :aside | nil


      


The kind of a loop notice entry (custom/2), whatever namespace wrote
it ("rho.error" and "operator.error" are both :error); nil for any
other entry.

  



  
    
      
    
    
      open(path, default_model)



        
          
        

    

  


  

      

          @spec open(String.t(), String.t()) :: {:ok, t(), [entry()]} | {:error, term()}


      


Reads a session file: returns the session and the entries on the leaf's
branch, oldest first. Unknown entry types are kept; unparsable lines (a
torn last write) are skipped and logged.

  



  
    
      
    
    
      text(content)



        
          
        

    

  


  

      

          @spec text(term()) :: String.t()


      


The text of a message's content (string or parts; text parts only).

  



  
    
      
    
    
      thinking(arg1)



        
          
        

    

  


  

      

          @spec thinking(map()) :: String.t()


      


Thinking text of an assistant message.

  



  
    
      
    
    
      to_pi_model(spec)



        
          
        

    

  


  

      

          @spec to_pi_model(String.t()) :: String.t()


      


"openai_codex:gpt-5" (req_llm) → "openai-codex/gpt-5" (pi).

  



  
    
      
    
    
      tool_calls(arg1)



        
          
        

    

  


  

      

          @spec tool_calls(map()) :: [map()]


      


Tool calls of an assistant message: [%{"id", "name", "arguments"}].

  



    

  
    
      
    
    
      tool_result(call_id, name, text, is_error, opts \\ [])



        
          
        

    

  


  

      

          @spec tool_result(String.t(), String.t(), String.t(), boolean(), keyword()) :: entry()


      


A tool's result. Options: :images ({mime_type, bytes} each, a
screenshot or photos) go in as pi's image content parts, after the
text, and on to the model; :details (JSON-encodable; nil for none) is
stored as the message's details (pi's ToolResultMessage.details):
data for the host's screens, never sent to the model.

  



  
    
      
    
    
      totals(entries)



        
          
        

    

  


  

      

          @spec totals([entry()]) :: %{
  tokens: non_neg_integer(),
  output: non_neg_integer(),
  cost: float()
}


      


Summed usage over a branch's assistant messages (pi usage shape).

  



  
    
      
    
    
      typed(message)



        
          
        

    

  


  

      

          @spec typed(map()) :: String.t()


      


What the user typed: a user message's text without its attachments
(each adds one text part, its envelope, after the typed text).

  



  
    
      
    
    
      usage(u)



        
          
        

    

  


  

      

          @spec usage(map() | nil) :: map()


      


pi's usage (tokens; cost in dollars) from req_llm's usage map; nil gives zeros.

  



    

  
    
      
    
    
      user(text, opts \\ [])



        
          
        

    

  


  

      

          @spec user(String.t(), keyword()) :: entry()


      


A user message: text (may be empty when opts[:attachments] isn't)
then each attachment's parts. opts[:steering] marks a message sent
while the agent was running; opts[:ask] (an id) a question another
agent asked (Rho.Loop.ask/4), from node opts[:from].

  


        

      


  

    
Rho.Tool behaviour
    



      
A tool the agent can call. Implementations are plain modules, so a host
can register one at runtime by module, or serve changing sets of them
from a source (see Rho.ToolRegistry).
run/2 gets the decoded JSON arguments (string keys) and a context map
(:session_id, :call_id, :data_dir; from a loop also :loop, its
pid, and :withheld, the tool names that loop doesn't offer, so read it
with Map.get(ctx, :withheld, [])). It returns {:ok, output} or
{:error, reason}; non-binary values are JSON-encoded (or inspected) for
the model. Pictures, and data for the host's screens beside the text
({:ok, {:details, output, details}}), are Rho.ToolRunner's. A raise,
exit or timeout becomes an error result; it never takes the loop down.
Untrusted tools. The loop reads a tool's declaration (name/0,
description/0, parameter_schema/0, timeout_ms/0,
concurrency/0) in its own process. A Dyn tool's
(Rho.Untrusted.untrusted?/1) is read instead in one throwaway process
with a time and heap bound, checked to be plain data and kept for the
module's life: one whose name, description or schema raises or isn't a
string / JSON Schema map is left out of what the loop offers (logged
once), and a bad timeout_ms/0 or concurrency/0 means the default. A
read that runs over (a busy phone) leaves the tool out for now and is
tried again after 1, 5 and 30 minutes; after that it stays out.

      


      
        Summary


  
    Types
  


    
      
        info()

      


        A tool's declaration: its callbacks' answers, checked.



    





  
    Callbacks
  


    
      
        concurrency()

      


        How a call shares its turn with the reply's other calls (omp's tool
concurrency). :parallel (the default) runs alongside them;
:exclusive is for a tool that acts on or reads something only one
call may touch at a time (the front's one screen): a turn with any
exclusive call runs all its calls one at a time, in the model's order.



    


    
      
        description()

      


    


    
      
        name()

      


    


    
      
        parameter_schema()

      


        JSON Schema (string keys) of the arguments object.



    


    
      
        run(args, ctx)

      


    


    
      
        selftest()

      


        Checks the tool works, without side effects outside a temp dir.



    


    
      
        timeout_ms()

      


        Per-call timeout; default default_timeout_ms/0.



    





  
    Functions
  


    
      
        concurrency(module)

      


        module's concurrency/0, or :parallel. The loop asks it in its own
process, so anything but :exclusive, a raise included, is :parallel.



    


    
      
        default_timeout_ms()

      


        The per-call timeout of a tool without timeout_ms/0 (30 000 ms).



    


    
      
        timeout_ms(module)

      


        module's per-call timeout: its timeout_ms/0, else
default_timeout_ms/0. A Dyn tool's comes from its checked declaration.



    


    
      
        to_req_llm(module)

      


        The req_llm declaration sent to the model, nil for an untrusted tool
whose declaration failed (it isn't offered). Execution never goes
through req_llm's callback: the loop runs tools itself (in parallel,
gated, with timeouts).



    


    
      
        tool?(module)

      


        Is module a loaded tool (exports the required callbacks)?



    





      


      
        Types


        


  
    
      
    
    
      info()



        
          
        

    

  


  

      

          @type info() :: %{
  name: String.t(),
  description: String.t(),
  parameter_schema: map(),
  timeout_ms: pos_integer(),
  concurrency: :parallel | :exclusive
}


      


A tool's declaration: its callbacks' answers, checked.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      concurrency()


        (optional)


        
          
        

    

  


  

      

          @callback concurrency() :: :parallel | :exclusive


      


How a call shares its turn with the reply's other calls (omp's tool
concurrency). :parallel (the default) runs alongside them;
:exclusive is for a tool that acts on or reads something only one
call may touch at a time (the front's one screen): a turn with any
exclusive call runs all its calls one at a time, in the model's order.

  



  
    
      
    
    
      description()



        
          
        

    

  


  

      

          @callback description() :: String.t()


      



  



  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @callback name() :: String.t()


      



  



  
    
      
    
    
      parameter_schema()



        
          
        

    

  


  

      

          @callback parameter_schema() :: map()


      


JSON Schema (string keys) of the arguments object.

  



  
    
      
    
    
      run(args, ctx)



        
          
        

    

  


  

      

          @callback run(args :: map(), ctx :: map()) :: {:ok, term()} | {:error, term()}


      



  



  
    
      
    
    
      selftest()


        (optional)


        
          
        

    

  


  

      

          @callback selftest() :: :ok | {:error, term()}


      


Checks the tool works, without side effects outside a temp dir.

  



  
    
      
    
    
      timeout_ms()


        (optional)


        
          
        

    

  


  

      

          @callback timeout_ms() :: pos_integer()


      


Per-call timeout; default default_timeout_ms/0.

  


        

      

      
        Functions


        


  
    
      
    
    
      concurrency(module)



        
          
        

    

  


  

      

          @spec concurrency(module()) :: :parallel | :exclusive


      


module's concurrency/0, or :parallel. The loop asks it in its own
process, so anything but :exclusive, a raise included, is :parallel.

  



  
    
      
    
    
      default_timeout_ms()



        
          
        

    

  


  

      

          @spec default_timeout_ms() :: pos_integer()


      


The per-call timeout of a tool without timeout_ms/0 (30 000 ms).

  



  
    
      
    
    
      timeout_ms(module)



        
          
        

    

  


  

      

          @spec timeout_ms(module()) :: pos_integer()


      


module's per-call timeout: its timeout_ms/0, else
default_timeout_ms/0. A Dyn tool's comes from its checked declaration.

  



  
    
      
    
    
      to_req_llm(module)



        
          
        

    

  


  

      

          @spec to_req_llm(module()) :: ReqLLM.Tool.t() | nil


      


The req_llm declaration sent to the model, nil for an untrusted tool
whose declaration failed (it isn't offered). Execution never goes
through req_llm's callback: the loop runs tools itself (in parallel,
gated, with timeouts).

  



  
    
      
    
    
      tool?(module)



        
          
        

    

  


  

      

          @spec tool?(module()) :: boolean()


      


Is module a loaded tool (exports the required callbacks)?

  


        

      


  

    
Rho.ToolRegistry 
    



      
The tools the agent can call, by name, from three places:
	the host's core tools, given when the registry starts (the
:tools option, else config :rho, :tools, else
builtin_tools/0), and
	tools registered at runtime (register/1, unregister/1); both
live in one ETS table owned by this process;
	sources (Rho.ToolRegistry.Source, the :tool_sources option or
config :rho, :tool_sources): modules asked on every call, so a
source whose tool set changes (a generation of agent-written tools
switching) changes what is offered at once, with nothing to
register or unregister. This is where agent-written (Dyn) tools
plug in.

A name in the table always wins over a source's, and an earlier source
over a later one. The loop reads the list at the start of every model
call, so a new tool is offered from the next call on.

      


      
        Summary


  
    Functions
  


    
      
        builtin_tools()

      


        rho's own tools: read_artifact (paging a cut tool output) and todo.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        core_tools()

      


        The core tools the registry started with (a source's tool may not take their names).



    


    
      
        list()

      


        All tool modules (the table's, then the sources'), sorted by name.



    


    
      
        lookup(name)

      


        The tool module offered as name: the table's, else the first source's that has it.



    


    
      
        register(module)

      


        Adds module under its Rho.Tool.name/0, replacing a tool of that name.
{:error, :not_a_tool} if it doesn't implement Rho.Tool.



    


    
      
        sources()

      


        The registry's sources, in order (none while the registry isn't running).



    


    
      
        start_link(opts \\ [])

      


        Started by Rho.Supervisor. Options: :tools, :tool_sources (see the moduledoc).



    


    
      
        unregister(name)

      


        Removes the tool named name from the table (a source's tools aren't affected).



    


    
      
        watch(pid, module)

      


        Tells every source a tool call of module is about to run in pid
(Rho.ToolRunner calls it), so a source can watch its own tools' calls
(crashes, timeouts) through Rho.ToolRegistry.Source.watch/2.



    





      


      
        Functions


        


  
    
      
    
    
      builtin_tools()



        
          
        

    

  


  

      

          @spec builtin_tools() :: [module()]


      


rho's own tools: read_artifact (paging a cut tool output) and todo.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      core_tools()



        
          
        

    

  


  

      

          @spec core_tools() :: [module()]


      


The core tools the registry started with (a source's tool may not take their names).

  



  
    
      
    
    
      list()



        
          
        

    

  


  

      

          @spec list() :: [module()]


      


All tool modules (the table's, then the sources'), sorted by name.

  



  
    
      
    
    
      lookup(name)



        
          
        

    

  


  

      

          @spec lookup(String.t()) :: {:ok, module()} | :error


      


The tool module offered as name: the table's, else the first source's that has it.

  



  
    
      
    
    
      register(module)



        
          
        

    

  


  

      

          @spec register(module()) :: :ok | {:error, :not_a_tool}


      


Adds module under its Rho.Tool.name/0, replacing a tool of that name.
{:error, :not_a_tool} if it doesn't implement Rho.Tool.

  



  
    
      
    
    
      sources()



        
          
        

    

  


  

      

          @spec sources() :: [module()]


      


The registry's sources, in order (none while the registry isn't running).

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Started by Rho.Supervisor. Options: :tools, :tool_sources (see the moduledoc).

  



  
    
      
    
    
      unregister(name)



        
          
        

    

  


  

      

          @spec unregister(String.t()) :: :ok


      


Removes the tool named name from the table (a source's tools aren't affected).

  



  
    
      
    
    
      watch(pid, module)



        
          
        

    

  


  

      

          @spec watch(pid(), module()) :: :ok


      


Tells every source a tool call of module is about to run in pid
(Rho.ToolRunner calls it), so a source can watch its own tools' calls
(crashes, timeouts) through Rho.ToolRegistry.Source.watch/2.

  


        

      


  

    
Rho.ToolRegistry.Source behaviour
    



      
A source of tools the registry asks on every call, for tool sets that
change while the app runs (the Dyn layer's generations, Rho.Dyn.Source:
tools the agent writes, compiles and activates on the device). Configure with
{Rho.Supervisor, tool_sources: [MySource]} or
config :rho, :tool_sources, [MySource].
tools/0 and lookup/1 run in the caller's process (the loop, at the
start of every model call) and must be cheap: read an ETS table or a
persistent term, don't call a process that may be busy.

      


      
        Summary


  
    Callbacks
  


    
      
        lookup(name)

      


        The source's current tool named name.



    


    
      
        tools()

      


        The source's current tools as {name, module}.



    


    
      
        watch(pid, module)

      


        A call of module (any tool, not only this source's) is about to run in
the task pid: a source that keeps its tools on probation can monitor
it. Runs in that task, before the tool; it must return quickly.



    





      


      
        Callbacks


        


  
    
      
    
    
      lookup(name)



        
          
        

    

  


  

      

          @callback lookup(name :: String.t()) :: {:ok, module()} | :error


      


The source's current tool named name.

  



  
    
      
    
    
      tools()



        
          
        

    

  


  

      

          @callback tools() :: [{String.t(), module()}]


      


The source's current tools as {name, module}.

  



  
    
      
    
    
      watch(pid, module)


        (optional)


        
          
        

    

  


  

      

          @callback watch(pid(), module()) :: :ok


      


A call of module (any tool, not only this source's) is about to run in
the task pid: a source that keeps its tools on probation can monitor
it. Runs in that task, before the tool; it must return quickly.

  


        

      


  

    
Rho.ToolRunner 
    



      
Runs one tool call in its own task (under a Task.Supervisor, not linked
to the loop). The before_tool_call gate runs first, inside the task, so
a gate that waits (a biometric approval) never blocks the loop;
once the gate allows, the task tells the loop ({:tool_running, pid}),
which starts the tool's timeout clock from then.
The task's result is {:ok, text} or {:error, text}. A raise, exit or
throw in the task (the gate's or the tool's) is formatted there
(Rho.Untrusted.format/4) and ends the task with that text as its exit
reason; the loop turns it, or any other abnormal end of the task (a kill,
a linked process's exit), into an error result without running anything
of the reason (Rho.Untrusted.exit_text/2). Before a
tool runs, the registry's sources are told its task
(Rho.ToolRegistry.watch/2), so a source of agent-written tools can
count a crash or timeout (the loop kills it) against them.
A Dyn tool's answer (Rho.Untrusted.untrusted?/1) is made plain data in
the task (Rho.Untrusted.plain/1: structs become maps, funs text)
before it is encoded or leaves the task, so neither the loop nor its
subscribers ever hold a value whose protocols run Dyn code.
A tool may answer with pictures for the model as well as text:
{:ok, {:images, [{mime_type, bytes}], text}} (photos), or
{:ok, {:image, mime_type, bytes, text}} for one (a screenshot).
And with data for the host's screens beside what the model reads (pi's
tool result details): {:ok, {:details, output, details}}, where
output is any of the above, or {:error, {:details, reason, details}}
for a failure. The model and the session get output (or reason);
details goes to the loop's subscribers, with tool_execution_end
(Rho.Events), so a screen can draw the answer (a passage, a table)
without parsing the text, and into the session only as far as the
host's :keep_details (Rho.Loop) keeps it.

      


      
        Summary


  
    Types
  


    
      
        gate()

      


    


    
      
        images()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        allow_all(call, ctx)

      


        The default gate: everything is allowed.



    


    
      
        crash_text(reason)

      


        The error text for a tool task that ended abnormally (its :DOWN
reason), in the loop's process: nothing of the reason runs
(Rho.Untrusted.exit_text/2); a crash the task formatted itself reads
as that text.



    


    
      
        start(task_sup, loop, module, call, gate, ctx)

      


        Starts call (%{"arguments" => ...}) of module as a task under
task_sup, not linked: gate first, then the tool, with ctx as the
context Rho.Tool.run/2 gets. Once the gate allows, the task sends
loop {:tool_running, pid}; it returns to_result/1 of the tool's
answer. This is how Rho.Loop runs every call.



    


    
      
        timeout_text(module)

      


        The error text for a call killed at module's timeout (Rho.Tool.timeout_ms/1).



    


    
      
        to_result(other)

      


        A tool's return as the loop takes it: {:ok, text | images} or
{:error, text}, or {:details, result, details} for a tool that
answered with details (see the moduledoc).



    





      


      
        Types


        


  
    
      
    
    
      gate()



        
          
        

    

  


  

      

          @type gate() :: (call :: map(), ctx :: map() -> :allow | {:block, String.t()})


      



  



  
    
      
    
    
      images()



        
          
        

    

  


  

      

          @type images() :: {:images, [{String.t(), binary()}], String.t()}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: {:ok, String.t() | images()} | {:error, String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allow_all(call, ctx)



        
          
        

    

  


  

      

          @spec allow_all(map(), map()) :: :allow


      


The default gate: everything is allowed.

  



  
    
      
    
    
      crash_text(reason)



        
          
        

    

  


  

      

          @spec crash_text(term()) :: String.t()


      


The error text for a tool task that ended abnormally (its :DOWN
reason), in the loop's process: nothing of the reason runs
(Rho.Untrusted.exit_text/2); a crash the task formatted itself reads
as that text.

  



  
    
      
    
    
      start(task_sup, loop, module, call, gate, ctx)



        
          
        

    

  


  

      

          @spec start(Supervisor.supervisor(), pid(), module(), map(), gate(), map()) ::
  Task.t()


      


Starts call (%{"arguments" => ...}) of module as a task under
task_sup, not linked: gate first, then the tool, with ctx as the
context Rho.Tool.run/2 gets. Once the gate allows, the task sends
loop {:tool_running, pid}; it returns to_result/1 of the tool's
answer. This is how Rho.Loop runs every call.

  



  
    
      
    
    
      timeout_text(module)



        
          
        

    

  


  

      

          @spec timeout_text(module()) :: String.t()


      


The error text for a call killed at module's timeout (Rho.Tool.timeout_ms/1).

  



  
    
      
    
    
      to_result(other)



        
          
        

    

  


  

      

          @spec to_result(term()) :: result() | {:details, result(), term()}


      


A tool's return as the loop takes it: {:ok, text | images} or
{:error, text}, or {:details, result, details} for a tool that
answered with details (see the moduledoc).

  


        

      


  

    
Rho.Tools.ReadArtifact 
    



      
Core tool: read a page of a tool output that was too big to give whole
(Rho.Artifacts). A page stays under the output budget, so
reading never spills again.

      




  

    
Rho.Tools.Todo 
    



      
Core tool: the session's todo list (omp's todo), kept in
todos/<session_id>.json in the app's data dir. Writing the steps of a
multi-step job down and ticking them off keeps the agent from stopping
halfway, or forgetting a step after a compaction; and the list survives a
restart of the app. One item at a time is in progress: the first open one,
moved on whenever an item is done or removed.
open_items/2 gives the items not done yet, so the loop can remind the
agent when it ends a run with some left.

      


      
        Summary


  
    Functions
  


    
      
        open_items(data_dir, session_id)

      


        The texts of the session's items not done yet, in order ([] when none).



    





      


      
        Functions


        


  
    
      
    
    
      open_items(data_dir, session_id)



        
          
        

    

  


  

      

          @spec open_items(String.t(), String.t()) :: [String.t()]


      


The texts of the session's items not done yet, in order ([] when none).

  


        

      


  

    
Rho.Budget 
    



      
The per-day cost cap: what the model calls cost today, priced by
req_llm from each reply's usage (notional on a Claude or ChatGPT
subscription), against the host's Rho.Settings.daily_cap/1.
The ledger is spend.json in the data dir, {"YYYY-MM-DD" => dollars}
by the device's local date, the last 31 days kept. The loop checks
check/1 before every model call and record/2s every reply, across
all sessions. A reply that runs past the cap still finishes (its cost
is only known at the end); the next call is refused.

      


      
        Summary


  
    Functions
  


    
      
        check(dir, date \\ today())

      


        :ok, or {:over, spent_today, cap} once today's spend reached the cap.



    


    
      
        record(dir, cost, date \\ today())

      


        Adds cost dollars to the day's spend (non-positive costs are ignored).



    


    
      
        spent(dir, date \\ today())

      


        Today's spend in dollars.



    


    
      
        today()

      


        The phone's local date.



    





      


      
        Functions


        


    

  
    
      
    
    
      check(dir, date \\ today())



        
          
        

    

  


  

      

          @spec check(Path.t(), Date.t()) :: :ok | {:over, float(), float()}


      


:ok, or {:over, spent_today, cap} once today's spend reached the cap.

  



    

  
    
      
    
    
      record(dir, cost, date \\ today())



        
          
        

    

  


  

      

          @spec record(Path.t(), number(), Date.t()) :: :ok


      


Adds cost dollars to the day's spend (non-positive costs are ignored).

  



    

  
    
      
    
    
      spent(dir, date \\ today())



        
          
        

    

  


  

      

          @spec spent(Path.t(), Date.t()) :: float()


      


Today's spend in dollars.

  



  
    
      
    
    
      today()



        
          
        

    

  


  

      

          @spec today() :: Date.t()


      


The phone's local date.

  


        

      


  

    
Rho.LLM behaviour
    



      
The model client the loop talks to. Rho.LLM.ReqLLM is the real
one (Anthropic, OpenAI, OpenAI Codex and Google through req_llm, with
the credential from Rho.Auth); tests inject a scripted fake.
stream/3 runs in a process the loop owns (and kills on Stop). It calls
sink for every streamed delta and returns the whole reply:
	events: {:text, delta}, {:thinking, delta}
	{:ok, %{text:, thinking:, tool_calls: [%{"id", "name", "arguments"}], usage: map | nil, finish_reason: atom}}, and optionally images: [{mime_type, bytes}], pictures the model made (Rho.Session.assistant/2
 keeps them in the session; they aren't sent back to the model)
	{:error, error} where error is normalized: {:http, status, message},
{:rate_limited, limit} (a 429, or a 529 overloaded, with what the
response and Rho.Usage say about when it lifts: see
limit/0), {:transport, reason}, {:signed_out, provider} (no
credential for the model's provider), {:auth, provider, message} (its
token couldn't be refreshed) or {:other, message}

describe/1's remedies say where the user signs in or switches model
as the host words it (Rho.Config.hint/1).
Two kinds of 429 need telling apart (Rho.Loop does): a
short throttle ("would exceed your account's rate limit"), worth waiting
out, and a subscription window used up for hours (a window at 100 %, a
Codex "usage limit has been reached"), where waiting is pointless: the
limit's resets_at says which.

      


      
        Summary


  
    Types
  


    
      
        error()

      


    


    
      
        limit()

      


        A rate limit: retry_after_ms from the response's retry-after(-ms),
and resets_at (unix s) / window (its label, e.g. "5 hours", or nil)
when a usage window is used up; provider is nil when unknown.



    


    
      
        reply()

      


    


    
      
        request()

      


    





  
    Callbacks
  


    
      
        stream(request, opts, sink)

      


    





  
    Functions
  


    
      
        clock(at, now \\ System.os_time(:second))

      


        Unix time at on the device's clock: HH:MM today, Mon D HH:MM on
another day. now (unix s) is for tests.



    


    
      
        describe(arg)

      


        What the user sees for a failed call, with the remedy where there is one.



    


    
      
        rate_limit(arg1)

      


        The rate limit an error is (a 429 or a 529 overloaded, with what is
known about it), or nil for any other error.



    


    
      
        retryable?(arg1)

      


        Worth retrying: rate limits, provider 5xx, dropped connections.



    


    
      
        usable(model, dir \\ Rho.Config.data_dir(), now \\ System.os_time(:second))

      


        Can model take over a run another model's limit stopped: its provider
signed in, and none of its usage windows used up for more than a minute
(Rho.Usage)? :ok or {:error, why}.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  {:http, integer(), String.t()}
  | {:rate_limited, limit()}
  | {:transport, term()}
  | {:signed_out, Rho.Auth.provider()}
  | {:auth, Rho.Auth.provider(), String.t()}
  | {:other, String.t()}


      



  



  
    
      
    
    
      limit()



        
          
        

    

  


  

      

          @type limit() :: %{
  status: integer(),
  message: String.t(),
  provider: Rho.Auth.provider() | nil,
  retry_after_ms: non_neg_integer() | nil,
  resets_at: integer() | nil,
  window: String.t() | nil
}


      


A rate limit: retry_after_ms from the response's retry-after(-ms),
and resets_at (unix s) / window (its label, e.g. "5 hours", or nil)
when a usage window is used up; provider is nil when unknown.

  



  
    
      
    
    
      reply()



        
          
        

    

  


  

      

          @type reply() :: %{
  :text => String.t(),
  :thinking => String.t(),
  :tool_calls => [map()],
  :usage => map() | nil,
  :finish_reason => atom() | nil,
  optional(:images) => [{String.t(), binary()}]
}


      



  



  
    
      
    
    
      request()



        
          
        

    

  


  

      

          @type request() :: %{
  :model => String.t(),
  :system_prompt => String.t(),
  :messages => [ReqLLM.Message.t()],
  :tools => [ReqLLM.Tool.t()],
  :max_tokens => pos_integer(),
  optional(:session_id) => String.t()
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      stream(request, opts, sink)



        
          
        

    

  


  

      

          @callback stream(request(), opts :: term(), sink :: (term() -> any())) ::
  {:ok, reply()} | {:error, error()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      clock(at, now \\ System.os_time(:second))



        
          
        

    

  


  

      

          @spec clock(integer(), integer()) :: String.t()


      


Unix time at on the device's clock: HH:MM today, Mon D HH:MM on
another day. now (unix s) is for tests.

  



  
    
      
    
    
      describe(arg)



        
          
        

    

  


  

      

          @spec describe(error()) :: String.t()


      


What the user sees for a failed call, with the remedy where there is one.

  



  
    
      
    
    
      rate_limit(arg1)



        
          
        

    

  


  

      

          @spec rate_limit(error()) :: limit() | nil


      


The rate limit an error is (a 429 or a 529 overloaded, with what is
known about it), or nil for any other error.

  



  
    
      
    
    
      retryable?(arg1)



        
          
        

    

  


  

      

          @spec retryable?(error()) :: boolean()


      


Worth retrying: rate limits, provider 5xx, dropped connections.

  



    

    

  
    
      
    
    
      usable(model, dir \\ Rho.Config.data_dir(), now \\ System.os_time(:second))



        
          
        

    

  


  

      

          @spec usable(String.t(), Path.t(), integer()) :: :ok | {:error, String.t()}


      


Can model take over a run another model's limit stopped: its provider
signed in, and none of its usage windows used up for more than a minute
(Rho.Usage)? :ok or {:error, why}.

  


        

      


  

    
Rho.LLM.ReqLLM 
    



      
The model calls through req_llm's providers, streamed, with the
provider's credential from Rho.Auth (fetched, and for a subscription
refreshed when due, per call):
	anthropic: signed in to a subscription (Claude Pro/Max) →
auth_mode: :oauth, access_token, with_claude_subscription: true
(Claude Code's betas and identity); with an API key → api_key.
Either way prompt caching (anthropic_prompt_cache: true,
anthropic_cache_messages: -1): req_llm puts a cache_control
breakpoint on the last tool, the system prompt and the last message,
so each call reads the previous one's prefix from the cache instead
of paying (and spending rate limit on) the whole prompt again
	openai_codex: (ChatGPT Plus/Pro) → auth_mode: :oauth,
access_token, chatgpt_account_id, and the session id as
session_id (the prompt cache key)
	openai: (an API key) → api_key, and the session id as
prompt_cache_key
	google: (a Gemini API key) → api_key, sent in the
x-goog-api-key header (google_auth_header: true) rather than the
URL, so it stays out of logged URLs

A provider without a credential fails with {:signed_out, provider};
any other model prefix with {:other, _}. max_tokens is always
explicit (req_llm's default is the model's whole output limit).
Pictures the model makes come back as the reply's :images: the
:image content parts (bytes and media_type) of the response's
message. That message already holds the streamed :content_part
chunks (req_llm's response builder materializes them; preview frames,
stream_only?, it leaves out), so each picture counts once. An
:image_url part (a link, not bytes) is skipped: rho doesn't fetch it.
Every call that reached the provider is recorded with
Rho.Usage.record/3: its tokens and cost, the subscription
windows its response headers report, and a 429's reset.
A 429 (or a 529 overloaded) comes back as {:rate_limited, limit}
(Rho.LLM.limit/0): its retry-after, and when
a usage window is used up, which one and until when: from the response's
headers, a Codex usage-limit body, else the windows
Rho.Usage recorded from earlier calls (an Anthropic 5-hour
window at 100 % answers with the same message as a short throttle).

      




  

    
Rho.LLMCatalog 
    



      
Gives llm_db (the model catalog req_llm resolves models through) a
snapshot that works on a phone.
llm_db reads its packaged priv/llm_db/snapshot.json (10 MB, 230
providers) at runtime, but deps' priv/ isn't shipped to a mob device and
Application.app_dir/2 doesn't resolve there. compile_embed: true
works but costs a 12.9 MB beam and a 2.4-20 s first lookup on a
1-scheduler phone BEAM. rho only talks to Anthropic, OpenAI (req_llm
resolves openai_codex: models through openai's) and Google, so this
module trims the packaged snapshot to those providers at compile time
(its own snapshot_id, so llm_db's strict integrity check still holds),
and install!/0 writes it to the data dir and points
config :llm_db, :snapshot_path at it before the first lookup
(Rho.Supervisor does this when it starts).

      


      
        Summary


  
    Functions
  


    
      
        install!()

      


        Writes the trimmed snapshot to the data dir and points llm_db at it.
Call before the first model lookup; Rho.Supervisor does (its
:llm_catalog option), so only a host that looks models up before
starting it needs to.



    


    
      
        providers()

      


        The providers the trimmed snapshot keeps.



    





      


      
        Functions


        


  
    
      
    
    
      install!()



        
          
        

    

  


  

      

          @spec install!() :: :ok


      


Writes the trimmed snapshot to the data dir and points llm_db at it.
Call before the first model lookup; Rho.Supervisor does (its
:llm_catalog option), so only a host that looks models up before
starting it needs to.

  



  
    
      
    
    
      providers()



        
          
        

    

  


  

      

          @spec providers() :: [String.t()]


      


The providers the trimmed snapshot keeps.

  


        

      


  

    
Rho.Models 
    



      
The models rho can call right now (like omp's /models): the static
catalog filtered to the providers that have a credential (Rho.Auth).
	Claude (anthropic:), OpenAI (openai:) and Gemini (google:):
llm_db's models (the catalog req_llm resolves them through; rho
ships it trimmed to these providers, Rho.LLMCatalog), retired and
deprecated ones left out. Claude: newest first within Opus, Sonnet,
Haiku, then the rest. OpenAI and Gemini: the chat models that take
tools, newest release first.
	ChatGPT (openai_codex:): the Codex backend serves its own set,
which llm_db doesn't list; priv/models/openai_codex.json is omp's
list (its source and version are in the file).


      


      
        Summary


  
    Types
  


    
      
        model()

      


    





  
    Functions
  


    
      
        by_provider(status \\ Auth.status())

      


        [{provider, signed_in?, models}] for every provider, in Rho.Auth.providers/0
order; a provider without a credential has no models.



    


    
      
        catalog(provider)

      


        Every model of provider in the catalog, whether signed in or not.



    


    
      
        images?(spec)

      


        Does spec take pictures?



    


    
      
        inputs(spec)

      


        What spec takes as input (:text, :image, :pdf, ...): llm_db's
modalities.input, looked up once per spec and kept (the loop asks on
every request). Every model on the Codex backend takes text and pictures
(omp's catalog); a Claude model llm_db doesn't know (a custom id) takes
pictures and PDFs like every Claude; anything else unknown, text only.



    


    
      
        same?(a, b)

      


        Whether two model specs name the same model, ignoring a dated snapshot
suffix (claude-haiku-4-5 is claude-haiku-4-5-20251001).



    





      


      
        Types


        


  
    
      
    
    
      model()



        
          
        

    

  


  

      

          @type model() :: %{
  provider: Rho.Auth.provider(),
  spec: String.t(),
  name: String.t(),
  context: pos_integer() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      by_provider(status \\ Auth.status())



        
          
        

    

  


  

      

          @spec by_provider(map()) :: [{Rho.Auth.provider(), boolean(), [model()]}]


      


[{provider, signed_in?, models}] for every provider, in Rho.Auth.providers/0
order; a provider without a credential has no models.

  



  
    
      
    
    
      catalog(provider)



        
          
        

    

  


  

      

          @spec catalog(Rho.Auth.provider()) :: [model()]


      


Every model of provider in the catalog, whether signed in or not.

  



  
    
      
    
    
      images?(spec)



        
          
        

    

  


  

      

          @spec images?(String.t()) :: boolean()


      


Does spec take pictures?

  



  
    
      
    
    
      inputs(spec)



        
          
        

    

  


  

      

          @spec inputs(String.t()) :: [atom()]


      


What spec takes as input (:text, :image, :pdf, ...): llm_db's
modalities.input, looked up once per spec and kept (the loop asks on
every request). Every model on the Codex backend takes text and pictures
(omp's catalog); a Claude model llm_db doesn't know (a custom id) takes
pictures and PDFs like every Claude; anything else unknown, text only.

  



  
    
      
    
    
      same?(a, b)



        
          
        

    

  


  

      

          @spec same?(String.t(), String.t()) :: boolean()


      


Whether two model specs name the same model, ignoring a dated snapshot
suffix (claude-haiku-4-5 is claude-haiku-4-5-20251001).

  


        

      


  

    
Rho.Usage 
    



      
How much of each provider subscription is left, and what the model calls
used, for the host's usage page and status line.
The windows (percent used, reset time) come from the providers' rate-limit
headers on every model call (record/3, from Rho.LLM.ReqLLM)
and from their OAuth usage endpoints on demand (put_endpoint/5, with
Rho.Usage.Fetch), as omp reads them:
	Claude: anthropic-ratelimit-unified-{5h,7d,7d_oi}-utilization (a
fraction) and -reset (unix seconds); GET /api/oauth/usage gives
five_hour / seven_day / limits[] in percent with ISO resets.
	ChatGPT: x-codex-{primary,secondary}-used-percent,
-window-minutes, -reset-at (unix seconds); GET /backend-api/wham/usage gives rate_limit.{primary,secondary}_window.

Everything is kept in usage.json in the data dir (no tokens, no
secrets; it survives restarts):
	"limits": per provider, "windows" (id such as "5h" / "7d" →
%{"label", "used" (percent), "resets_at" (unix s or nil)}),
"checked_at", "source" ("headers" or "endpoint"), "plan"
	"rate_limited": per provider, the last 429's "at", "resets_at",
"model" and "message"
	"days" ("YYYY-MM-DD" → model → counters, the last 31 days) and
"total" (model → counters): "requests", "errors", "input",
"output", "cacheRead", "cacheWrite", "cost" (dollars,
notional on a subscription)


      


      
        Summary


  
    Types
  


    
      
        call()

      


        One model call as the adapter saw it; usage (req_llm's) only on success.



    





  
    Functions
  


    
      
        by_model(state, date)

      


        Counters per model for date (:total for all time).



    


    
      
        child_spec(arg)

      


        The registry of subscribe/0's processes, under Rho.Supervisor.



    


    
      
        duration(s)

      


        2h 5m, 3d 4h, 12m, <1m.



    


    
      
        exhausted(state, provider, now \\ now())

      


        Is provider's subscription used up at now: a window at 100 % that
resets later (the latest such reset), else a 429 recorded with a reset
still ahead? %{window: label | nil, resets_at: unix s} or nil.



    


    
      
        from_endpoint(atom, body, now)

      


        The windows and plan a usage endpoint's JSON reports: {windows, plan}.



    


    
      
        from_headers(arg1, h)

      


        The windows a model call's response headers report (%{} without any).



    


    
      
        limits(state, provider)

      


        A provider's "limits" entry (checked_at, source, plan), or nil.



    


    
      
        load(dir)

      


        Everything recorded so far (an empty store when there's no readable file).



    


    
      
        percent(arg1, now)

      


        A window's percent used now, rounded (0 once its reset time has passed).



    


    
      
        put_endpoint(dir, provider, windows, plan, now \\ now())

      


        Stores what a provider's usage endpoint returned (windows from from_endpoint/3).



    


    
      
        rate_limited(state, provider)

      


        A provider's last 429, or nil.



    


    
      
        record(dir, model, call, now \\ now(), date \\ Budget.today())

      


        Records one model call to model: a request (an error unless it carries
usage) with its tokens and cost, the windows its headers report, and a
429 with when it resets.



    


    
      
        session(entries)

      


        A session's counters from its entries: every assistant message is a
request, stopReason: "error" an error.



    


    
      
        status_text(state, provider, now \\ now())

      


        The status line's figure for provider: "5h 42% · wk 18%", plus
" · 429 2h 5m" while its last rate limit hasn't reset; nil before any
numbers. A window whose reset has passed counts as 0%.



    


    
      
        subscribe()

      


        Sends the caller {:rho_usage, :changed} after every change to the
store (a model call, an endpoint refresh), so the chat's status line
follows calls made anywhere. A no-op while Rho.Supervisor isn't running.



    


    
      
        sum(by_model)

      


        Counters summed over every model.



    


    
      
        windows(state, provider)

      


        A provider's windows, 5h then 7d then the rest by id: [{id, window}].



    





      


      
        Types


        


  
    
      
    
    
      call()



        
          
        

    

  


  

      

          @type call() :: %{
  :status => integer() | nil,
  :headers => [{String.t(), String.t()}] | map(),
  optional(:usage) => map() | nil,
  optional(:body) => term(),
  optional(:error) => String.t() | nil
}


      


One model call as the adapter saw it; usage (req_llm's) only on success.

  


        

      

      
        Functions


        


  
    
      
    
    
      by_model(state, date)



        
          
        

    

  


  

      

          @spec by_model(map(), Date.t() | :total) :: %{required(String.t()) => map()}


      


Counters per model for date (:total for all time).

  



  
    
      
    
    
      child_spec(arg)



        
          
        

    

  


  

      

          @spec child_spec(term()) :: Supervisor.child_spec()


      


The registry of subscribe/0's processes, under Rho.Supervisor.

  



  
    
      
    
    
      duration(s)



        
          
        

    

  


  

      

          @spec duration(integer()) :: String.t()


      


2h 5m, 3d 4h, 12m, <1m.

  



    

  
    
      
    
    
      exhausted(state, provider, now \\ now())



        
          
        

    

  


  

      

          @spec exhausted(map(), atom(), integer()) ::
  %{window: String.t() | nil, resets_at: integer()} | nil


      


Is provider's subscription used up at now: a window at 100 % that
resets later (the latest such reset), else a 429 recorded with a reset
still ahead? %{window: label | nil, resets_at: unix s} or nil.

  



  
    
      
    
    
      from_endpoint(atom, body, now)



        
          
        

    

  


  

      

          @spec from_endpoint(atom(), map(), integer()) ::
  {%{required(String.t()) => map()}, String.t() | nil}


      


The windows and plan a usage endpoint's JSON reports: {windows, plan}.

  



  
    
      
    
    
      from_headers(arg1, h)



        
          
        

    

  


  

      

          @spec from_headers(atom(), %{required(String.t()) => String.t()}) :: %{
  required(String.t()) => map()
}


      


The windows a model call's response headers report (%{} without any).

  



  
    
      
    
    
      limits(state, provider)



        
          
        

    

  


  

      

          @spec limits(map(), atom()) :: map() | nil


      


A provider's "limits" entry (checked_at, source, plan), or nil.

  



  
    
      
    
    
      load(dir)



        
          
        

    

  


  

      

          @spec load(Path.t()) :: map()


      


Everything recorded so far (an empty store when there's no readable file).

  



  
    
      
    
    
      percent(arg1, now)



        
          
        

    

  


  

      

          @spec percent(map(), integer()) :: non_neg_integer()


      


A window's percent used now, rounded (0 once its reset time has passed).

  



    

  
    
      
    
    
      put_endpoint(dir, provider, windows, plan, now \\ now())



        
          
        

    

  


  

      

          @spec put_endpoint(Path.t(), atom(), map(), String.t() | nil, integer()) :: :ok


      


Stores what a provider's usage endpoint returned (windows from from_endpoint/3).

  



  
    
      
    
    
      rate_limited(state, provider)



        
          
        

    

  


  

      

          @spec rate_limited(map(), atom()) :: map() | nil


      


A provider's last 429, or nil.

  



    

    

  
    
      
    
    
      record(dir, model, call, now \\ now(), date \\ Budget.today())



        
          
        

    

  


  

      

          @spec record(Path.t(), String.t(), call(), integer(), Date.t()) :: :ok


      


Records one model call to model: a request (an error unless it carries
usage) with its tokens and cost, the windows its headers report, and a
429 with when it resets.

  



  
    
      
    
    
      session(entries)



        
          
        

    

  


  

      

          @spec session([map()]) :: map()


      


A session's counters from its entries: every assistant message is a
request, stopReason: "error" an error.

  



    

  
    
      
    
    
      status_text(state, provider, now \\ now())



        
          
        

    

  


  

      

          @spec status_text(map(), atom(), integer()) :: String.t() | nil


      


The status line's figure for provider: "5h 42% · wk 18%", plus
" · 429 2h 5m" while its last rate limit hasn't reset; nil before any
numbers. A window whose reset has passed counts as 0%.

  



  
    
      
    
    
      subscribe()



        
          
        

    

  


  

      

          @spec subscribe() :: :ok


      


Sends the caller {:rho_usage, :changed} after every change to the
store (a model call, an endpoint refresh), so the chat's status line
follows calls made anywhere. A no-op while Rho.Supervisor isn't running.

  



  
    
      
    
    
      sum(by_model)



        
          
        

    

  


  

      

          @spec sum(%{required(String.t()) => map()}) :: map()


      


Counters summed over every model.

  



  
    
      
    
    
      windows(state, provider)



        
          
        

    

  


  

      

          @spec windows(map(), atom()) :: [{String.t(), map()}]


      


A provider's windows, 5h then 7d then the rest by id: [{id, window}].

  


        

      


  

    
Rho.Usage.Fetch 
    



      
Asks a provider's OAuth usage endpoint what its subscription has left,
with the sign-in's access token (Rho.Auth.credential/1), as omp
does (subscriptions only: an API key has no such endpoint):
	Claude: GET https://api.anthropic.com/api/oauth/usage with the
oauth-2025-04-20 beta and Claude Code's user agent
	ChatGPT: GET https://chatgpt.com/backend-api/wham/usage with the
chatgpt-account-id

refresh/3 stores the result (Rho.Usage.put_endpoint/5). The
token goes only into the request's authorization header; errors never
include it.

      


      
        Summary


  
    Functions
  


    
      
        fetch(provider, opts \\ [])

      


        provider's usage JSON, or why there is none: signed out, an API key
(no subscription), an expired sign-in, or the endpoint's HTTP status and
message (it answers 429 when asked too often).



    


    
      
        refresh(dir, provider, opts \\ [])

      


        Fetches and stores provider's windows. opts: :credential (default
Rho.Auth.credential/1), :respond (a test's fake response for
the Req.Request), :now.



    





      


      
        Functions


        


    

  
    
      
    
    
      fetch(provider, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(Rho.Auth.provider(), keyword()) :: {:ok, map()} | {:error, String.t()}


      


provider's usage JSON, or why there is none: signed out, an API key
(no subscription), an expired sign-in, or the endpoint's HTTP status and
message (it answers 429 when asked too often).

  



    

  
    
      
    
    
      refresh(dir, provider, opts \\ [])



        
          
        

    

  


  

      

          @spec refresh(Path.t(), Rho.Auth.provider(), keyword()) :: :ok | {:error, String.t()}


      


Fetches and stores provider's windows. opts: :credential (default
Rho.Auth.credential/1), :respond (a test's fake response for
the Req.Request), :now.

  


        

      


  

    
Rho.Auth 
    



      
The model-provider credentials, one per provider, each pi's auth.json
entry as JSON in the credential store (Rho.CredentialStore) under
"auth:<provider>":
	a subscription sign-in (omp's /login anthropic and
/login openai-codex, Rho.Auth.Login): %{"type" => "oauth", "access", "refresh", "expires" (ms since the epoch), "accountId", "email"}, for :anthropic (Claude Pro/Max) and :openai_codex
(ChatGPT Plus/Pro)
	an API key (put_api_key/2): %{"type" => "api_key", "key"}, for
:anthropic, :openai and :google (Gemini)

A provider holds one or the other: storing one replaces the other.
credential/1 hands out what a model call needs: the key, or the access
token, refreshing it first when it is within 5 minutes of expiry (or
empty: a login moved over from another device may carry only the
refresh token). Refreshes run in this process, one per provider
at a time: concurrent callers wait for the same refresh. A refresh spends
the old refresh token, so its result is saved before anyone gets the new
access token; if saving fails, the new credentials stay in this process
(retried every few seconds and on every call, never refreshed again from
the spent token) and callers get {:error, {:store_failed, reason}} until
they are saved. A put/2 or delete/1 takes effect only once written;
then it wins over a refresh in flight. Subscribers (subscribe/0) get
{:rho_auth, :changed} on every put/2, delete/1 and failed
refresh or save.
Reads (get/1, status/0, a key or a fresh token from credential/1)
don't go through the process. Secrets are never logged. Options (tests):
:respond answers the token endpoint instead of the network
(Rho.Auth.OAuthFlow), :save_retry_ms (5 s).

      


      
        Summary


  
    Types
  


    
      
        credential()

      


    


    
      
        creds()

      


    


    
      
        provider()

      


    





  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        credential(provider)

      


        What a model call needs: %{type: :api_key, key}, or for a sign-in a
usable access token (and the ChatGPT account id for OpenAI Codex),
refreshed first when it's within 5 minutes of expiry.
{:error, :signed_out} when there is no credential;
{:error, {:refresh_failed, message}} when the
refresh didn't work (a dead grant needs signing in again);
{:error, {:store_failed, reason}} while a refreshed sign-in couldn't be
saved yet (it is retried; the old refresh token is spent, so it is never
used again).



    


    
      
        delete(provider)

      


        Signs out of provider; an error means the sign-in is still stored.



    


    
      
        describe_error(reason)

      


        What a store error means for the user.



    


    
      
        get(provider)

      


        provider's stored credentials as they are (no refresh: use
credential/1 for a model call); :error when there are none or the
store can't be read.



    


    
      
        kinds(provider)

      


        How provider can be signed in to: :oauth (a subscription) and/or :api_key.



    


    
      
        label(atom)

      


        The provider's name for the user, e.g. "Claude (Anthropic)".



    


    
      
        provider_for_model(arg1)

      


        The provider whose credential a req_llm model spec needs:
"anthropic:…", "openai_codex:…", "openai:…", "google:…".



    


    
      
        providers()

      


        Every provider rho can sign in to, in display order.



    


    
      
        put(provider, creds)

      


        Stores provider's credentials (the shapes in the moduledoc), replacing
what it had. {:error, :invalid_credentials} when creds doesn't fit
the provider, {:error, :unknown_provider} for a provider rho doesn't
know, {:error, reason} when the store failed.



    


    
      
        put_api_key(provider, key)

      


        Stores an API key for provider (:anthropic, :openai or :google),
replacing its sign-in if it had one. Surrounding whitespace is dropped.



    


    
      
        signed_in?(provider)

      


        Does provider have stored credentials (get/1)?



    


    
      
        start_link(opts \\ [])

      


        Started by Rho.Supervisor (its :auth option holds opts, see the moduledoc).



    


    
      
        status()

      


        Per provider: whether it has a credential, which kind, and for a
sign-in its email and expiry.



    


    
      
        subscribe()

      


        Sends the caller {:rho_auth, :changed} after every change, until it exits.



    





      


      
        Types


        


  
    
      
    
    
      credential()



        
          
        

    

  


  

      

          @type credential() ::
  %{type: :oauth, token: String.t(), account_id: String.t() | nil}
  | %{type: :api_key, key: String.t()}


      



  



  
    
      
    
    
      creds()



        
          
        

    

  


  

      

          @type creds() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      provider()



        
          
        

    

  


  

      

          @type provider() :: :anthropic | :openai_codex | :openai | :google


      



  


        

      

      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      credential(provider)



        
          
        

    

  


  

      

          @spec credential(provider()) ::
  {:ok, credential()}
  | {:error,
     :signed_out | {:refresh_failed, String.t()} | {:store_failed, term()}}


      


What a model call needs: %{type: :api_key, key}, or for a sign-in a
usable access token (and the ChatGPT account id for OpenAI Codex),
refreshed first when it's within 5 minutes of expiry.
{:error, :signed_out} when there is no credential;
{:error, {:refresh_failed, message}} when the
refresh didn't work (a dead grant needs signing in again);
{:error, {:store_failed, reason}} while a refreshed sign-in couldn't be
saved yet (it is retried; the old refresh token is spent, so it is never
used again).

  



  
    
      
    
    
      delete(provider)



        
          
        

    

  


  

      

          @spec delete(provider()) :: :ok | {:error, term()}


      


Signs out of provider; an error means the sign-in is still stored.

  



  
    
      
    
    
      describe_error(reason)



        
          
        

    

  


  

      

          @spec describe_error(term()) :: String.t()


      


What a store error means for the user.

  



  
    
      
    
    
      get(provider)



        
          
        

    

  


  

      

          @spec get(provider()) :: {:ok, creds()} | :error


      


provider's stored credentials as they are (no refresh: use
credential/1 for a model call); :error when there are none or the
store can't be read.

  



  
    
      
    
    
      kinds(provider)



        
          
        

    

  


  

      

          @spec kinds(provider()) :: [:oauth | :api_key]


      


How provider can be signed in to: :oauth (a subscription) and/or :api_key.

  



  
    
      
    
    
      label(atom)



        
          
        

    

  


  

      

          @spec label(provider()) :: String.t()


      


The provider's name for the user, e.g. "Claude (Anthropic)".

  



  
    
      
    
    
      provider_for_model(arg1)



        
          
        

    

  


  

      

          @spec provider_for_model(String.t()) :: {:ok, provider()} | :error


      


The provider whose credential a req_llm model spec needs:
"anthropic:…", "openai_codex:…", "openai:…", "google:…".

  



  
    
      
    
    
      providers()



        
          
        

    

  


  

      

          @spec providers() :: [provider()]


      


Every provider rho can sign in to, in display order.

  



  
    
      
    
    
      put(provider, creds)



        
          
        

    

  


  

      

          @spec put(provider(), creds()) :: :ok | {:error, term()}


      


Stores provider's credentials (the shapes in the moduledoc), replacing
what it had. {:error, :invalid_credentials} when creds doesn't fit
the provider, {:error, :unknown_provider} for a provider rho doesn't
know, {:error, reason} when the store failed.

  



  
    
      
    
    
      put_api_key(provider, key)



        
          
        

    

  


  

      

          @spec put_api_key(provider(), String.t()) :: :ok | {:error, term()}


      


Stores an API key for provider (:anthropic, :openai or :google),
replacing its sign-in if it had one. Surrounding whitespace is dropped.

  



  
    
      
    
    
      signed_in?(provider)



        
          
        

    

  


  

      

          @spec signed_in?(provider()) :: boolean()


      


Does provider have stored credentials (get/1)?

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Started by Rho.Supervisor (its :auth option holds opts, see the moduledoc).

  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @spec status() :: %{
  required(provider()) => %{
    signed_in: boolean(),
    type: :oauth | :api_key | nil,
    email: String.t() | nil,
    expires: integer() | nil
  }
}


      


Per provider: whether it has a credential, which kind, and for a
sign-in its email and expiry.

  



  
    
      
    
    
      subscribe()



        
          
        

    

  


  

      

          @spec subscribe() :: :ok


      


Sends the caller {:rho_auth, :changed} after every change, until it exits.

  


        

      


  

    
Rho.Auth.Login 
    



      
Signing in to a subscription (:anthropic, :openai_codex): the OAuth
flow (Rho.Auth.OAuthFlow) with the provider's own localhost redirect,
answered by this BEAM.
begin/1 starts a :gen_tcp listener on 127.0.0.1 at the redirect's
port (54545 for Anthropic, 1455 for OpenAI: the redirects omp registers),
opens the authorize URL in the device's browser, and when the browser is
sent back to http://localhost:<port>/…?code=…&state=… exchanges the code,
stores the credentials (Rho.Auth.put/2, which tells its
subscribers) and sends whoever called begin/1
{:rho_login, provider, :ok | {:error, message}}.
Anthropic's authorize page may show the code (code#state) instead of
redirecting; paste/2 takes it (or the whole redirect URL) for the flow
in progress. One flow at a time: begin/1 replaces an unfinished one,
and cancels an exchange still running for an older one (its result is
never used). A redirect carrying another flow's state (an old tab) gets
an error page and leaves the flow in progress alone; the flow ends on its
own redirect, a paste, or after 15 minutes without either.
The exchange runs in a worker and retries transport errors every 2 s
for up to 9 minutes: Android blocks a backgrounded app's network (~60 s
after it leaves the foreground), so it completes when the user switches
back from the browser.
Options: :open_url (fn url -> :ok end; default
Rho.Config.open_url/1, which a mob app points at Mob.Device.open_url/1),
:redirect (fn provider -> uri end, default the provider's), :respond
(tests: Rho.Auth.OAuthFlow), :flow_timeout_ms.

      


      
        Summary


  
    Functions
  


    
      
        begin(provider)

      


        Starts a sign-in and opens the browser; returns the URL that was opened.
{:error, :not_oauth} for a provider that takes only an API key.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        open_in_browser(url)

      


        The host default for config :rho, :open_url: the computer's browser
(open on macOS, xdg-open elsewhere on Unix, start on Windows),
started without waiting for it. When there's none it logs that and
still returns :ok: begin/1 returns the URL for the host to show.



    


    
      
        paste(provider, input)

      


        Finishes the flow in progress with what the provider's page showed: a
code#state, a bare code, or the redirect URL.



    


    
      
        pending()

      


        The provider of the sign-in in progress (nil when none), whose result
goes to the caller from now on: a page reopened during the browser flow
takes it over from the one that started it.



    


    
      
        start_link(opts \\ [])

      


        Started by Rho.Supervisor (its :login option holds opts, see the moduledoc).



    





      


      
        Functions


        


  
    
      
    
    
      begin(provider)



        
          
        

    

  


  

      

          @spec begin(Rho.Auth.provider()) :: {:ok, String.t()} | {:error, term()}


      


Starts a sign-in and opens the browser; returns the URL that was opened.
{:error, :not_oauth} for a provider that takes only an API key.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      open_in_browser(url)



        
          
        

    

  


  

      

          @spec open_in_browser(String.t()) :: :ok


      


The host default for config :rho, :open_url: the computer's browser
(open on macOS, xdg-open elsewhere on Unix, start on Windows),
started without waiting for it. When there's none it logs that and
still returns :ok: begin/1 returns the URL for the host to show.

  



  
    
      
    
    
      paste(provider, input)



        
          
        

    

  


  

      

          @spec paste(Rho.Auth.provider(), String.t()) ::
  :ok
  | {:error,
     :no_login_started | :no_code | :state_mismatch | {:started_for, atom()}}


      


Finishes the flow in progress with what the provider's page showed: a
code#state, a bare code, or the redirect URL.

  



  
    
      
    
    
      pending()



        
          
        

    

  


  

      

          @spec pending() :: Rho.Auth.provider() | nil


      


The provider of the sign-in in progress (nil when none), whose result
goes to the caller from now on: a page reopened during the browser flow
takes it over from the one that started it.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Started by Rho.Supervisor (its :login option holds opts, see the moduledoc).

  


        

      


  

    
Rho.Auth.OAuthFlow 
    



      
The OAuth authorization-code flows omp signs in with (/login anthropic,
/login openai-codex), built as omp's declarative engine builds them from
pi-catalog's rules/auth/anthropic.kdl and openai-codex.kdl:
	Anthropic (Claude Pro/Max): https://claude.ai/oauth/authorize
with code=true, PKCE S256, redirect http://localhost:54545/callback;
the token endpoint https://api.anthropic.com/v1/oauth/token takes a
JSON body (the exchange also sends state; a refresh sends Claude
Code's anthropic-beta and User-Agent headers). Access tokens live
~8 h and are stored 5 min short; each refresh rotates the refresh
token, and the grant dies ~30 days after the interactive login.
	OpenAI Codex (ChatGPT Plus/Pro): https://auth.openai.com/oauth/authorize,
PKCE S256, redirect exactly http://localhost:1455/auth/callback (the
only one OpenAI allows); https://auth.openai.com/oauth/token takes a
form body. The ChatGPT account id comes from the access/id token's
https://api.openai.com/auth claim.

Credentials are pi's auth.json entry: %{"type" => "oauth", "access", "refresh", "expires" (ms since the epoch), "accountId", "email"} (the
last two only when known).
HTTP: opts[:respond] (tests) answers a request instead of the network,
fn %Req.Request{} -> %Req.Response{} end, seeing it fully encoded.

      


      
        Summary


  
    Types
  


    
      
        creds()

      


    


    
      
        flow()

      


    


    
      
        provider()

      


    





  
    Functions
  


    
      
        challenge(verifier)

      


        PKCE S256: base64url(sha256(verifier)), unpadded.



    


    
      
        default_redirect(atom)

      


        The provider's registered localhost redirect URI (the one start/2 normally gets).



    


    
      
        exchange(provider, code, map, redirect_uri, opts \\ [])

      


        Exchanges an authorization code for credentials. A code#state (what
Anthropic's code page shows) is split, the pasted state winning, as omp
does. opts: :respond, and :retry_until (a monotonic ms deadline:
transport errors are retried every 2 s until then, for a phone whose
network Android cuts while the browser is in front).



    


    
      
        refresh(provider, creds, opts \\ [])

      


        Trades creds' refresh token for new credentials. The refresh token
rotates when the response carries one; identity the response lacks is
kept from creds.



    


    
      
        start(provider, redirect_uri)

      


        A new PKCE verifier and state, and the authorize URL for them: the
standard parameters in omp's order, then the provider's extras.



    





      


      
        Types


        


  
    
      
    
    
      creds()



        
          
        

    

  


  

      

          @type creds() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      flow()



        
          
        

    

  


  

      

          @type flow() :: %{verifier: String.t(), state: String.t()}


      



  



  
    
      
    
    
      provider()



        
          
        

    

  


  

      

          @type provider() :: :anthropic | :openai_codex


      



  


        

      

      
        Functions


        


  
    
      
    
    
      challenge(verifier)



        
          
        

    

  


  

      

          @spec challenge(String.t()) :: String.t()


      


PKCE S256: base64url(sha256(verifier)), unpadded.

  



  
    
      
    
    
      default_redirect(atom)



        
          
        

    

  


  

      

          @spec default_redirect(provider()) :: String.t()


      


The provider's registered localhost redirect URI (the one start/2 normally gets).

  



    

  
    
      
    
    
      exchange(provider, code, map, redirect_uri, opts \\ [])



        
          
        

    

  


  

      

          @spec exchange(provider(), String.t(), flow(), String.t(), keyword()) ::
  {:ok, creds()} | {:error, String.t()}


      


Exchanges an authorization code for credentials. A code#state (what
Anthropic's code page shows) is split, the pasted state winning, as omp
does. opts: :respond, and :retry_until (a monotonic ms deadline:
transport errors are retried every 2 s until then, for a phone whose
network Android cuts while the browser is in front).

  



    

  
    
      
    
    
      refresh(provider, creds, opts \\ [])



        
          
        

    

  


  

      

          @spec refresh(provider(), creds(), keyword()) :: {:ok, creds()} | {:error, String.t()}


      


Trades creds' refresh token for new credentials. The refresh token
rotates when the response carries one; identity the response lacks is
kept from creds.

  



  
    
      
    
    
      start(provider, redirect_uri)



        
          
        

    

  


  

      

          @spec start(provider(), String.t()) :: %{
  url: String.t(),
  verifier: String.t(),
  state: String.t()
}


      


A new PKCE verifier and state, and the authorize URL for them: the
standard parameters in omp's order, then the provider's extras.

  


        

      


  

    
Rho.CredentialStore behaviour
    



      
Where rho keeps secrets: the provider sign-ins and API keys
(Rho.Auth), a binary value per string key. A host seam:
config :rho, :credential_store, Module picks the backend.
The default, Rho.CredentialStore.File, keeps each key in a 0600 file
under <data dir>/secure/: right for a computer and for tests. A phone
app plugs in the platform's secure store (Android Keystore / iOS
Keychain); the mob_secure_store plugin's MobSecureStore has exactly
this shape and can be configured as it is. A store that can't work on
this device (its native code missing) should fail closed, answering
every call {:error, :secure_store_unavailable}, rather than fall back
to plain files: Rho.Auth then reports it instead of signing in.
Keys are non-empty UTF-8 strings; values arbitrary binaries (rho stores
JSON).

      


      
        Summary


  
    Callbacks
  


    
      
        delete(key)

      


        Removes key; removing an absent one is :ok.



    


    
      
        get(key)

      


        The value at key: {:ok, value}, :error when there is none, {:error, reason} when the store failed.



    


    
      
        put(key, value)

      


        Upserts key, durably (:ok means written, not queued).



    





  
    Functions
  


    
      
        backend()

      


        The backend in effect (Rho.Config.credential_store/0).



    


    
      
        delete(key)

      


        The configured backend's delete/1.



    


    
      
        get(key)

      


        The configured backend's get/1 (backend/0); a host may keep its own secrets here too.



    


    
      
        put(key, value)

      


        The configured backend's put/2.



    





      


      
        Callbacks


        


  
    
      
    
    
      delete(key)



        
          
        

    

  


  

      

          @callback delete(key :: String.t()) :: :ok | {:error, term()}


      


Removes key; removing an absent one is :ok.

  



  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @callback get(key :: String.t()) :: {:ok, binary()} | :error | {:error, term()}


      


The value at key: {:ok, value}, :error when there is none, {:error, reason} when the store failed.

  



  
    
      
    
    
      put(key, value)



        
          
        

    

  


  

      

          @callback put(key :: String.t(), value :: binary()) :: :ok | {:error, term()}


      


Upserts key, durably (:ok means written, not queued).

  


        

      

      
        Functions


        


  
    
      
    
    
      backend()



        
          
        

    

  


  

      

          @spec backend() :: module()


      


The backend in effect (Rho.Config.credential_store/0).

  



  
    
      
    
    
      delete(key)



        
          
        

    

  


  

      

          @spec delete(String.t()) :: :ok | {:error, term()}


      


The configured backend's delete/1.

  



  
    
      
    
    
      get(key)



        
          
        

    

  


  

      

          @spec get(String.t()) :: {:ok, binary()} | :error | {:error, term()}


      


The configured backend's get/1 (backend/0); a host may keep its own secrets here too.

  



  
    
      
    
    
      put(key, value)



        
          
        

    

  


  

      

          @spec put(String.t(), binary()) :: :ok | {:error, term()}


      


The configured backend's put/2.

  


        

      


  

    
Rho.CredentialStore.File 
    



      
The default backend: one 0600 file per key under <data dir>/secure/,
the key made filename-safe. Written through a temp file created 0600
before the secret goes in, then renamed over the old one.

      




  

    
Rho.Config 
    



      
The host's settings for rho, config :rho, ..., each with a default that
works on a computer. :data_dir, :default_model and :system_prompt
may be given as {module, function, args} (or a 0-arity function),
called each time the value is read, so a host can keep them in its own
settings and change them at run time.
	:data_dir: where rho keeps sessions, artifacts, todo lists, the
cost ledger, usage.json, settings.json, the trimmed model catalog
and (with the default credential store) the sign-ins. Default:
MOB_DATA_DIR when set (a mob app's private files dir), else the
OS's per-user data dir for "rho" (:filename.basedir/2). Created
on first read.
	:credential_store: a Rho.CredentialStore module. Default
Rho.CredentialStore.File (0600 files under the data dir); a phone
app plugs in the platform's secure store (Keystore / Keychain).
	:settings: a Rho.Settings module (fallback model, daily cost
cap). Default Rho.Settings.File (settings.json in the data dir).
	:default_model: a req_llm spec, default
"anthropic:claude-haiku-4-5".
	:system_prompt: the loop's system prompt when a loop isn't given
one. Default Rho.default_system_prompt/0.
	:namespace: the prefix of the customType of the loop's notices
in a session ("<namespace>.notice", .error, .aside). Default
"rho"; Operator's sessions use "operator".
	:open_url: how Rho.Auth.Login opens the provider's sign-in page,
fn url -> :ok end or an MFA taking the URL last. Default
Rho.Auth.Login.open_in_browser/1 (open / xdg-open / start);
a mob app sets {Mob.Device, :open_url, []}.
	:app_name: what the sign-in pages call the app ("Switch back to
… to finish signing in"). Default "the app".
	:hints: where the user fixes a failed call, as Rho.LLM.describe/1
and Rho.Auth.Login say it: sign_in: (default
"from the app's settings", as in "sign in again from …") and
switch_model: (default "in the app's settings"); and, for Dyn
(Rho.Dyn.agent_guide/0, dyn_propose), approve:, how the human
approves a proposed generation (default "on the phone with the screen lock (fingerprint, face, PIN, pattern, password or passcode)", as
Rho.Dyn.Approval.Biometric behind an approve control).
	:tools, :tool_sources: Rho.ToolRegistry's core tools and
registry sources, when Rho.Supervisor isn't given them.
	:dyn: the Dyn layer (agent-written code, Rho.Dyn), off by
default; its keys are Rho.Dyn.Config's.


      


      
        Summary


  
    Functions
  


    
      
        app_name()

      


        The :app_name the sign-in pages show.



    


    
      
        credential_store()

      


        The :credential_store module in effect.



    


    
      
        data_dir()

      


        The data dir (created if missing).



    


    
      
        default_model()

      


        The :default_model spec, resolved: what Rho.start_loop/1 uses without a :model.



    


    
      
        hint(key)

      


        The :hints entry key (:sign_in, :switch_model or :approve).



    


    
      
        namespace()

      


        The :namespace prefix of the loop's notice customTypes.



    


    
      
        open_url(url)

      


        Opens url for the user with the configured :open_url.



    


    
      
        resolve(fun, extra)

      


        A config value: a function or {m, f, a} is called (with extra args
appended), anything else is returned as it is.



    


    
      
        settings()

      


        The :settings module in effect.



    


    
      
        system_prompt()

      


        The :system_prompt, resolved (Rho.default_system_prompt/0 when unset).



    





      


      
        Functions


        


  
    
      
    
    
      app_name()



        
          
        

    

  


  

      

          @spec app_name() :: String.t()


      


The :app_name the sign-in pages show.

  



  
    
      
    
    
      credential_store()



        
          
        

    

  


  

      

          @spec credential_store() :: module()


      


The :credential_store module in effect.

  



  
    
      
    
    
      data_dir()



        
          
        

    

  


  

      

          @spec data_dir() :: String.t()


      


The data dir (created if missing).

  



  
    
      
    
    
      default_model()



        
          
        

    

  


  

      

          @spec default_model() :: String.t()


      


The :default_model spec, resolved: what Rho.start_loop/1 uses without a :model.

  



  
    
      
    
    
      hint(key)



        
          
        

    

  


  

      

          @spec hint(:sign_in | :switch_model | :approve) :: String.t()


      


The :hints entry key (:sign_in, :switch_model or :approve).

  



  
    
      
    
    
      namespace()



        
          
        

    

  


  

      

          @spec namespace() :: String.t()


      


The :namespace prefix of the loop's notice customTypes.

  



  
    
      
    
    
      open_url(url)



        
          
        

    

  


  

      

          @spec open_url(String.t()) :: term()


      


Opens url for the user with the configured :open_url.

  



  
    
      
    
    
      resolve(fun, extra)



        
          
        

    

  


  

      

          @spec resolve(term(), [term()]) :: term()


      


A config value: a function or {m, f, a} is called (with extra args
appended), anything else is returned as it is.

  



  
    
      
    
    
      settings()



        
          
        

    

  


  

      

          @spec settings() :: module()


      


The :settings module in effect.

  



  
    
      
    
    
      system_prompt()



        
          
        

    

  


  

      

          @spec system_prompt() :: String.t()


      


The :system_prompt, resolved (Rho.default_system_prompt/0 when unset).

  


        

      


  

    
Rho.Settings behaviour
    



      
The user settings the loop reads, a host seam
(config :rho, :settings, Module):
	fallback_model/1: the model a run continues on when its own is
rate limited past waiting (Rho.Loop), a req_llm spec, or nil
	daily_cap/1: dollars of model calls a day before the loop refuses
the next one (Rho.Budget)

Each gets the loop's data dir and is read when needed (before each model
call, at a fallback), so a change applies at once. The default,
Rho.Settings.File, keeps them in settings.json in the data dir.

      


      
        Summary


  
    Callbacks
  


    
      
        daily_cap(data_dir)

      


    


    
      
        fallback_model(data_dir)

      


    





  
    Functions
  


    
      
        daily_cap(dir)

      


        The configured module's daily_cap/1.



    


    
      
        fallback_model(dir)

      


        The configured module's fallback_model/1.



    





      


      
        Callbacks


        


  
    
      
    
    
      daily_cap(data_dir)



        
          
        

    

  


  

      

          @callback daily_cap(data_dir :: Path.t()) :: float()


      



  



  
    
      
    
    
      fallback_model(data_dir)



        
          
        

    

  


  

      

          @callback fallback_model(data_dir :: Path.t()) :: String.t() | nil


      



  


        

      

      
        Functions


        


  
    
      
    
    
      daily_cap(dir)



        
          
        

    

  


  

      

          @spec daily_cap(Path.t()) :: float()


      


The configured module's daily_cap/1.

  



  
    
      
    
    
      fallback_model(dir)



        
          
        

    

  


  

      

          @spec fallback_model(Path.t()) :: String.t() | nil


      


The configured module's fallback_model/1.

  


        

      


  

    
Rho.Settings.File 
    



      
The default Rho.Settings: settings.json in the data dir (a missing
or unreadable file means the defaults; other keys in it are kept, so a
host may share the file). Each call reads the file.
	"daily_cap": default 1.0
	"fallback_model": none by default


      


      
        Summary


  
    Functions
  


    
      
        put_daily_cap(cap, dir \\ Rho.Config.data_dir())

      


        Sets the daily cap in dollars (a number ≥ 0).



    


    
      
        put_fallback_model(model, dir \\ Rho.Config.data_dir())

      


        Sets the fallback model (a req_llm spec); nil removes it.



    





      


      
        Functions


        


    

  
    
      
    
    
      put_daily_cap(cap, dir \\ Rho.Config.data_dir())



        
          
        

    

  


  

      

          @spec put_daily_cap(number(), Path.t()) :: :ok


      


Sets the daily cap in dollars (a number ≥ 0).

  



    

  
    
      
    
    
      put_fallback_model(model, dir \\ Rho.Config.data_dir())



        
          
        

    

  


  

      

          @spec put_fallback_model(String.t() | nil, Path.t()) :: :ok


      


Sets the fallback model (a req_llm spec); nil removes it.

  


        

      


  

    
Rho.Supervisor 
    



      
rho's processes, for the host to start in its own tree (rho has no OTP
application callback: a mob app starts its code by hand):
children = [
  {Rho.Supervisor, tools: [MyApp.Tools.Search, Rho.Tools.Todo, Rho.Tools.ReadArtifact]}
]
Starts, in order: Rho.Auth (sign-ins, token refresh), Rho.Auth.Login
(the OAuth browser flow), with Dyn the approval store
(Rho.Dyn.Approval.Biometric) and Rho.Dyn.Keeper, then
Rho.ToolRegistry, Rho.Usage's subscriber registry, the task
supervisor tools run under (Rho.TaskSup) and the loops' supervisor
(Rho.LoopSup, see Rho.start_loop/1).
Options:
	:tools, :tool_sources: Rho.ToolRegistry's (default from
config :rho, else Rho.ToolRegistry.builtin_tools/0 and none)
	:auth, :login: start options of Rho.Auth / Rho.Auth.Login
	:llm_catalog: install rho's trimmed model catalog
(Rho.LLMCatalog.install!/0) before anything looks a model up;
default true
	:dyn: start the Dyn layer (Rho.Dyn): true, or the Keeper's
options; default config :rho, :dyn, enabled: ... (off,
Rho.Dyn.Config). With it the registry also offers the dyn_*
tools (Rho.Dyn.Source.core_tools/0) and the current generation's
(Rho.Dyn.Source). The host still calls Rho.Dyn.boot/1 in its
boot, once this tree is up.


      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


        Starts rho's tree, registered as Rho.Supervisor, with the options in the moduledoc.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: Supervisor.on_start()


      


Starts rho's tree, registered as Rho.Supervisor, with the options in the moduledoc.

  


        

      


  

    
Rho.Dyn 
    



      
The Dyn layer: code the agent writes, compiles and runs on the device
itself (tools and screens), next to the fixed Core (the loop, sessions,
sign-in, the core tools, the approval gate and the repair path, which
ship in the app and which the agent can't change). The Core changes Dyn
only through this module, one generation at a time:
stage_put/3 ... ──► propose/2 ──► activate/3 ──► probation ──► proven
 (staging copy)     check,         (approval)     │
                    compile G<n>,                 └─► reverted (crashes,
                    selftest                           failed launch, by hand)
	Stage: edits go to a staging copy of the current generation's
sources (stage_reset/1, stage_put/3, stage_delete/2).
	Propose (propose/2): static check (Rho.Dyn.Check),
compile into Dyn.G<n>.* next to the running generation
(Rho.Dyn.Compiler), selftest each module in a contained
process (Rho.Dyn.Selftest). Nothing live changes: the
result is a proposal (generation, diff, rationale, test results) or a
rejection saying which step refused and why.
	Activate (activate/3) with a token from the approval seam
(request_approval/2, Rho.Dyn.Approval): the human approves with
the screen lock.
	Probation, revert, safe mode: Rho.Dyn.Keeper. A new generation
is unproven until it ran 60 s without a Dyn crash and survived an app
restart; 3 crashes in 60 s, or a launch that dies before it is
stable, revert it; two failed launches in a row start the next one in
safe mode, with no Dyn code loaded, so the Core can always repair it.

Generations, not files: every accepted change is a generation, its
full source set, binaries, selftests and diff (Rho.Dyn.Store);
activation and revert flip a pointer. Versioned modules: the agent
writes Dyn.Foo (the namespace is the host's, Rho.Dyn.Config) and
generation n compiles it as Dyn.G<n>.Foo, so a candidate loads next
to the running code, never over it (no purge kills a running process);
an old generation is unloaded only once no process runs its code.
The registry maps logical names ({:tool, "weather"}, {:screen, "Notes"}) to the current generation's modules (Rho.Dyn.Registry);
the loop sees Dyn tools through Rho.ToolRegistry (Rho.Dyn.Source),
from the next model call after a switch.
Keeping Dyn code out of Core processes (best effort) where Dyn
hands something over (Rho.Untrusted): crashes are formatted where
they happened (the tool's task, the selftest's or the compile's
process, bounded), and the loop, the Keeper and a proposal's caller
only describe a reason they get, without an exception's message/1 or
a Dyn struct's protocols. A Dyn tool's answer is plain data before it
leaves its task, and its declaration is read in a bounded process
outside the loop and kept (see Rho.Tool). Log events that hold a Dyn
term are described before the logger formats them (Rho.Dyn.LogGuard).
A Dyn screen's own process runs its code, so whatever the host's screen
layer does with its crash is the host's (mob's) business.
Threat model: Dyn guards against the model's mistakes (a built tool
that crashes, hangs, or calls something it shouldn't by accident), not
against deliberately hostile code. The static check is a best-effort
deny-list, not a sandbox (Rho.Dyn.Check lists the known ways around
it); Rho.Untrusted and Rho.Dyn.LogGuard lower the chance that a Dyn
crash takes a trusted process down.
Dyn compiles Elixir on the device: the app must ship the Elixir compiler
(:elixir's compiler modules and :compiler), so no slim build that
strips them.
The host's seams (Rho.Dyn.Config): the namespace, the Core's module
prefixes and what Dyn code may call (Rho.Dyn.Check), the screen
integration (Rho.Dyn.Screens), the approval (Rho.Dyn.Approval), the
launch's boot (boot/1) and :on_stable hook, and the seed it ships
(Rho.Dyn.Seed).
Every function takes the Keeper (its registered name, which is also the
registry table's) last, defaulting to the app's.

      


      
        Summary


  
    Types
  


    
      
        proposal()

      


    


    
      
        rejection()

      


    





  
    Functions
  


    
      
        activate(n, token, keeper \\ Rho.Dyn.Keeper)

      


        Activates candidate generation n (it goes on probation). Needs an approval token.



    


    
      
        agent_guide()

      


        The system prompt section that explains the Dyn layer and its tools to
the agent: rho's rules, the screen rules of the host's
Rho.Dyn.Screens, then the host's own (Rho.Dyn.Config's :guide).



    


    
      
        await_rebuild(keeper \\ Rho.Dyn.Keeper)

      


        Returns once this launch's background rebuild is over (at once if none runs).



    


    
      
        boot(opts \\ [])

      


        The Dyn step of the host's boot: loads the current generation (or
decides on boot probation / safe mode, see Rho.Dyn.Keeper) and has the
first rendered frame start the clock to "stable" (the host's
Rho.Dyn.Screens.after_first_render/1). opts go to
Rho.Dyn.Keeper.boot/2 (core:, core_rolled_back:).



    


    
      
        diff(n, keeper \\ Rho.Dyn.Keeper)

      


        Generation n's unified diff against its parent.



    


    
      
        discard(n, keeper \\ Rho.Dyn.Keeper)

      


        Drops the pending candidate n (no approval needed: nothing that runs changes).



    


    
      
        dyn_module?(module)

      


        Is module Dyn code: a generation's versioned module (Dyn.G<n>.*) or a
protocol implementation for one (Rho.Dyn.Compiler.generation_of/1)?



    


    
      
        generation(n, keeper \\ Rho.Dyn.Keeper)

      


        Generation n's record (Rho.Dyn.Generation); 0 is the empty generation.



    


    
      
        generations(keeper \\ Rho.Dyn.Keeper)

      


        Every generation, newest first, generation 0 last.



    


    
      
        log(limit \\ 50, keeper \\ Rho.Dyn.Keeper)

      


        The last limit reports (crashes, reverts, safe mode, load failures),
oldest first. Values are as stored (strings for atoms).



    


    
      
        lookup(key, keeper \\ Rho.Dyn.Keeper)

      


        The current generation's module for a logical name ({:tool, "weather"},
{:screen, "Notes"}, {:module, "Helpers"}, see Rho.Dyn.Registry);
:error when it has none.



    


    
      
        propose(rationale, keeper \\ Rho.Dyn.Keeper)

      


        Turns the staged sources into a candidate generation without activating
it. {:error, rejection} names the step that refused (:check,
:compile, :selftest, :names) and why; a rejected generation's
modules are unloaded and the current one is untouched.
{:error, :proposal_limit}: this launch made too many proposals (see
Rho.Dyn.Keeper); the app has to restart first.
{:error, :rebuilding}: the current generation is being rebuilt for a
new Core in the background; propose once it's loaded.



    


    
      
        rebuilding(keeper \\ Rho.Dyn.Keeper)

      


        The generation this launch is rebuilding for a new Core in the
background (nothing of it is registered yet), or nil.



    


    
      
        request_approval(subject, keeper \\ Rho.Dyn.Keeper)

      


        A token for subject from the configured approval (in the app: only
after Rho.Dyn.Approval.Biometric.confirm/1).



    


    
      
        revert_to(n, token, keeper \\ Rho.Dyn.Keeper)

      


        Makes generation n (one that was active once, or 0) current. Needs an approval token.



    


    
      
        safe_mode?(keeper \\ Rho.Dyn.Keeper)

      


        Did this launch start in safe mode (no Dyn module loaded)?



    


    
      
        screens(keeper \\ Rho.Dyn.Keeper)

      


        The current generation's screens, [{name, module}].



    


    
      
        seed(merge, rationale, keeper \\ Rho.Dyn.Keeper)

      


        Installs the seed (Rho.Dyn.Seed, the default front) or a
newer one: merge gets the current generation's sources and returns the
full source set to install (Rho.Dyn.Seed.merge/3 keeps the
user's edits). It is checked, compiled and selftested like a proposal,
then made current and proven by Rho.Dyn.Keeper.install_seed/3
with no approval, because the seed ships with the Core and the merge
only replaces seed files nobody changed. Waits (an error, retried next
launch) in safe mode or while a proposal is pending; {:error, :no_changes} when the merge changes nothing.



    


    
      
        sources(n, keeper \\ Rho.Dyn.Keeper)

      


        Generation n's sources (what runs, for the current one).



    


    
      
        stage_create(path, source, keeper \\ Rho.Dyn.Keeper)

      


        Creates path in staging without replacing an existing source.



    


    
      
        stage_delete(path, keeper \\ Rho.Dyn.Keeper)

      


        Removes path from staging (:ok if it wasn't there).



    


    
      
        stage_put(path, source, keeper \\ Rho.Dyn.Keeper)

      


        Writes source to path (relative, .ex) in staging.



    


    
      
        stage_read(path, keeper \\ Rho.Dyn.Keeper)

      


        Reads path from staging.



    


    
      
        stage_reset(keeper \\ Rho.Dyn.Keeper)

      


        Resets staging to the current generation's sources.



    


    
      
        stage_update(path, fun, keeper \\ Rho.Dyn.Keeper)

      


        Reads path from staging, passes its source to fun and writes back what
fun returns as {:ok, new_source} (anything else is returned and nothing
is written), as one step: edits of the same file never interleave, so two
dyn_edit calls the model makes in parallel both land. Returns
{:ok, old_source} after writing.



    


    
      
        staged(keeper \\ Rho.Dyn.Keeper)

      


        The staged sources, %{path => source} (empty when the Keeper isn't running).



    


    
      
        status(keeper \\ Rho.Dyn.Keeper)

      


        The current generation, its status, its parent, the mode and the pending candidate.



    


    
      
        subscribe(keeper \\ Rho.Dyn.Keeper)

      


        {:rho_dyn, event} for every crash, revert, activation, proof, candidate, safe mode.



    


    
      
        tools(keeper \\ Rho.Dyn.Keeper)

      


        The current generation's tools, [{name, module}].



    


    
      
        unwatch(pid)

      


        Stops watching pid (watch/2): its exit is no longer a crash, for a
host that stops a process it watched in an orderly way.



    


    
      
        watch(pid, module)

      


        Has the app's Keeper watch pid if module is Dyn code, so its crash
counts against the generation (Rho.ToolRunner calls this for every
tool call, through Rho.Dyn.Source; a host calls it for a process of
its own that runs Dyn code, a screen say). Its abnormal exit is a
crash; exiting with {:rho_crash, text} (Rho.Untrusted.crash/3)
reports text as it is. A no-op for Core modules.



    





      


      
        Types


        


  
    
      
    
    
      proposal()



        
          
        

    

  


  

      

          @type proposal() :: %{
  n: pos_integer(),
  parent: non_neg_integer(),
  rationale: String.t(),
  diff: String.t(),
  modules: [Rho.Dyn.Generation.module_entry()],
  selftests: [Rho.Dyn.Generation.selftest()],
  compile_ms: non_neg_integer(),
  reused: non_neg_integer(),
  warnings: [String.t()]
}


      



  



  
    
      
    
    
      rejection()



        
          
        

    

  


  

      

          @type rejection() :: %{
  n: pos_integer() | nil,
  stage: :check | :compile | :selftest | :names | :superseded | :install,
  reason: String.t(),
  violations: [Rho.Dyn.Check.violation()],
  selftests: [Rho.Dyn.Generation.selftest()]
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      activate(n, token, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec activate(pos_integer(), Rho.Dyn.Approval.token(), atom()) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, term()}


      


Activates candidate generation n (it goes on probation). Needs an approval token.

  



  
    
      
    
    
      agent_guide()



        
          
        

    

  


  

      

          @spec agent_guide() :: String.t()


      


The system prompt section that explains the Dyn layer and its tools to
the agent: rho's rules, the screen rules of the host's
Rho.Dyn.Screens, then the host's own (Rho.Dyn.Config's :guide).

  



    

  
    
      
    
    
      await_rebuild(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec await_rebuild(atom()) :: :ok


      


Returns once this launch's background rebuild is over (at once if none runs).

  



    

  
    
      
    
    
      boot(opts \\ [])



        
          
        

    

  


  

      

          @spec boot(keyword()) :: Rho.Dyn.Keeper.boot_report()


      


The Dyn step of the host's boot: loads the current generation (or
decides on boot probation / safe mode, see Rho.Dyn.Keeper) and has the
first rendered frame start the clock to "stable" (the host's
Rho.Dyn.Screens.after_first_render/1). opts go to
Rho.Dyn.Keeper.boot/2 (core:, core_rolled_back:).

  



    

  
    
      
    
    
      diff(n, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec diff(non_neg_integer(), atom()) :: String.t()


      


Generation n's unified diff against its parent.

  



    

  
    
      
    
    
      discard(n, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec discard(pos_integer(), atom()) :: :ok | {:error, :not_pending | :not_running}


      


Drops the pending candidate n (no approval needed: nothing that runs changes).

  



  
    
      
    
    
      dyn_module?(module)



        
          
        

    

  


  

      

          @spec dyn_module?(module()) :: boolean()


      


Is module Dyn code: a generation's versioned module (Dyn.G<n>.*) or a
protocol implementation for one (Rho.Dyn.Compiler.generation_of/1)?

  



    

  
    
      
    
    
      generation(n, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec generation(non_neg_integer(), atom()) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, term()}


      


Generation n's record (Rho.Dyn.Generation); 0 is the empty generation.

  



    

  
    
      
    
    
      generations(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec generations(atom()) :: [Rho.Dyn.Generation.t()]


      


Every generation, newest first, generation 0 last.

  



    

    

  
    
      
    
    
      log(limit \\ 50, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec log(pos_integer(), atom()) :: [map()]


      


The last limit reports (crashes, reverts, safe mode, load failures),
oldest first. Values are as stored (strings for atoms).

  



    

  
    
      
    
    
      lookup(key, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec lookup(Rho.Dyn.Registry.key(), atom()) :: {:ok, module()} | :error


      


The current generation's module for a logical name ({:tool, "weather"},
{:screen, "Notes"}, {:module, "Helpers"}, see Rho.Dyn.Registry);
:error when it has none.

  



    

  
    
      
    
    
      propose(rationale, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec propose(String.t(), atom()) ::
  {:ok, proposal()}
  | {:error,
     rejection()
     | :no_changes
     | :rationale_required
     | :not_running
     | :proposal_limit
     | :rebuilding}


      


Turns the staged sources into a candidate generation without activating
it. {:error, rejection} names the step that refused (:check,
:compile, :selftest, :names) and why; a rejected generation's
modules are unloaded and the current one is untouched.
{:error, :proposal_limit}: this launch made too many proposals (see
Rho.Dyn.Keeper); the app has to restart first.
{:error, :rebuilding}: the current generation is being rebuilt for a
new Core in the background; propose once it's loaded.

  



    

  
    
      
    
    
      rebuilding(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec rebuilding(atom()) :: pos_integer() | nil


      


The generation this launch is rebuilding for a new Core in the
background (nothing of it is registered yet), or nil.

  



    

  
    
      
    
    
      request_approval(subject, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec request_approval(Rho.Dyn.Approval.subject(), atom()) ::
  {:ok, Rho.Dyn.Approval.token()} | {:error, term()}


      


A token for subject from the configured approval (in the app: only
after Rho.Dyn.Approval.Biometric.confirm/1).

  



    

  
    
      
    
    
      revert_to(n, token, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec revert_to(non_neg_integer(), Rho.Dyn.Approval.token(), atom()) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, term()}


      


Makes generation n (one that was active once, or 0) current. Needs an approval token.

  



    

  
    
      
    
    
      safe_mode?(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec safe_mode?(atom()) :: boolean()


      


Did this launch start in safe mode (no Dyn module loaded)?

  



    

  
    
      
    
    
      screens(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec screens(atom()) :: [{String.t(), module()}]


      


The current generation's screens, [{name, module}].

  



    

  
    
      
    
    
      seed(merge, rationale, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec seed(
  (%{required(String.t()) => String.t()} ->
     %{required(String.t()) => String.t()}),
  String.t(),
  atom()
) ::
  {:ok, pos_integer()}
  | {:error,
     :no_changes | :safe_mode | :proposal_pending | :not_running | rejection()}


      


Installs the seed (Rho.Dyn.Seed, the default front) or a
newer one: merge gets the current generation's sources and returns the
full source set to install (Rho.Dyn.Seed.merge/3 keeps the
user's edits). It is checked, compiled and selftested like a proposal,
then made current and proven by Rho.Dyn.Keeper.install_seed/3
with no approval, because the seed ships with the Core and the merge
only replaces seed files nobody changed. Waits (an error, retried next
launch) in safe mode or while a proposal is pending; {:error, :no_changes} when the merge changes nothing.

  



    

  
    
      
    
    
      sources(n, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec sources(non_neg_integer(), atom()) :: %{required(String.t()) => String.t()}


      


Generation n's sources (what runs, for the current one).

  



    

  
    
      
    
    
      stage_create(path, source, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec stage_create(String.t(), String.t(), atom()) ::
  :ok | {:error, :bad_path | :exists | :not_running | File.posix()}


      


Creates path in staging without replacing an existing source.

  



    

  
    
      
    
    
      stage_delete(path, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec stage_delete(String.t(), atom()) :: :ok | {:error, :bad_path | :not_running}


      


Removes path from staging (:ok if it wasn't there).

  



    

  
    
      
    
    
      stage_put(path, source, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec stage_put(String.t(), String.t(), atom()) ::
  :ok | {:error, :bad_path | :not_running}


      


Writes source to path (relative, .ex) in staging.

  



    

  
    
      
    
    
      stage_read(path, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec stage_read(String.t(), atom()) ::
  {:ok, String.t()} | {:error, :bad_path | :not_found | :not_running}


      


Reads path from staging.

  



    

  
    
      
    
    
      stage_reset(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec stage_reset(atom()) :: :ok | {:error, :not_running}


      


Resets staging to the current generation's sources.

  



    

  
    
      
    
    
      stage_update(path, fun, keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec stage_update(String.t(), (String.t() -> {:ok, String.t()} | term()), atom()) ::
  {:ok, String.t()} | term()


      


Reads path from staging, passes its source to fun and writes back what
fun returns as {:ok, new_source} (anything else is returned and nothing
is written), as one step: edits of the same file never interleave, so two
dyn_edit calls the model makes in parallel both land. Returns
{:ok, old_source} after writing.

  



    

  
    
      
    
    
      staged(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec staged(atom()) :: %{required(String.t()) => String.t()}


      


The staged sources, %{path => source} (empty when the Keeper isn't running).

  



    

  
    
      
    
    
      status(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec status(atom()) :: map()


      


The current generation, its status, its parent, the mode and the pending candidate.

  



    

  
    
      
    
    
      subscribe(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec subscribe(atom()) :: :ok


      


{:rho_dyn, event} for every crash, revert, activation, proof, candidate, safe mode.

  



    

  
    
      
    
    
      tools(keeper \\ Rho.Dyn.Keeper)



        
          
        

    

  


  

      

          @spec tools(atom()) :: [{String.t(), module()}]


      


The current generation's tools, [{name, module}].

  



  
    
      
    
    
      unwatch(pid)



        
          
        

    

  


  

      

          @spec unwatch(pid()) :: :ok


      


Stops watching pid (watch/2): its exit is no longer a crash, for a
host that stops a process it watched in an orderly way.

  



  
    
      
    
    
      watch(pid, module)



        
          
        

    

  


  

      

          @spec watch(pid(), module()) :: :ok


      


Has the app's Keeper watch pid if module is Dyn code, so its crash
counts against the generation (Rho.ToolRunner calls this for every
tool call, through Rho.Dyn.Source; a host calls it for a process of
its own that runs Dyn code, a screen say). Its abnormal exit is a
crash; exiting with {:rho_crash, text} (Rho.Untrusted.crash/3)
reports text as it is. A no-op for Core modules.

  


        

      


  

    
Rho.Dyn.Approval behaviour
    



      
The approval gate on changing what runs (the pipeline's step 3, see
Rho.Dyn):
activating a proposed generation, or reverting to a chosen one by hand.
The UI asks the configured implementation for a token once the human
approved (request/1, reached through Rho.Dyn.request_approval/2);
Rho.Dyn.Keeper asks the same implementation to verify/2 it
before it changes anything. Contract for implementations:
	a token is for one subject: approving generation 5 doesn't activate
generation 6, and an activation token doesn't revert;
	a token expires (the production one after 60 s);
	a token works once: verify/2 consumes it. The Keeper also remembers
every token it accepted and refuses it a second time
({:error, :approval_used}), whatever the implementation says.

Automatic reverts (crashes on probation, boot probation) need none.
Dropping a candidate (Rho.Dyn.discard/2) needs none either:
it changes nothing that runs.
The production implementation is Rho.Dyn.Approval.Biometric.
Tests configure their own (approval: option of the Keeper).

      


      
        Summary


  
    Types
  


    
      
        subject()

      


    


    
      
        token()

      


    





  
    Callbacks
  


    
      
        request(subject)

      


        A token for subject, if the human approved it.



    


    
      
        verify(token, subject)

      


        Is token a valid, unexpired, unused approval of subject? Consumes it.



    





      


      
        Types


        


  
    
      
    
    
      subject()



        
          
        

    

  


  

      

          @type subject() ::
  {:activate, pos_integer()}
  | {:revert_to, non_neg_integer()}
  | {:auto_approve, :on}


      



  



  
    
      
    
    
      token()



        
          
        

    

  


  

      

          @type token() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      request(subject)



        
          
        

    

  


  

      

          @callback request(subject()) :: {:ok, token()} | {:error, term()}


      


A token for subject, if the human approved it.

  



  
    
      
    
    
      verify(token, subject)



        
          
        

    

  


  

      

          @callback verify(token(), subject()) :: :ok | {:error, term()}


      


Is token a valid, unexpired, unused approval of subject? Consumes it.

  


        

      


  

    
Rho.Dyn.Approval.Biometric 
    



      
The production approval: the system screen-lock prompt (fingerprint,
face, or the phone's PIN, pattern, password or passcode) behind an
approve control the host shows with the change (Operator's approve chip).
This small process (Rho.Supervisor starts it with Dyn) holds what the
human confirmed; only the host's UI, after the prompt passed, calls
confirm/1.
The screen's flow:
# the approve control reported a passed prompt for subject {:activate, n}:
:ok = Biometric.confirm({:activate, n})
{:ok, token} = Rho.Dyn.request_approval({:activate, n})
{:ok, gen} = Rho.Dyn.activate(n, token)
	confirm/1 records that the human just approved subject: valid for
60 s, once.
	Rho.Dyn.Approval.request/1 turns a fresh confirmation of exactly that subject into a
token (consuming the confirmation); otherwise {:error, :approval_required}.
	Rho.Dyn.Approval.verify/2 accepts a token minted for that subject, within 60 s,
once.

Without the process running, nothing is approved. Option: :ttl_ms
(60 000).

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        confirm(subject)

      


        The human approved subject (call right after the approve chip's "approved").



    


    
      
        start_link(opts \\ [])

      


        Started by Rho.Supervisor when Dyn is on. Option: :ttl_ms.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      confirm(subject)



        
          
        

    

  


  

      

          @spec confirm(Rho.Dyn.Approval.subject()) :: :ok


      


The human approved subject (call right after the approve chip's "approved").

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Started by Rho.Supervisor when Dyn is on. Option: :ttl_ms.

  


        

      


  

    
Rho.Dyn.AutoApprove 
    



      
The "approve all" setting: while on, the host's UI activates each
candidate generation as it arrives instead of asking for approval (the
same activation, so probation and revert-on-crash still apply). Only
Dyn activations: reverting still asks.
Kept in the credential store (Rho.CredentialStore, the phone's secure
store), not a settings file, so the agent's file tools can't flip it.
Off by default (and whenever the store can't be read). Turning it on
takes the human's screen lock: enable/0 needs a fresh confirmation of
subject/0 from the configured approval (in the app,
Rho.Dyn.Approval.Biometric, fed only by the approve control's pass).
Turning it off needs nothing. The static check rejects Dyn code that
calls this module (Rho.Dyn.Check, best effort), and no tool calls
enable/0.

      


      
        Summary


  
    Functions
  


    
      
        disable()

      


        Turns approve-all off.



    


    
      
        enable()

      


        Turns approve-all on, given the human just confirmed subject/0.



    


    
      
        on?()

      


        Is approve-all on?



    


    
      
        subject()

      


        The approval subject that turns approve-all on.



    





      


      
        Functions


        


  
    
      
    
    
      disable()



        
          
        

    

  


  

      

          @spec disable() :: :ok | {:error, term()}


      


Turns approve-all off.

  



  
    
      
    
    
      enable()



        
          
        

    

  


  

      

          @spec enable() :: :ok | {:error, term()}


      


Turns approve-all on, given the human just confirmed subject/0.

  



  
    
      
    
    
      on?()



        
          
        

    

  


  

      

          @spec on?() :: boolean()


      


Is approve-all on?

  



  
    
      
    
    
      subject()



        
          
        

    

  


  

      

          @spec subject() :: {:auto_approve, :on}


      


The approval subject that turns approve-all on.

  


        

      


  

    
Rho.Dyn.Check 
    



      
The static check every staged file passes before it is compiled (the
pipeline's step 2, see Rho.Dyn), and beam/2, a second pass over the
compiled binaries.
A best-effort guard against mistakes, not a sandbox. It is there for
the model's mistakes: a tool that by accident calls something it
shouldn't, reaches into the Core, or installs code in a process that runs
for others. It does not hold against code written to get around it; the
BEAM has no capability isolation. Known ways around it, for a host with
stronger needs:
	an atom handed in as data and called without parentheses, a function
value smuggled in through a message;
	raw messages to OTP's processes, a report_cb sent to
:logger_proxy say, which then runs Dyn code there;
	modules the deny-lists don't name: Logger.App (stopping Logger
drops Rho.Dyn.LogGuard), Logger.Backends.*, LoggerBackends;
	starting a child under a trusted supervisor (:supervisor,
Supervisor, DynamicSupervisor call the child's start function in
the supervisor), :alarm_handler (a :gen_event wrapper);
	CPU, memory and message floods.

What keeps a mistake from sticking is the rest of the pipeline: versioned
modules, selftests in contained processes, screen-lock approval,
probation and automatic revert.
Source rules (each violation carries file:line; <ns> is the
namespace, Rho.Dyn.Config):
	only defmodule at the top level of a file, named <ns>.*
(<ns>.G<n> is reserved for compiled generations); no
defprotocol, macros (defmacro, quote, unquote) or @on_load;
defimpl only inside a module and for a Dyn module (for: left out,
or a <ns>.* module), so the implementation is compiled as
<Protocol>.<ns>.G<n>.X, which beam/2 lets through;
	no calls to, or references of: :code, Code, Module, Port,
Node, Mob.Dist, MobDeliver (the Core's own updates), File
(Dyn code's files go through a Core module the host allows, inside
its roots), Path.wildcard/2,
:init, :file, :os.cmd, :erlang.halt and the other code-loading
and node-control functions listed in the :partial defaults,
System.halt/stop/cmd, Application.start/stop/put_env, dynamic
atoms (String.to_atom, ...), :erlang.binary_to_term (it makes any
atom, a forbidden one too, and funs), and Protocol.derive /
consolidate (they define or replace implementations for any type,
the stdlib's too; @derive and defimpl for a Dyn module are the way);
	nothing that controls or watches other processes or the VM: tracing
(:erlang.trace*, :trace, :seq_trace, :dbg, :erl_tracer),
:erlang.suspend_process/resume_process, system_monitor /
system_profile, :erts_debug, :erts_internal, :observer_backend,
and listing every process (Process.list/0, :erlang.processes/0);
:persistent_term only to read (put / erase change VM-wide state
and trigger a global GC);
	nothing that installs code to run in other processes: :logger,
:error_logger, :logger_backends, :telemetry, :gen_event,
:gen_statem (it calls any OTP server), and Logger's
translators, backends and configuration (Logger.info/1 and friends
are fine); a Dyn process's own crash report is kept out of the
logger's processes by Rho.Dyn.LogGuard;
	not the router's name, :mob_screen: whatever arrives there is handed
to the front host as a native reply, so a front screen sending to it
could forge a capability grant (a picked file); nor :mob_file_result,
the tag of a raw native file result, which the front host decodes and
grants when one arrives; nor the native layers :mob_nif and
:mob_secure_store_nif as values, since one held in a variable could
be called without parentheses (:forging, atoms Dyn code may not hold);
	the Core's own modules (Rho.* and the host's :core prefixes) are
off limits except Rho.Tool (the behaviour a Dyn tool implements)
and the host's :allowed ones, and so is the sign-in store
(MobSecureStore, its NIF :mob_secure_store_nif); of Mob only the
app-facing modules (screens, UI, theming, device features; the
:gated defaults), not its native layer :mob_nif (Mob's Elixir
modules are the API, and the host decides which of them Dyn code
gets), and of Mob.Screen not the functions that start
or drive screens outside the front (start_root/3, ...); the
capability plugins (MobCamera, MobLocation, MobSensors,
MobMishka, MobThemes, ...), Nx and NxTfliteMob are allowed;
	Process.exit/2 only on self(); apply/3, spawn/3 and friends
only with a module written out literally; no calls on a module held in
a variable (mod.fun()); no :"Elixir.Foo" atoms; modules with
forbidden functions (System, :erlang, Process, ...) may be
called but not passed around as values or imported.

Aliases (alias System, as: S), multi-aliases and ~MOB templates (whose
{...} expressions only exist once the sigil expands, :sigils) are
resolved first, so S.halt() and <Text text={System.halt()} /> are
caught too.
The lists are a host seam (config :rho, :dyn, check: [...], merged over
defaults/0: Operator's lists minus the entries naming Operator's own
code; see Rho.Dyn.Config).

      


      
        Summary


  
    Types
  


    
      
        target()

      


    


    
      
        violation()

      


    





  
    Functions
  


    
      
        beam(binaries, n)

      


        The backstop on compiled generation n: every module of the result is
the generation's (<ns>.G<n>.*) or a protocol implementation for one of
them, named as Elixir names it (Inspect.<ns>.G<n>.X, from a defimpl
or a library's use), and none may call a forbidden function (import
table) or name a forbidden module (atom table), whatever macro produced
the code.



    


    
      
        defaults()

      


        The default lists, as config :rho, :dyn, check: [...] takes them:
Operator's, except for the entries that name Operator's own code (its
sign-in NIF :operator_secure_store, and the caller-side functions of
Operator.Core.Files), which its config adds. The host's entries are
merged over these, keys written as modules or strings alike (a nil
value drops one; :handlers replaces the list).



    


    
      
        format(violations)

      


        Violations as text, one file:line: message per line (what a rejection's reason says).



    


    
      
        generation_module?(mod, bin, n, mods)

      


        Is mod (bin) one of generation n's modules, or a protocol
implementation for one of the build's (mods), named as Elixir names it?



    


    
      
        policy()

      


        The check's rules as they apply now: the defaults with the host's config over them.



    


    
      
        run(sources)

      


        Parses and checks sources (%{relative_path => source}). Returns the
parsed files, or every violation found.



    


    
      
        sigils()

      


        The template sigils whose expressions are code (:sigils), as their macro names.



    





      


      
        Types


        


  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: :dyn | :dynamic | {:elixir, String.t()} | {:erlang, atom()}


      



  



  
    
      
    
    
      violation()



        
          
        

    

  


  

      

          @type violation() :: %{
  file: String.t(),
  line: non_neg_integer() | nil,
  message: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      beam(binaries, n)



        
          
        

    

  


  

      

          @spec beam([{module(), binary()}], pos_integer()) :: :ok | {:error, [violation()]}


      


The backstop on compiled generation n: every module of the result is
the generation's (<ns>.G<n>.*) or a protocol implementation for one of
them, named as Elixir names it (Inspect.<ns>.G<n>.X, from a defimpl
or a library's use), and none may call a forbidden function (import
table) or name a forbidden module (atom table), whatever macro produced
the code.

  



  
    
      
    
    
      defaults()



        
          
        

    

  


  

      

          @spec defaults() :: keyword()


      


The default lists, as config :rho, :dyn, check: [...] takes them:
Operator's, except for the entries that name Operator's own code (its
sign-in NIF :operator_secure_store, and the caller-side functions of
Operator.Core.Files), which its config adds. The host's entries are
merged over these, keys written as modules or strings alike (a nil
value drops one; :handlers replaces the list).

  



  
    
      
    
    
      format(violations)



        
          
        

    

  


  

      

          @spec format([violation()]) :: String.t()


      


Violations as text, one file:line: message per line (what a rejection's reason says).

  



  
    
      
    
    
      generation_module?(mod, bin, n, mods)



        
          
        

    

  


  

      

          @spec generation_module?(module(), binary(), pos_integer(), MapSet.t(module())) ::
  boolean()


      


Is mod (bin) one of generation n's modules, or a protocol
implementation for one of the build's (mods), named as Elixir names it?

  



  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @spec policy() :: map()


      


The check's rules as they apply now: the defaults with the host's config over them.

  



  
    
      
    
    
      run(sources)



        
          
        

    

  


  

      

          @spec run(%{required(String.t()) => String.t()}) ::
  {:ok, [{String.t(), Macro.t()}]} | {:error, [violation()]}


      


Parses and checks sources (%{relative_path => source}). Returns the
parsed files, or every violation found.

  



  
    
      
    
    
      sigils()



        
          
        

    

  


  

      

          @spec sigils() :: [atom()]


      


The template sigils whose expressions are code (:sigils), as their macro names.

  


        

      


  

    
Rho.Dyn.Config 
    



      
The host's settings for the Dyn layer, config :rho, :dyn, [...] (see
Rho.Dyn). Every key has a default; a host that doesn't use Dyn sets
none of them.
	:enabled: Rho.Supervisor starts the Dyn processes (the Keeper
and the approval store), adds the dyn_* tools to the registry's
core tools and Rho.Dyn.Source to its sources. Default false;
Rho.Supervisor's :dyn option overrides it.
	:namespace: the module namespace the agent writes in
(defmodule Dyn.Weather), compiled as <namespace>.G<n>.*. Default
Dyn. Fixed for an install: generations on disk name it. It may be
below a Core prefix (Operator's Operator.Dyn, below Operator),
but not below Rho (rho's own modules live there), nor at or above
a Core prefix (the Core's modules would count as Dyn code and drop
out of the runtime digest): Rho.Dyn.Keeper refuses to start then
(validate!/0).
	:app: the host's OTP application. Its version and modules are part
of the Core (Rho.Dyn.Compiler.runtime/0: a new Core rebuilds every
generation). Default nil (rho's own only).
	:core: the host's own module prefixes ([MyApp]): its Core code,
in the runtime digest and off limits to Dyn code except :allowed.
Rho is always one. Default [].
	:allowed: Core modules Dyn code may call ([MyApp.Files]). Rho.Tool
is always one. Default [].
	:check: the static check's lists, merged over its defaults
(Rho.Dyn.Check.defaults/0: Operator's, except the entries naming
Operator's own code): :banned (%{module => why}), :banned_erlang (%{atom => why}), :partial (%{module => [function]}: allowed modules with forbidden functions), :gated
(%{prefix => [module]}: only those modules below the prefix),
:forging (%{atom => why}: atoms Dyn code may not hold),
:sigils (%{sigil_atom => module}: template sigils whose
expressions are code, expanded by that module's macro before the
check), :handlers ([{module, function, arity, index}]: calls
whose argument index is a {Module, :function} handler run later,
checked as a call). A nil value drops a default entry.
	:screens: the host's screen integration, a Rho.Dyn.Screens
module. Default Rho.Dyn.Screens.None (no screens: the first
"render" is the boot); a mob app sets Rho.Dyn.Screens.Mob.
	:guide: text appended to Rho.Dyn.agent_guide/0 (the host's own
rules: its file roots, a menu Dyn code adds rows to, ...), a string
or an MFA / 0-arity function. Default none.
	The Keeper's options (Rho.Dyn.Keeper): :approval,
:probation_ms, :crash_limit, :on_stable, ...


      


      
        Summary


  
    Functions
  


    
      
        allowed()

      


        The Core modules Dyn code may call, as written.



    


    
      
        app()

      


        The host's OTP application (:app), or nil.



    


    
      
        check()

      


        The :check overrides as given (Rho.Dyn.Check merges them over its defaults).



    


    
      
        core()

      


        The Core's module prefixes as written (["Rho", "MyApp"]).



    


    
      
        enabled?()

      


        Is :enabled set to true?



    


    
      
        generation_prefix(n)

      


        The prefix of generation n's module names, as atoms print ("Elixir.Dyn.G3.").



    


    
      
        get()

      


        The whole config :rho, :dyn keyword list ([] when unset).



    


    
      
        guide()

      


        The :guide text, resolved; nil when unset.



    


    
      
        name(name)

      


        A module as written: MyApp.Files and "MyApp.Files" are "MyApp.Files".



    


    
      
        namespace()

      


        The namespace module (Dyn by default).



    


    
      
        namespace_name()

      


        The namespace as written ("Dyn", "MyApp.Dyn").



    


    
      
        namespace_segments()

      


        The namespace's alias segments ([:MyApp, :Dyn]).



    


    
      
        screens()

      


        The :screens module (Rho.Dyn.Screens.None by default).



    


    
      
        under?(name, prefix)

      


        Is name (as written) prefix or below it?



    


    
      
        validate!()

      


        Raises ArgumentError if the namespace is below Rho, or is a Core
prefix or above one (see :namespace).



    





      


      
        Functions


        


  
    
      
    
    
      allowed()



        
          
        

    

  


  

      

          @spec allowed() :: [String.t()]


      


The Core modules Dyn code may call, as written.

  



  
    
      
    
    
      app()



        
          
        

    

  


  

      

          @spec app() :: atom() | nil


      


The host's OTP application (:app), or nil.

  



  
    
      
    
    
      check()



        
          
        

    

  


  

      

          @spec check() :: keyword()


      


The :check overrides as given (Rho.Dyn.Check merges them over its defaults).

  



  
    
      
    
    
      core()



        
          
        

    

  


  

      

          @spec core() :: [String.t()]


      


The Core's module prefixes as written (["Rho", "MyApp"]).

  



  
    
      
    
    
      enabled?()



        
          
        

    

  


  

      

          @spec enabled?() :: boolean()


      


Is :enabled set to true?

  



  
    
      
    
    
      generation_prefix(n)



        
          
        

    

  


  

      

          @spec generation_prefix(non_neg_integer()) :: String.t()


      


The prefix of generation n's module names, as atoms print ("Elixir.Dyn.G3.").

  



  
    
      
    
    
      get()



        
          
        

    

  


  

      

          @spec get() :: keyword()


      


The whole config :rho, :dyn keyword list ([] when unset).

  



  
    
      
    
    
      guide()



        
          
        

    

  


  

      

          @spec guide() :: String.t() | nil


      


The :guide text, resolved; nil when unset.

  



  
    
      
    
    
      name(name)



        
          
        

    

  


  

      

          @spec name(module() | String.t()) :: String.t()


      


A module as written: MyApp.Files and "MyApp.Files" are "MyApp.Files".

  



  
    
      
    
    
      namespace()



        
          
        

    

  


  

      

          @spec namespace() :: module()


      


The namespace module (Dyn by default).

  



  
    
      
    
    
      namespace_name()



        
          
        

    

  


  

      

          @spec namespace_name() :: String.t()


      


The namespace as written ("Dyn", "MyApp.Dyn").

  



  
    
      
    
    
      namespace_segments()



        
          
        

    

  


  

      

          @spec namespace_segments() :: [atom()]


      


The namespace's alias segments ([:MyApp, :Dyn]).

  



  
    
      
    
    
      screens()



        
          
        

    

  


  

      

          @spec screens() :: module()


      


The :screens module (Rho.Dyn.Screens.None by default).

  



  
    
      
    
    
      under?(name, prefix)



        
          
        

    

  


  

      

          @spec under?(String.t(), String.t()) :: boolean()


      


Is name (as written) prefix or below it?

  



  
    
      
    
    
      validate!()



        
          
        

    

  


  

      

          @spec validate!() :: :ok


      


Raises ArgumentError if the namespace is below Rho, or is a Core
prefix or above one (see :namespace).

  


        

      


  

    
Rho.Dyn.Generation 
    



      
One generation of the Dyn layer: what gens/<n>/manifest.json holds
(see Rho.Dyn.Store).
Status lifecycle:
	:building while a proposal compiles and selftests (a crash leaves it so);
	:rejected (check, compile or selftest failed: reason says why) or
:candidate (passed; waiting for approval);
	:superseded when a newer proposal replaced a candidate, :discarded
when the human (or agent) dropped it;
	:probation once activated, until it is proven: 60 s without a Dyn
crash (quiet) and a later app start reached stable (restarted);
	:proven, or :reverted (automatically or by hand; reason).

Generation 0 is the empty Dyn layer: no sources, always proven, the root
every revert chain ends at.
modules has one entry per compiled module: the module the agent wrote
("Dyn.Notes"), the versioned one it was compiled into
("Dyn.G3.Notes"), its kind (:tool, :screen or :module),
the logical name the registry files it under (a tool's Rho.Tool.name/0, the
module name below Dyn. otherwise) and the sha256 of its BEAM.
selftests has one %{module, kind, ok, detail, ms} per module.

      


      
        Summary


  
    Types
  


    
      
        kind()

      


    


    
      
        module_entry()

      


    


    
      
        selftest()

      


    


    
      
        status()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        empty()

      


        Generation 0: the empty Dyn layer.



    


    
      
        ever_active?(generation)

      


        Was it ever the active generation (so reverting to it makes sense)?



    


    
      
        from_json(json)

      


        Reads a manifest's JSON back; unknown statuses and kinds fall back to defaults.



    


    
      
        to_json(g)

      


        The manifest's JSON form (string statuses and kinds).



    





      


      
        Types


        


  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() :: :tool | :screen | :module


      



  



  
    
      
    
    
      module_entry()



        
          
        

    

  


  

      

          @type module_entry() :: %{
  module: String.t(),
  versioned: String.t(),
  kind: kind(),
  name: String.t(),
  sha256: String.t()
}


      



  



  
    
      
    
    
      selftest()



        
          
        

    

  


  

      

          @type selftest() :: %{
  module: String.t(),
  kind: kind(),
  ok: boolean(),
  detail: String.t(),
  ms: non_neg_integer()
}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() ::
  :building
  | :candidate
  | :rejected
  | :superseded
  | :discarded
  | :probation
  | :proven
  | :reverted


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Rho.Dyn.Generation{
  activated_at: String.t() | nil,
  compile_ms: non_neg_integer() | nil,
  created_at: String.t() | nil,
  files: [String.t()],
  modules: [module_entry()],
  n: non_neg_integer(),
  parent: non_neg_integer() | nil,
  proven_at: String.t() | nil,
  quiet: boolean(),
  rationale: String.t(),
  reason: String.t() | nil,
  restarted: boolean(),
  reverted_at: String.t() | nil,
  runtime: String.t() | nil,
  selftests: [selftest()],
  status: status(),
  warnings: [String.t()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      empty()



        
          
        

    

  


  

      

          @spec empty() :: t()


      


Generation 0: the empty Dyn layer.

  



  
    
      
    
    
      ever_active?(generation)



        
          
        

    

  


  

      

          @spec ever_active?(t()) :: boolean()


      


Was it ever the active generation (so reverting to it makes sense)?

  



  
    
      
    
    
      from_json(json)



        
          
        

    

  


  

      

          @spec from_json(map()) :: t()


      


Reads a manifest's JSON back; unknown statuses and kinds fall back to defaults.

  



  
    
      
    
    
      to_json(g)



        
          
        

    

  


  

      

          @spec to_json(t()) :: map()


      


The manifest's JSON form (string statuses and kinds).

  


        

      


  

    
Rho.Dyn.Keeper 
    



      
The Core process that decides which Dyn generation runs (activation,
probation, revert and safe mode, steps 3–4 in Rho.Dyn). It owns the
registry table (Rho.Dyn.Registry) and is the only writer of the
current pointer.
Activation (activate/3, approval required) loads the generation,
flips the pointer, then swaps the registry: a crash between the two
leaves the old pointer, or the new pointer and a registry the next start
rebuilds from it. The new generation is on probation until it has
run 60 s without a Dyn crash (quiet) and a later app start reached
stable (restarted); then it is proven. An approval token is accepted
once (see Rho.Dyn.Approval).
Crashes. Dyn processes are watched (watch/3: tool calls through
Rho.ToolRunner and Rho.Dyn.Source, screens through the wrapper the
compiler adds to their entry function, Rho.Dyn.Screens). An abnormal
exit (crash, kill, timeout) is written to the
log and sent to subscribers as {:rho_dyn, %{type: :crash, ...}}, its
reason a string that describes the exit without running any of it
(Rho.Untrusted.exit_text/2).
3 crashes of the current generation within 60 s while it is on probation
revert it to its parent (%{type: :reverted, crashes: [...]}, the crash
reports the agent fixes from): the parent is loaded first (generation 0,
no Dyn at all, if the parent can't be), then the pointer flips. If the
pointer can't be written, :revert_failed is reported and the crashes
stay counted, so the next one tries again. A proven generation's crashes
are only reported.
Launches (boot/2, once per app start). boot.json counts the
launches since the last one that reached stable (mark_stable/1). In the
app a launch is stable once its first frame was drawn (the host's
Rho.Dyn.Screens.after_first_render/1) and then either
:stable_delay_ms passed or the app went to the background (the user
left it, Rho.Dyn.Screens.left_app?/1: a quick close is not a failed
launch; a crash before the first frame or within the delay is). If the
previous launch never got there and
the current generation is still unproven, it is reverted before anything
loads (boot probation). Two such launches in a row: safe mode, the
Core boots without any Dyn module and Rho.Dyn.safe_mode?/0
says so; activations and reverts then only move the pointer, for the
next launch. A generation that can't be loaded (say its rebuild for a new
app version fails its selftests) is reported as :load_failed, the
launch runs without it, and it goes back on probation. The pointer only
ever names a generation that was active once (:probation, :proven,
or :candidate / :reverted caught between the pointer and manifest
writes); anything else falls back to generation 0.
Rebuilds for a new Core (its binaries were built by another runtime,
Rho.Dyn.Compiler.stale?/1) don't hold up the launch: the
app never waits for Dyn code. boot/2 returns at once with the
generation current but nothing of it in the registry (no Dyn tools,
screens or theme; Rho.Dyn.Registry.rebuilding/1 says so), a
linked worker rebuilds and selftests it, and the Keeper then stores and
registers it and sends %{type: :loaded} (or reports :load_failed).
Proposals wait for it ({:error, :rebuilding}, await_rebuild/1), and
so does the launch's stable mark: a rebuild that takes the app down
counts as a failed launch, exactly as when it ran before the first frame,
so boot probation and safe mode still catch it.
Core updates (the host's own release path, say mob_deliver) share that launch: the
:on_stable MFA runs when a launch reaches stable (it ends a delivered
update's probation). boot/2 records the update a launch runs (core:,
in boot.json); when mob_deliver has rolled back exactly that update
(core_rolled_back:), the failed launch doesn't count against the Dyn
generation: no boot revert and no step towards safe mode for it.
Old generations stay loaded while anything may run them: the current
one, its parent (instant revert), the pending candidate, and any
generation with a live watched process; the rest are unloaded with
Rho.Dyn.Compiler.unload/1, retried every :gc_retry_ms.
Proposals per launch are capped (:max_proposals, and none while
the atom table is over 80 % full): every proposal creates atoms (module
names Dyn.G<n>.*, parsed identifiers) and atoms are never
freed.
Options (defaults from config :rho, :dyn, Rho.Dyn.Config): :name
(also the registry table's name), :dir, :approval
(Rho.Dyn.Approval.Biometric), :probation_ms (60 000),
:crash_limit (3), :crash_window_ms (60 000), :stable_delay_ms
(10 000), :gc_retry_ms (30 000), :max_proposals (50), :on_stable
({module, function, args} run in its own process when a launch
reaches stable, or nil), and the compile / selftest limits
(:compile_timeout_ms, :compile_max_heap_mb, :selftest_timeout_ms,
:selftest_max_heap_mb); a background rebuild's compile, and loading a
generation that isn't loaded (a revert to an older one), get
:rebuild_timeout_ms (300 000: it compiles the whole generation, which
can take minutes on a slow phone).

      


      
        Summary


  
    Types
  


    
      
        boot_report()

      


    





  
    Functions
  


    
      
        activate(server, n, token)

      


        Rho.Dyn.activate/3 on this Keeper: candidate n goes on probation, with an approval token.



    


    
      
        await_rebuild(server)

      


        Returns once this launch's background rebuild (see the moduledoc) is
over, at once if none runs.



    


    
      
        boot(server, opts \\ [])

      


        The launch's Dyn boot: launch markers, boot probation, safe mode, loading
the current generation. Options: core: the delivered Core update
(mob_deliver manifest id) this launch runs, nil for the build's own
code, recorded with the launch; core_rolled_back: the update
mob_deliver rolled back during this launch, if any. When it is the one
the last counted launch ran, that launch failed on the Core and doesn't
count against the Dyn generation (see the moduledoc).



    


    
      
        candidate(server, gen, mods)

      


        Records a proposal that passed (see Rho.Dyn.propose/2); supersedes the previous one.



    


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        discard(server, n)

      


        Drops the pending candidate n (unloads it; no approval needed).



    


    
      
        first_render(server, screen)

      


        The :after_first_render hook (mob appends the screen): stable after :stable_delay_ms.



    


    
      
        install_seed(server, gen, mods)

      


        Makes gen (built from the seed, Rho.Dyn.seed/3; its modules
mods loaded) current and proven at once, without approval: the seed
ships with the Core. Only on top of the current generation, in normal
mode and with no proposal pending; records it as the install's seed.



    


    
      
        mark_stable(server)

      


        This launch reached stable: launch markers reset; may end a generation's probation.



    


    
      
        reserve_proposal(server)

      


        Counts a proposal against this launch's cap; {:error, :proposal_limit}
once it's reached, {:error, :rebuilding} during a background rebuild.



    


    
      
        revert_to(server, n, token)

      


        Rho.Dyn.revert_to/3 on this Keeper: generation n becomes current, with an approval token.



    


    
      
        start_link(opts \\ [])

      


        Started by Rho.Supervisor when Dyn is on (its :dyn option holds
opts). Options are merged over config :rho, :dyn and the defaults
(see the moduledoc); :name defaults to Rho.Dyn.Keeper.



    


    
      
        status(server)

      


        The current generation, its status and parent, the mode and the pending candidate.



    


    
      
        subscribe(server, pid \\ self())

      


        Sends pid {:rho_dyn, event} for every crash, revert, activation, ... until it exits.



    


    
      
        unwatch(server, pid)

      


        Stops watching pid: its exit is no longer a crash (an orderly stop). A no-op without a Keeper.



    


    
      
        watch(server, pid, mod)

      


        Watches pid, which runs Dyn module mod: its abnormal exit counts as
a crash of mod's generation. A no-op without a Keeper.



    





      


      
        Types


        


  
    
      
    
    
      boot_report()



        
          
        

    

  


  

      

          @type boot_report() :: %{
  mode: :normal | :safe,
  generation: non_neg_integer(),
  status: Rho.Dyn.Generation.status(),
  reverted: nil | %{from: pos_integer(), to: non_neg_integer()},
  failed_launches: non_neg_integer(),
  load_ms: non_neg_integer(),
  rebuilding: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      activate(server, n, token)



        
          
        

    

  


  

      

          @spec activate(GenServer.server(), pos_integer(), Rho.Dyn.Approval.token()) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, term()}


      


Rho.Dyn.activate/3 on this Keeper: candidate n goes on probation, with an approval token.

  



  
    
      
    
    
      await_rebuild(server)



        
          
        

    

  


  

      

          @spec await_rebuild(GenServer.server()) :: :ok


      


Returns once this launch's background rebuild (see the moduledoc) is
over, at once if none runs.

  



    

  
    
      
    
    
      boot(server, opts \\ [])



        
          
        

    

  


  

      

          @spec boot(GenServer.server(), keyword()) :: boot_report()


      


The launch's Dyn boot: launch markers, boot probation, safe mode, loading
the current generation. Options: core: the delivered Core update
(mob_deliver manifest id) this launch runs, nil for the build's own
code, recorded with the launch; core_rolled_back: the update
mob_deliver rolled back during this launch, if any. When it is the one
the last counted launch ran, that launch failed on the Core and doesn't
count against the Dyn generation (see the moduledoc).

  



  
    
      
    
    
      candidate(server, gen, mods)



        
          
        

    

  


  

      

          @spec candidate(GenServer.server(), Rho.Dyn.Generation.t(), [module()]) ::
  :ok | {:error, :superseded}


      


Records a proposal that passed (see Rho.Dyn.propose/2); supersedes the previous one.

  



  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



  
    
      
    
    
      discard(server, n)



        
          
        

    

  


  

      

          @spec discard(GenServer.server(), pos_integer()) :: :ok | {:error, :not_pending}


      


Drops the pending candidate n (unloads it; no approval needed).

  



  
    
      
    
    
      first_render(server, screen)



        
          
        

    

  


  

      

          @spec first_render(GenServer.server(), module() | nil) :: :ok


      


The :after_first_render hook (mob appends the screen): stable after :stable_delay_ms.

  



  
    
      
    
    
      install_seed(server, gen, mods)



        
          
        

    

  


  

      

          @spec install_seed(GenServer.server(), Rho.Dyn.Generation.t(), [module()]) ::
  :ok | {:error, :safe_mode | :proposal_pending | :stale | term()}


      


Makes gen (built from the seed, Rho.Dyn.seed/3; its modules
mods loaded) current and proven at once, without approval: the seed
ships with the Core. Only on top of the current generation, in normal
mode and with no proposal pending; records it as the install's seed.

  



  
    
      
    
    
      mark_stable(server)



        
          
        

    

  


  

      

          @spec mark_stable(GenServer.server()) :: :ok


      


This launch reached stable: launch markers reset; may end a generation's probation.

  



  
    
      
    
    
      reserve_proposal(server)



        
          
        

    

  


  

      

          @spec reserve_proposal(GenServer.server()) ::
  :ok | {:error, :proposal_limit | :rebuilding}


      


Counts a proposal against this launch's cap; {:error, :proposal_limit}
once it's reached, {:error, :rebuilding} during a background rebuild.

  



  
    
      
    
    
      revert_to(server, n, token)



        
          
        

    

  


  

      

          @spec revert_to(GenServer.server(), non_neg_integer(), Rho.Dyn.Approval.token()) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, term()}


      


Rho.Dyn.revert_to/3 on this Keeper: generation n becomes current, with an approval token.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Started by Rho.Supervisor when Dyn is on (its :dyn option holds
opts). Options are merged over config :rho, :dyn and the defaults
(see the moduledoc); :name defaults to Rho.Dyn.Keeper.

  



  
    
      
    
    
      status(server)



        
          
        

    

  


  

      

          @spec status(GenServer.server()) :: %{
  generation: non_neg_integer(),
  status: Rho.Dyn.Generation.status(),
  parent: non_neg_integer() | nil,
  mode: :booting | :normal | :safe,
  pending: pos_integer() | nil
}


      


The current generation, its status and parent, the mode and the pending candidate.

  



    

  
    
      
    
    
      subscribe(server, pid \\ self())



        
          
        

    

  


  

      

          @spec subscribe(GenServer.server(), pid()) :: :ok


      


Sends pid {:rho_dyn, event} for every crash, revert, activation, ... until it exits.

  



  
    
      
    
    
      unwatch(server, pid)



        
          
        

    

  


  

      

          @spec unwatch(GenServer.server(), pid()) :: :ok


      


Stops watching pid: its exit is no longer a crash (an orderly stop). A no-op without a Keeper.

  



  
    
      
    
    
      watch(server, pid, mod)



        
          
        

    

  


  

      

          @spec watch(GenServer.server(), pid(), module()) :: :ok


      


Watches pid, which runs Dyn module mod: its abnormal exit counts as
a crash of mod's generation. A no-op without a Keeper.

  


        

      


  

    
Rho.Dyn.Screens behaviour
    



      
How Dyn screens plug into the host's UI: a host seam (config :rho, :dyn, screens: Module, Rho.Dyn.Config). rho builds, checks, selftests and
watches Dyn screens the same way whatever the UI; this says what a
screen is and how the UI tells the Keeper a launch got going:
	compiling: which module bodies are screens (screen_source?/1)
and the function each screen process enters through (entry/0): the
compiler wraps it to register the process with the Keeper first
(Rho.Dyn.Keeper.watch/3), so the screen's crash counts against its
generation;
	selftest: which loaded modules are screens (screen?/1, filed
as :screen in the registry, Rho.Dyn.screens/1) and how one proves
it mounts and renders (selftest/1, run in the contained selftest
process);
	launches: after_first_render/1 has the UI call an MFA (with the
screen appended) after its first frame, which starts the clock to
"stable" (Rho.Dyn.boot/1); subscribe_app_events/0 and
left_app?/1: the app lifecycle events the Keeper receives, and
which of them mean the user left the app (a launch that drew its
first frame and was left is stable, not failed);
	the agent's view: live/1, is generation n on screen yet (so
dyn_propose with approve-all answers once it is); guide/0, the
screen rules for Rho.Dyn.agent_guide/0.

Rho.Dyn.Screens.None (the default) has no screens; Rho.Dyn.Screens.Mob
is mob's (use Mob.Screen, mount/3 + render/1).

      


      
        Summary


  
    Callbacks
  


    
      
        after_first_render(mfa)

      


        Has the UI apply mfa (with the screen module appended) after its first frame.



    


    
      
        entry()

      


        The function a screen process enters through, {name, arity} (mob: {:mount, 3}).



    


    
      
        guide()

      


        The screen rules for the agent (Rho.Dyn.agent_guide/0), or nil.



    


    
      
        left_app?(message)

      


        Does message (one the Keeper received) mean the user left the app?



    


    
      
        live(n)

      


        Generation n is current: does the UI show it yet (:live), or not yet
(:waiting)? Without this callback, being current is enough (:active).



    


    
      
        screen?(module)

      


        Is loaded module module a screen?



    


    
      
        screen_source?(forms)

      


        Do a defmodule's body forms define a screen (its entry gets wrapped)?



    


    
      
        selftest(module)

      


        Proves screen module works (mounts and renders), in the selftest's
contained process: {:ok, detail} or {:error, why}. A raise is a failure.



    


    
      
        subscribe_app_events()

      


        Subscribes the calling process (the Keeper) to the app's lifecycle events.



    





      


      
        Callbacks


        


  
    
      
    
    
      after_first_render(mfa)



        
          
        

    

  


  

      

          @callback after_first_render(mfa :: {module(), atom(), list()}) :: :ok


      


Has the UI apply mfa (with the screen module appended) after its first frame.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @callback entry() :: {atom(), arity()}


      


The function a screen process enters through, {name, arity} (mob: {:mount, 3}).

  



  
    
      
    
    
      guide()



        
          
        

    

  


  

      

          @callback guide() :: String.t() | nil


      


The screen rules for the agent (Rho.Dyn.agent_guide/0), or nil.

  



  
    
      
    
    
      left_app?(message)



        
          
        

    

  


  

      

          @callback left_app?(message :: term()) :: boolean()


      


Does message (one the Keeper received) mean the user left the app?

  



  
    
      
    
    
      live(n)


        (optional)


        
          
        

    

  


  

      

          @callback live(n :: pos_integer()) :: :live | :waiting


      


Generation n is current: does the UI show it yet (:live), or not yet
(:waiting)? Without this callback, being current is enough (:active).

  



  
    
      
    
    
      screen?(module)



        
          
        

    

  


  

      

          @callback screen?(module()) :: boolean()


      


Is loaded module module a screen?

  



  
    
      
    
    
      screen_source?(forms)



        
          
        

    

  


  

      

          @callback screen_source?(forms :: [Macro.t()]) :: boolean()


      


Do a defmodule's body forms define a screen (its entry gets wrapped)?

  



  
    
      
    
    
      selftest(module)



        
          
        

    

  


  

      

          @callback selftest(module()) :: {:ok, String.t()} | {:error, String.t()}


      


Proves screen module works (mounts and renders), in the selftest's
contained process: {:ok, detail} or {:error, why}. A raise is a failure.

  



  
    
      
    
    
      subscribe_app_events()



        
          
        

    

  


  

      

          @callback subscribe_app_events() :: :ok


      


Subscribes the calling process (the Keeper) to the app's lifecycle events.

  


        

      


  

    
Rho.Dyn.Screens.Mob 
    



      
Mob screens as Dyn screens (config :rho, :dyn, screens: Rho.Dyn.Screens.Mob, see Rho.Dyn.Screens):
	a screen is a module that use Mob.Screens and defines mount/3;
its mount/3 is wrapped to register the screen process with the
Keeper (mob's router runs each screen in a process of its own);
	its selftest mounts it on an empty socket (with a placeholder size
class) and renders it: render/1 must return a view tree
(%{type: atom, children: [...]} all the way down);
	mob's router calls the :after_first_render hook after the first
frame; Mob.Device's :app events :will_resign_active,
:did_enter_background and :will_terminate mean the user left.


      




  

    
Rho.Dyn.Screens.None 
    



      
No screens (the default Rho.Dyn.Screens): Dyn code is tools and
modules. Without a UI there is no first frame to wait for, so
Rho.Dyn.Screens.after_first_render/1 applies the MFA at once: a launch's clock to
"stable" starts at Rho.Dyn.boot/1.

      




  

    
Rho.Dyn.Seed 
    



      
The seed: the Dyn sources an install starts from, which the host ships
(Operator's default front: a welcome screen, a component library, the
front's settings). The host embeds them at build time
(Application.app_dir/2 can't resolve priv/ on the device) and hands them
to start/2.
start/2 installs it in the background after the launch's Dyn step
(Rho.Dyn.seed/3): compiling a big seed whole takes about half a minute
on a Moto G 2021. The seed becomes a generation like any other, so its
screens are the agent's to change, and reverting to that generation
restores the defaults.
A newer seed on a phone that has one (an app update that changed
the seed). The install records each seed file's sha256 as it shipped
(Rho.Dyn.Store.seed_files/1). When this build's seed differs, it is
installed again, merged three ways with what runs now (merge/3): a
seed file the user (or the agent) never changed is replaced by the new
one (or removed, when the new seed dropped it); a new seed file is added
unless the user already has a file at that path; a file the user
changed, deleted or wrote stays exactly as it is. So user edits are never
lost, at the price that an edited seed file doesn't get the update
(reverting to the seed's generation, or asking the agent, does). The
merged generation goes through the whole check, compile and selftest; if
it fails (an edited file relies on something the new seed changed),
nothing changes and that seed is recorded as rejected, so it isn't
retried every launch; the next app update with a different seed tries
again. An install that recorded nothing (an older app's) is taken to have
shipped the :legacy digests, if the host has them (Operator 1.0's);
the seed generation's own sources can't stand in for them, since that
install merged the user's files into it.

      


      
        Summary


  
    Functions
  


    
      
        digests(sources)

      


        Each file's sha256 (hex), as needed/3 and the seed's record compare them.



    


    
      
        merge(current, shipped, seed)

      


        The sources to install: seed over current (what runs now), given
shipped (path => sha256 of the seed files as the installed seed shipped
them; %{} for a first install). See the moduledoc for the rules.



    


    
      
        needed(dir, digests, legacy \\ %{})

      


        What the Dyn store at dir needs for a seed whose files have digests:
:install (no seed yet), {:update, shipped} (an older seed is
installed; shipped its files' digests as they shipped, legacy when it
recorded none) or :none (this seed, or this seed was rejected there).



    


    
      
        running?()

      


        Is the seed being installed right now?



    


    
      
        start(sources, opts \\ [])

      


        Installs (or updates) the seed sources in a process of its own
(registered under this module's name) unless it's current, or can't be
now (safe mode, a proposal pending: the next launch tries again). When it
ends, :notify runs (the host's front redraws). Options: :keeper
(Rho.Dyn.Keeper), :notify (a 0-arity function, default none),
:rationale, :legacy (see needed/3).



    





      


      
        Functions


        


  
    
      
    
    
      digests(sources)



        
          
        

    

  


  

      

          @spec digests(%{required(String.t()) => String.t()}) :: %{
  required(String.t()) => String.t()
}


      


Each file's sha256 (hex), as needed/3 and the seed's record compare them.

  



  
    
      
    
    
      merge(current, shipped, seed)



        
          
        

    

  


  

      

          @spec merge(
  %{required(String.t()) => String.t()},
  %{required(String.t()) => String.t()},
  %{
    required(String.t()) => String.t()
  }
) :: %{required(String.t()) => String.t()}


      


The sources to install: seed over current (what runs now), given
shipped (path => sha256 of the seed files as the installed seed shipped
them; %{} for a first install). See the moduledoc for the rules.

  



    

  
    
      
    
    
      needed(dir, digests, legacy \\ %{})



        
          
        

    

  


  

      

          @spec needed(Path.t(), %{required(String.t()) => String.t()}, %{
  required(String.t()) => String.t()
}) ::
  :install | {:update, %{required(String.t()) => String.t()}} | :none


      


What the Dyn store at dir needs for a seed whose files have digests:
:install (no seed yet), {:update, shipped} (an older seed is
installed; shipped its files' digests as they shipped, legacy when it
recorded none) or :none (this seed, or this seed was rejected there).

  



  
    
      
    
    
      running?()



        
          
        

    

  


  

      

          @spec running?() :: boolean()


      


Is the seed being installed right now?

  



    

  
    
      
    
    
      start(sources, opts \\ [])



        
          
        

    

  


  

      

          @spec start(%{required(String.t()) => String.t()}, keyword()) ::
  {:ok, pid()} | :ignore


      


Installs (or updates) the seed sources in a process of its own
(registered under this module's name) unless it's current, or can't be
now (safe mode, a proposal pending: the next launch tries again). When it
ends, :notify runs (the host's front redraws). Options: :keeper
(Rho.Dyn.Keeper), :notify (a 0-arity function, default none),
:rationale, :legacy (see needed/3).

  


        

      


  

    
Rho.Dyn.Source 
    



      
The Dyn layer as a Rho.ToolRegistry.Source: the current generation's
tools, read from the Keeper's registry table on every call, so an
activation or a revert (by hand, or automatic) changes the tools the
loop offers from its next model call. Every tool call's task is handed
to the Keeper first (Rho.ToolRegistry.Source.watch/2), so a Dyn tool's crash, or the kill at
its timeout, counts against its generation.
Rho.Supervisor adds it to the registry's sources when Dyn is enabled
(Rho.Dyn.Config); a host starting the registry itself lists it in
:tool_sources. It reads the app's Keeper (Rho.Dyn.Keeper).

      


      
        Summary


  
    Functions
  


    
      
        core_tools()

      


        The core tools that edit and propose the Dyn layer (dyn_*), which a
host offers with it. There is deliberately none that activates or
reverts: those take the human's approval.



    





      


      
        Functions


        


  
    
      
    
    
      core_tools()



        
          
        

    

  


  

      

          @spec core_tools() :: [module()]


      


The core tools that edit and propose the Dyn layer (dyn_*), which a
host offers with it. There is deliberately none that activates or
reverts: those take the human's approval.

  


        

      


  

    
Rho.Untrusted 
    



      
Text and data from code rho doesn't trust, the Dyn layer's (Rho.Dyn),
for the processes it does: the loop, the Keeper, the caller of a compile
or a selftest.
Turning a term into text can run code the term chose:
Exception.message/1 calls the exception's module, and inspect/2,
interpolation, to_string/1 and Jason.encode/1 dispatch protocols,
which Dyn code may implement for its own structs. Run in a trusted
process, that code could loop forever, raise, or send messages as that
process. So:
	format/3 turns a caught raise, throw or exit into text in the
untrusted process that caught it (a tool's task, a selftest, a
compile), in a throwaway helper with a time and heap bound that
never ends in a crash report and dies with its caller; if that
fails or runs over, it falls back to describing the term;
	crash/3 does that and exits with {:rho_crash, text}, the exit
reason a host's own untrusted processes can use so a watcher (the
Keeper, say) reports the text as it is;
	describe/1 and exit_text/1 describe any term without running
anything of it: no protocol of its structs, no exception message
callback (an exception's :message field is read as data). That is
what a trusted process uses for a term it still receives, a :DOWN
reason say. Both are total;
	plain/1 turns a Dyn tool's answer into plain data (no structs, no
funs) before it leaves the task.

Every text is valid UTF-8 and at most max bytes (4000 by default).
Crash reports are a separate path: OTP logs a crashed process's report
and Elixir's logger translator formats it, calling the exception's
message/1. Left alone, a Dyn exception whose message/1 throws or
exits there makes OTP remove the translator VM-wide (later crash logs
come out untranslated). Rho.Dyn.LogGuard, installed by the Keeper,
replaces Dyn terms in log events before the translator sees them, which
keeps that call out of the translator; it lets through an event too big
to check (more than 10,000 terms before the Dyn one), and a Logger
restart removes the filter.
This is about crashes and mistakes, not hostile code: it keeps a Dyn
term the Core receives from running Dyn code there, which lowers the
chance that a built tool's crash takes a trusted process down. Dyn code
that sets out to reach a trusted process can still do so by other routes
(see Rho.Dyn.Check).

      


      
        Summary


  
    Functions
  


    
      
        crash(kind, reason, stack)

      


        Formats the caught kind, reason (format/4) and exits with it as the
reason ({:rho_crash, text}), so whoever watches this process gets the
text, not the term: exit_text/1 reads it back. An orderly exit
(:normal, :shutdown, {:shutdown, _}) stays as it was.



    


    
      
        describe(term, max \\ 4000)

      


        Describes term without running any of its code: inspect/2 with
structs: false (a struct prints as the map it is, so no Inspect
implementation runs), integers past 1024 bits as a placeholder (their
decimal text costs seconds), cut to max bytes.



    


    
      
        exit_text(reason, max \\ 4000)

      


        Text for an exit reason (a :DOWN or :EXIT message's), without running
any of its code: an exception with its stacktrace reads as
** (Module) message and the stack (the :message field when it is a
string, else the exception's fields), a reason a process formatted
itself (crash/3) as that text, anything else as describe/1 does.
Total: any term gives a text (improper lists, odd stack entries and
deep or huge terms are described, cut to max).



    


    
      
        format(kind, reason, stack, opts \\ [])

      


        A caught kind, reason, stack as text, as Exception.format/3 writes
it (banner and stacktrace), formatted in a throwaway helper process so
the caller's own mailbox and state stay out of reach. The helper has a
heap limit, never ends in a crash report and dies with its caller; if
it fails or runs over :timeout_ms (1000), the term is
described instead (as exit_text/2 and describe/2 do). Call it in the
untrusted process that caught the error, never in a trusted one.
Options: :timeout_ms, :max (bytes).



    


    
      
        plain(map)

      


        term as plain data: every struct a map of its fields (without
__struct__ and __exception__), every fun its describe/1 text,
through lists, tuples and map keys and values. What a Dyn tool answers
goes through it in its own task, before anything trusted touches it.



    


    
      
        untrusted?(module)

      


        Is module untrusted code: a Dyn generation's module or a protocol
implementation for one (Rho.Dyn.dyn_module?/1)?



    





      


      
        Functions


        


  
    
      
    
    
      crash(kind, reason, stack)



        
          
        

    

  


  

      

          @spec crash(:error | :exit | :throw, term(), Exception.stacktrace()) :: no_return()


      


Formats the caught kind, reason (format/4) and exits with it as the
reason ({:rho_crash, text}), so whoever watches this process gets the
text, not the term: exit_text/1 reads it back. An orderly exit
(:normal, :shutdown, {:shutdown, _}) stays as it was.

  



    

  
    
      
    
    
      describe(term, max \\ 4000)



        
          
        

    

  


  

      

          @spec describe(term(), pos_integer()) :: String.t()


      


Describes term without running any of its code: inspect/2 with
structs: false (a struct prints as the map it is, so no Inspect
implementation runs), integers past 1024 bits as a placeholder (their
decimal text costs seconds), cut to max bytes.

  



    

  
    
      
    
    
      exit_text(reason, max \\ 4000)



        
          
        

    

  


  

      

          @spec exit_text(term(), pos_integer()) :: String.t()


      


Text for an exit reason (a :DOWN or :EXIT message's), without running
any of its code: an exception with its stacktrace reads as
** (Module) message and the stack (the :message field when it is a
string, else the exception's fields), a reason a process formatted
itself (crash/3) as that text, anything else as describe/1 does.
Total: any term gives a text (improper lists, odd stack entries and
deep or huge terms are described, cut to max).

  



    

  
    
      
    
    
      format(kind, reason, stack, opts \\ [])



        
          
        

    

  


  

      

          @spec format(:error | :exit | :throw, term(), Exception.stacktrace(), keyword()) ::
  String.t()


      


A caught kind, reason, stack as text, as Exception.format/3 writes
it (banner and stacktrace), formatted in a throwaway helper process so
the caller's own mailbox and state stay out of reach. The helper has a
heap limit, never ends in a crash report and dies with its caller; if
it fails or runs over :timeout_ms (1000), the term is
described instead (as exit_text/2 and describe/2 do). Call it in the
untrusted process that caught the error, never in a trusted one.
Options: :timeout_ms, :max (bytes).

  



  
    
      
    
    
      plain(map)



        
          
        

    

  


  

      

          @spec plain(term()) :: term()


      


term as plain data: every struct a map of its fields (without
__struct__ and __exception__), every fun its describe/1 text,
through lists, tuples and map keys and values. What a Dyn tool answers
goes through it in its own task, before anything trusted touches it.

  



  
    
      
    
    
      untrusted?(module)



        
          
        

    

  


  

      

          @spec untrusted?(module()) :: boolean()


      


Is module untrusted code: a Dyn generation's module or a protocol
implementation for one (Rho.Dyn.dyn_module?/1)?

  


        

      


  

    
Rho.Dyn.Compiler 
    



      
Compiles a source set into generation n (part of the pipeline's step 2, see
Rho.Dyn) and loads, unloads and purges generations' modules.
Versioned names. The agent writes Dyn.Foo (the namespace,
Rho.Dyn.Config); rewrite/2 turns every Dyn.* alias in the AST
(aliases, module references, template sigils such as ~MOB) into
Dyn.G<n>.*, so generation n loads next to the running one and never
over it: loading a new version of a module the BEAM runs, then loading
again, would kill every process still in the old code. __MODULE__ is
the versioned name, as it should be.
Containment. The compile runs in its own process with a timeout and a
max_heap_size (module bodies run at compile time). If it fails, every
module of generation n it loaded is purged: nothing runs them. Its
errors are formatted in that process (Rho.Untrusted.format/4) and its
diagnostics come back as plain strings; if it dies, its exit reason is
only described (Rho.Untrusted.exit_text/2).
Screens report to the Keeper. Each screen module (as the host's
Rho.Dyn.Screens tells them: mob's use Mob.Screen with a mount/3)
gets a wrapping entry function (mount/3) that registers the screen
process with Rho.Dyn.Keeper.watch/3 before calling the original, so
the Keeper counts its crashes and knows the generation is in use.
Unloading an old generation (unload/1) happens only when no process
runs its code: no module of it is anywhere on a process's stack or its
initial call; then :code.delete/1, and :code.soft_purge/1 (which
refuses while :erlang.check_process_code/2 finds a process in the old
code); anything still in it is purged later (purge_old/1).

      


      
        Summary


  
    Types
  


    
      
        build()

      


        A compiled generation: its binaries, how long the compile took, its
warnings, its compile dependencies (Rho.Dyn.Reuse) and the
files reused from the parent rather than compiled.



    


    
      
        failure()

      


    





  
    Functions
  


    
      
        build(sources, n, opts)

      


        Checks sources and compiles them into generation n. Options:
:keeper (the Keeper screens report to), :src_dir (absolute dir the
sources live in, for file names and diagnostics), :compile_timeout_ms,
:compile_max_heap_mb, :reuse (%{n: parent, deps: parent's deps, beams: %{"Elixir.Dyn.G<parent>.X" => binary}, unchanged: MapSet of files whose source is the parent's}: compile incrementally,
Rho.Dyn.Reuse).



    


    
      
        compile(parsed, n, opts)

      


        Compiles checked files (Rho.Dyn.Check.run/1's result) into generation n.



    


    
      
        core_digest()

      


        A digest of the Core's code as this VM runs it: every module below a
Core prefix (Rho.* and the host's, Rho.Dyn.Config's :core) except
the Dyn generations' (the namespace's), by the MD5 of its loaded code, or
of its .beam on the code path while it isn't loaded (what will load).
The modules are the :rho and host (:app) applications' plus every
loaded one below a Core prefix (a delivered update can add modules);
without an application's .app, every module below a Core prefix on the
code path. A delivered Core (mob_deliver loads it at launch, before the
Dyn layer boots) counts with its delivered code.



    


    
      
        generation_of(mod)

      


        The generation a versioned module belongs to, or nil for any other
module. A loaded protocol implementation for a Dyn module, which Elixir
names <Protocol>.<module> (Inspect.Dyn.G3.Card, from a
defimpl or a library's use), belongs to its module's generation:
what says so is its own __impl__ attribute (protocol and target, and
the name they make), not the name alone. The build only lets one
through as that (Rho.Dyn.Check.beam/2).



    


    
      
        load(beams)

      


        Loads binaries; one already loaded with identical code is skipped.



    


    
      
        load_generation(root, gen, opts)

      


        Loads generation gen from its stored binaries (checked against the
manifest's hashes). Binaries built by another runtime (an app update
since, stale?/1) are rebuilt from the sources and selftested again
before they load (rebuild/3, then store_rebuild/4). Modules already
loaded with the same code are left alone.



    


    
      
        loaded(n)

      


        Every loaded module of generation n, its protocol implementations
(Inspect.Dyn.G<n>.Card) included.



    


    
      
        logical(mod)

      


        The name the agent wrote: Dyn.G3.Notes → "Dyn.Notes",
a loaded Inspect.Dyn.G3.Card (an implementation, see
generation_of/1) → "Inspect.Dyn.Card".



    


    
      
        purge(mods)

      


        Fully unloads modules nothing runs (a candidate's): purge, delete, purge;
what the loop kept of their tool declarations goes too.



    


    
      
        purge_old(mods)

      


        Purges the old code of mods that no process executes
(:code.soft_purge/1, which asks :erlang.check_process_code/2);
returns the rest.



    


    
      
        rebuild(root, gen, opts)

      


        Rebuilds generation gen from its stored sources for this runtime and
selftests it: its modules are loaded, nothing is stored (that's
store_rebuild/4), and a failure leaves none of them loaded. Touches
only the code server, so it can run outside the Keeper (it does at
launch: Rho.Dyn.Keeper).



    


    
      
        rewrite(ast, n)

      


        Rewrites Dyn.* (the namespace) to Dyn.G<n>.* throughout ast.



    


    
      
        runtime()

      


        Identifies the runtime binaries were built by: OTP, Elixir, the host
app's version (Rho.Dyn.Config's :app, else rho's) and the Core's
code (core_digest/0), fixed for the VM's lifetime. A Core release, by
cable or over the air, changes it from the next launch on, so every
generation built before is rebuilt and selftested against the new Core
when it loads.



    


    
      
        stale?(generation)

      


        Were gen's stored binaries built by another runtime (runtime/0)?



    


    
      
        store_rebuild(root, gen, build, tests)

      


        Stores rebuild/3's binaries and selftest results for gen: the
manifest gets the new hashes and this runtime, and a proven generation
goes back on probation (its code is new). The caller unloads the modules
on an error.



    


    
      
        unload(mods)

      


        Unloads an old generation's modules if no process runs them. :in_use
leaves everything loaded; {:ok, stuck} deleted them all and purged all
but stuck, whose old code a process is still executing (retry with
purge_old/1).



    





      


      
        Types


        


  
    
      
    
    
      build()



        
          
        

    

  


  

      

          @type build() :: %{
  modules: [{module(), binary()}],
  compile_ms: non_neg_integer(),
  warnings: [String.t()],
  deps: Rho.Dyn.Reuse.deps(),
  reused: [String.t()]
}


      


A compiled generation: its binaries, how long the compile took, its
warnings, its compile dependencies (Rho.Dyn.Reuse) and the
files reused from the parent rather than compiled.

  



  
    
      
    
    
      failure()



        
          
        

    

  


  

      

          @type failure() :: {:check, [Rho.Dyn.Check.violation()]} | {:compile, String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      build(sources, n, opts)



        
          
        

    

  


  

      

          @spec build(%{required(String.t()) => String.t()}, pos_integer(), keyword()) ::
  {:ok, build()} | {:error, failure()}


      


Checks sources and compiles them into generation n. Options:
:keeper (the Keeper screens report to), :src_dir (absolute dir the
sources live in, for file names and diagnostics), :compile_timeout_ms,
:compile_max_heap_mb, :reuse (%{n: parent, deps: parent's deps, beams: %{"Elixir.Dyn.G<parent>.X" => binary}, unchanged: MapSet of files whose source is the parent's}: compile incrementally,
Rho.Dyn.Reuse).

  



  
    
      
    
    
      compile(parsed, n, opts)



        
          
        

    

  


  

      

          @spec compile([{String.t(), Macro.t()}], pos_integer(), keyword()) ::
  {:ok, build()} | {:error, {:compile, String.t()}}


      


Compiles checked files (Rho.Dyn.Check.run/1's result) into generation n.
Compiling loads what it compiles at once, VM-wide, before any check of
the result can run. So the compile process's tracer refuses a module
outside the generation as its definition starts (Rho.Dyn.Trace.guard/3), and
reports every module this compile defines, with what was loaded under
that name before. Afterwards, whatever the outcome, each one other than
the generation's modules and its own protocol implementations
(Rho.Dyn.Check.generation_module?/4) is undone: a new one unloaded, a replaced
one reloaded from its file. A module the compile returned that the
tracer never saw (Module.create/3 with a keyword list, not an env,
traces nothing) and that isn't the generation's is undone too: unloaded,
and reloaded from the code path when a file for it is there. Modules
other processes define meanwhile (an eval, a subagent) are left alone.
Rho.Dyn.Check.beam/2 then rejects a build that had any other.

  



  
    
      
    
    
      core_digest()



        
          
        

    

  


  

      

          @spec core_digest() :: String.t()


      


A digest of the Core's code as this VM runs it: every module below a
Core prefix (Rho.* and the host's, Rho.Dyn.Config's :core) except
the Dyn generations' (the namespace's), by the MD5 of its loaded code, or
of its .beam on the code path while it isn't loaded (what will load).
The modules are the :rho and host (:app) applications' plus every
loaded one below a Core prefix (a delivered update can add modules);
without an application's .app, every module below a Core prefix on the
code path. A delivered Core (mob_deliver loads it at launch, before the
Dyn layer boots) counts with its delivered code.

  



  
    
      
    
    
      generation_of(mod)



        
          
        

    

  


  

      

          @spec generation_of(module()) :: pos_integer() | nil


      


The generation a versioned module belongs to, or nil for any other
module. A loaded protocol implementation for a Dyn module, which Elixir
names <Protocol>.<module> (Inspect.Dyn.G3.Card, from a
defimpl or a library's use), belongs to its module's generation:
what says so is its own __impl__ attribute (protocol and target, and
the name they make), not the name alone. The build only lets one
through as that (Rho.Dyn.Check.beam/2).

  



  
    
      
    
    
      load(beams)



        
          
        

    

  


  

      

          @spec load([{module(), binary()}]) :: :ok | {:error, String.t()}


      


Loads binaries; one already loaded with identical code is skipped.

  



  
    
      
    
    
      load_generation(root, gen, opts)



        
          
        

    

  


  

      

          @spec load_generation(Path.t(), Rho.Dyn.Generation.t(), keyword()) ::
  {:ok, [module()], Rho.Dyn.Generation.t()} | {:error, String.t()}


      


Loads generation gen from its stored binaries (checked against the
manifest's hashes). Binaries built by another runtime (an app update
since, stale?/1) are rebuilt from the sources and selftested again
before they load (rebuild/3, then store_rebuild/4). Modules already
loaded with the same code are left alone.

  



  
    
      
    
    
      loaded(n)



        
          
        

    

  


  

      

          @spec loaded(pos_integer()) :: [module()]


      


Every loaded module of generation n, its protocol implementations
(Inspect.Dyn.G<n>.Card) included.

  



  
    
      
    
    
      logical(mod)



        
          
        

    

  


  

      

          @spec logical(module()) :: String.t()


      


The name the agent wrote: Dyn.G3.Notes → "Dyn.Notes",
a loaded Inspect.Dyn.G3.Card (an implementation, see
generation_of/1) → "Inspect.Dyn.Card".

  



  
    
      
    
    
      purge(mods)



        
          
        

    

  


  

      

          @spec purge([module()]) :: :ok


      


Fully unloads modules nothing runs (a candidate's): purge, delete, purge;
what the loop kept of their tool declarations goes too.

  



  
    
      
    
    
      purge_old(mods)



        
          
        

    

  


  

      

          @spec purge_old([module()]) :: [module()]


      


Purges the old code of mods that no process executes
(:code.soft_purge/1, which asks :erlang.check_process_code/2);
returns the rest.

  



  
    
      
    
    
      rebuild(root, gen, opts)



        
          
        

    

  


  

      

          @spec rebuild(Path.t(), Rho.Dyn.Generation.t(), keyword()) ::
  {:ok, build(), [Rho.Dyn.Generation.selftest()]} | {:error, String.t()}


      


Rebuilds generation gen from its stored sources for this runtime and
selftests it: its modules are loaded, nothing is stored (that's
store_rebuild/4), and a failure leaves none of them loaded. Touches
only the code server, so it can run outside the Keeper (it does at
launch: Rho.Dyn.Keeper).

  



  
    
      
    
    
      rewrite(ast, n)



        
          
        

    

  


  

      

          @spec rewrite(Macro.t(), pos_integer()) :: Macro.t()


      


Rewrites Dyn.* (the namespace) to Dyn.G<n>.* throughout ast.

  



  
    
      
    
    
      runtime()



        
          
        

    

  


  

      

          @spec runtime() :: String.t()


      


Identifies the runtime binaries were built by: OTP, Elixir, the host
app's version (Rho.Dyn.Config's :app, else rho's) and the Core's
code (core_digest/0), fixed for the VM's lifetime. A Core release, by
cable or over the air, changes it from the next launch on, so every
generation built before is rebuilt and selftested against the new Core
when it loads.

  



  
    
      
    
    
      stale?(generation)



        
          
        

    

  


  

      

          @spec stale?(Rho.Dyn.Generation.t()) :: boolean()


      


Were gen's stored binaries built by another runtime (runtime/0)?

  



  
    
      
    
    
      store_rebuild(root, gen, build, tests)



        
          
        

    

  


  

      

          @spec store_rebuild(Path.t(), Rho.Dyn.Generation.t(), build(), [
  Rho.Dyn.Generation.selftest()
]) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, String.t()}


      


Stores rebuild/3's binaries and selftest results for gen: the
manifest gets the new hashes and this runtime, and a proven generation
goes back on probation (its code is new). The caller unloads the modules
on an error.

  



  
    
      
    
    
      unload(mods)



        
          
        

    

  


  

      

          @spec unload([module()]) :: :in_use | {:ok, [module()]}


      


Unloads an old generation's modules if no process runs them. :in_use
leaves everything loaded; {:ok, stuck} deleted them all and purged all
but stuck, whose old code a process is still executing (retry with
purge_old/1).
"Runs them" looks at each process's whole stack (its backtrace), not
only the function it is in: a process sleeping in Process.sleep/1,
called from a Dyn function, returns into that function.

  


        

      


  

    
Rho.Dyn.Diff 
    



      
Unified diff (as diff -u and git print it, three lines of context) between
two source sets %{relative_path => source}: what the approval card and
the rescue screen show for a generation.

      


      
        Summary


  
    Functions
  


    
      
        unified(old, new)

      


        The unified diff from old to new; "" when they're the same.



    





      


      
        Functions


        


  
    
      
    
    
      unified(old, new)



        
          
        

    

  


  

      

          @spec unified(%{required(String.t()) => String.t()}, %{
  required(String.t()) => String.t()
}) ::
  String.t()


      


The unified diff from old to new; "" when they're the same.

  


        

      


  

    
Rho.Dyn.LogGuard 
    



      
A primary :logger filter that keeps Dyn terms away from the logger's
formatting, in whatever process logs them.
A plain process that dies with an error is reported by the emulator, and
that report is formatted in OTP's :logger_proxy: Elixir's translator
(itself a primary filter) calls the exception's message/1 there and
inspects the reason. A Dyn process (spawn(fn -> raise MyError end))
would so get its own code run in a process every crash report of the VM
goes through, and a message/1 that throws or exits there makes OTP
remove the translator VM-wide (later crash logs come out untranslated).
This filter runs before the translator (:logger runs the newest
primary filter first, and the Keeper installs it when it starts, after
Logger) and, for any log event that holds a struct of a Dyn module
(Rho.Untrusted.untrusted?/1), replaces the message with its
Rho.Untrusted.describe/2 text and keeps only the metadata that holds
no Dyn term. It reads terms as data (no protocol of any struct runs) and
looks at most 10,000 terms of an event; a bigger event is let through
unchecked.
Best effort, like Rho.Dyn.Check: it lowers the chance that a Dyn
process's crash takes a logger process down; it does not stop code that
sets out to reach the logger (a report_cb sent to :logger_proxy as a
raw message, a filter added after this one, Logger restarted without it).

      


      
        Summary


  
    Functions
  


    
      
        install()

      


        Installs the filter (once; a second call is a no-op).



    





      


      
        Functions


        


  
    
      
    
    
      install()



        
          
        

    

  


  

      

          @spec install() :: :ok


      


Installs the filter (once; a second call is a no-op).

  


        

      


  

    
Rho.Dyn.Registry 
    



      
Reads the Dyn registry: one ETS table owned (and only written) by
Rho.Dyn.Keeper, named like the Keeper. It maps logical names
to the current generation's modules:
	{:tool, "weather"} (a tool's Rho.Tool.name/0),
	{:screen, "Notes"} (the module name below Dyn.),
	{:module, "Helpers"} (anything else).

The whole mapping is one row, {:generation, n, entries}, so a switch
of generations is a single insert: a reader sees the old set or the new
one, never a mix. Other rows: {:mode, :booting | :normal | :safe},
{:rebuilding, n} while the launch rebuilds generation n for a new
Core in the background (its entries are empty until it loads), and
{:config, map} (the Keeper's data dir and options, for
Rho.Dyn).
Every read takes the table (the Keeper's name, Rho.Dyn.Keeper for the
app's) and answers sensibly while no Keeper runs (no Dyn layer).
Rho.Dyn wraps the common reads with the app's Keeper as default.

      


      
        Summary


  
    Types
  


    
      
        key()

      


    





  
    Functions
  


    
      
        all(kind, table)

      


        The current generation's {name, module} of kind, sorted by name.



    


    
      
        config(table)

      


        The Keeper's config: :dir (its data dir, Rho.Dyn.Store's root),
:keeper, :approval, :build and :rebuild_timeout_ms;
{:error, :not_running} without a Keeper.



    


    
      
        entries(table)

      


        The current generation's whole mapping, %{key => module} (empty when none).



    


    
      
        generation(table)

      


        The current generation's number; 0 when none is loaded.



    


    
      
        lookup(key, table)

      


        The current generation's module for key; :error when it has none.



    


    
      
        mode(table)

      


        The Keeper's mode: :booting, :normal, :safe (no Dyn code loaded), or :off (no Keeper).



    


    
      
        rebuilding(table)

      


        The generation this launch is rebuilding for a new Core, or nil.



    





      


      
        Types


        


  
    
      
    
    
      key()



        
          
        

    

  


  

      

          @type key() :: {:tool | :screen | :module, String.t()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      all(kind, table)



        
          
        

    

  


  

      

          @spec all(:tool | :screen | :module, atom()) :: [{String.t(), module()}]


      


The current generation's {name, module} of kind, sorted by name.

  



  
    
      
    
    
      config(table)



        
          
        

    

  


  

      

          @spec config(atom()) :: {:ok, map()} | {:error, :not_running}


      


The Keeper's config: :dir (its data dir, Rho.Dyn.Store's root),
:keeper, :approval, :build and :rebuild_timeout_ms;
{:error, :not_running} without a Keeper.

  



  
    
      
    
    
      entries(table)



        
          
        

    

  


  

      

          @spec entries(atom()) :: %{required(key()) => module()}


      


The current generation's whole mapping, %{key => module} (empty when none).

  



  
    
      
    
    
      generation(table)



        
          
        

    

  


  

      

          @spec generation(atom()) :: non_neg_integer()


      


The current generation's number; 0 when none is loaded.

  



  
    
      
    
    
      lookup(key, table)



        
          
        

    

  


  

      

          @spec lookup(key(), atom()) :: {:ok, module()} | :error


      


The current generation's module for key; :error when it has none.

  



  
    
      
    
    
      mode(table)



        
          
        

    

  


  

      

          @spec mode(atom()) :: :off | :booting | :normal | :safe


      


The Keeper's mode: :booting, :normal, :safe (no Dyn code loaded), or :off (no Keeper).

  



  
    
      
    
    
      rebuilding(table)



        
          
        

    

  


  

      

          @spec rebuilding(atom()) :: pos_integer() | nil


      


The generation this launch is rebuilding for a new Core, or nil.

  


        

      


  

    
Rho.Dyn.Reuse 
    



      
Incremental compiles: a proposal recompiles only the files that changed
(or depend on a change at compile time) and reuses the rest from its
parent generation, renamed. On a Moto G 2021 compiling the default
front from source takes about 33 s, and recompiling a module from its
stored Erlang code still about 350 ms (the Erlang compiler's passes):
24 s of a one-file change to the 68-module front. So a module is reused
by renaming its compiled binary instead; on a Mac that takes 56 ms for
the whole front, against 1.9 s through the Erlang compiler.
What a generation records (deps, stored next to its binaries,
Rho.Dyn.Store.deps/2), by the names the agent wrote
("Dyn.Notes"):
	per file, the modules it defines and the modules it needs at compile
time (Rho.Dyn.Trace), or nil when that's unknown;
	per module, the modules its compiled code names anywhere (calls,
literals, attributes), from its debug info; a reused module names
what its parent named.

Which files are reused (plan/2): an unchanged file whose needs are
known, none of which is dirty. A module is dirty if its file isn't
reused (changed, deleted, or itself dirty), or if its code names a dirty
module, directly or through others: a compile-time call into it may
reach the change. Repeated until nothing changes.
Reusing (recompile/4): the parent's binary with every
Dyn.G<parent>.* atom in its atom table, literals and term
chunks (debug info, attributes, docs, ...) renamed to
Dyn.G<n>.*. Code refers to atoms and literals by index, so it
is kept byte for byte, line table included: stack traces name the
parent generation's copy of the source, which is the same text. A
module whose code or literals still hold the parent generation's name
(a string built at compile time, say), or that the rename doesn't
understand, goes the slow way: the Erlang code in its debug info,
renamed, through the Erlang compiler. If that still holds the old name
or doesn't compile, it's compiled from source. Generations built by
another runtime (a Core update) are never reused from: the Keeper
rebuilds them whole.

      


      
        Summary


  
    Types
  


    
      
        deps()

      


    





  
    Functions
  


    
      
        empty()

      


        Empty deps: nothing known, nothing reused.



    


    
      
        plan(arg1, unchanged)

      


        The files of deps (the parent's) to reuse, given the files whose
source is the same as the parent's (unchanged).



    


    
      
        recompile(bin, from, to, file)

      


        Generation to's version of bin, a module of generation from, for
source file file: {:ok, module, binary}, or :error when it has to
be compiled from source.



    


    
      
        refs(mod, bin, n)

      


        The modules of generation n (by their written names) that bin's code
names, other than itself; nil when it has no debug info (it might name
any).



    





      


      
        Types


        


  
    
      
    
    
      deps()



        
          
        

    

  


  

      

          @type deps() :: %{required(String.t()) => map()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      empty()



        
          
        

    

  


  

      

          @spec empty() :: deps()


      


Empty deps: nothing known, nothing reused.

  



  
    
      
    
    
      plan(arg1, unchanged)



        
          
        

    

  


  

      

          @spec plan(deps(), MapSet.t(String.t())) :: MapSet.t(String.t())


      


The files of deps (the parent's) to reuse, given the files whose
source is the same as the parent's (unchanged).

  



  
    
      
    
    
      recompile(bin, from, to, file)



        
          
        

    

  


  

      

          @spec recompile(binary(), pos_integer(), pos_integer(), String.t()) ::
  {:ok, module(), binary()} | :error


      


Generation to's version of bin, a module of generation from, for
source file file: {:ok, module, binary}, or :error when it has to
be compiled from source.

  



  
    
      
    
    
      refs(mod, bin, n)



        
          
        

    

  


  

      

          @spec refs(module(), binary(), pos_integer()) :: [String.t()] | nil


      


The modules of generation n (by their written names) that bin's code
names, other than itself; nil when it has no debug info (it might name
any).

  


        

      


  

    
Rho.Dyn.Selftest 
    



      
Selftests a compiled generation (the end of the pipeline's step 2, see Rho.Dyn),
one module at a time, each in a fresh process with a max_heap_size
(killed when exceeded, off-heap binaries included), a timeout and
trap_exit (a linked helper that crashes doesn't take the test down
unreported).
	a tool (Rho.Tool) must name itself ([a-z][a-z0-9_]*),
describe itself, declare a parameter schema and pass its Rho.Tool.selftest/0,
which a Dyn tool must define;
	a screen (the host's Rho.Dyn.Screens.screen?/1) must pass the
host's screen test (Rho.Dyn.Screens.selftest/1; mob's mounts it
on a test socket and renders a view tree);
	any other module just has to have loaded.

Any module that also exports selftest/0 gets it run too (:ok passes).
When the test process finishes, processes linked to it go down with it.
A failure is formatted inside the test process (Rho.Untrusted.format/4)
and the caller only takes strings back; a test process that dies
otherwise is described, not formatted (Rho.Untrusted.exit_text/2).

      


      
        Summary


  
    Functions
  


    
      
        kind(mod)

      


        The kind a loaded module is filed under.



    


    
      
        run(mods, opts \\ [])

      


        Runs every module's test; {:ok, results} only if all passed. Options:
:selftest_timeout_ms (5000), :selftest_max_heap_mb
(64). Each result carries the
tool's name (nil for other kinds).



    





      


      
        Functions


        


  
    
      
    
    
      kind(mod)



        
          
        

    

  


  

      

          @spec kind(module()) :: Rho.Dyn.Generation.kind()


      


The kind a loaded module is filed under.

  



    

  
    
      
    
    
      run(mods, opts \\ [])



        
          
        

    

  


  

      

          @spec run([module()], keyword()) ::
  {:ok, [Rho.Dyn.Generation.selftest()]}
  | {:error, [Rho.Dyn.Generation.selftest()]}


      


Runs every module's test; {:ok, results} only if all passed. Options:
:selftest_timeout_ms (5000), :selftest_max_heap_mb
(64). Each result carries the
tool's name (nil for other kinds).

  


        

      


  

    
Rho.Dyn.Store 
    



      
The Dyn layer on disk, under one root dir (<data dir>/dyn by default,
Rho.Config.data_dir/0):
gens/<n>/src/**/*.ex     the generation's full source set, as the agent
                         wrote it (logical `Dyn.*` names)
gens/<n>/ebin/*.beam     the compiled, selftested binaries
                         (versioned `Dyn.G<n>.*` names)
gens/<n>/manifest.json   a `Rho.Dyn.Generation`
gens/<n>/diff.patch      unified diff against the parent's sources
current                  the active generation's number (0, or no
                         file: no Dyn layer)
staging/src/**/*.ex      where edits go before a proposal
boot.json                launch markers: `boot_attempts` (launches since
                         the last one that reached stable) and `stable`
log.jsonl                crash, revert and safe-mode reports
seed                     the generation the seed (the default sources
                         the host ships, `Rho.Dyn.Seed`) was last installed as
seed.json                what that install was built from: each seed
                         file's sha256 as shipped (`files`), and the
                         digest of a newer seed that was rejected
                         (`rejected`), so it isn't retried every launch
Everything that decides what runs (current, manifests, boot.json) is
written to a temp file and renamed over the old one, so a crash mid-write
leaves the old file.
Rho.Dyn, Rho.Dyn.Keeper, Rho.Dyn.Compiler and Rho.Dyn.Seed read
and write it; hosts read Dyn state through Rho.Dyn instead. Every
function takes the root dir first.

      


      
        Summary


  
    Types
  


    
      
        boot_markers()

      


        boot.json: launches since the last stable one, whether the last reached
stable, and the delivered Core update (mob_deliver manifest id) the last
counted launch ran, nil for the build's own code.



    





  
    Functions
  


    
      
        allocate(root)

      


        Reserves the next generation number by creating its directory.



    


    
      
        append_log(root, entry)

      


        Appends a report (a JSON-encodable map) to the log; the file keeps the last 200.



    


    
      
        beams(root, n)

      


        Generation n's stored binaries (the module name comes from each binary).



    


    
      
        boot_markers(root)

      


        The launch markers (boot_markers/0); a fresh, stable record when there are none.



    


    
      
        current(root)

      


        The active generation's number; 0 when there is none (or the pointer is unreadable).



    


    
      
        default_root()

      


        The default root dir: dyn under Rho.Config.data_dir/0.



    


    
      
        deps(root, n)

      


        Generation n's compile dependencies (Rho.Dyn.Reuse), or nil
if it has none recorded (built before they were, or unreadable): then
nothing of it is reused.



    


    
      
        diff(root, n)

      


        Generation n's unified diff against its parent; "" when there is none.



    


    
      
        generation(root, n)

      


        Generation n's manifest; generation 0 is Rho.Dyn.Generation.empty/0.



    


    
      
        generations(root)

      


        Every generation with a readable manifest, newest first, then generation 0.



    


    
      
        log(root, limit)

      


        The last limit reports, oldest first (string keys, as stored).



    


    
      
        put_beams(root, n, beams)

      


        Writes generation n's compiled binaries.



    


    
      
        put_boot_markers(root, markers)

      


        Writes the launch markers (boot_markers/0).



    


    
      
        put_current(root, n)

      


        Points current at generation n (0: no Dyn layer).



    


    
      
        put_deps(root, n, deps)

      


        Writes generation n's compile dependencies (see deps/2).



    


    
      
        put_diff(root, n, text)

      


        Writes generation n's diff against its parent.



    


    
      
        put_generation(root, gen)

      


        Writes generation gen.n's manifest.



    


    
      
        put_seed(root, n)

      


        Records that the seed was installed as generation n.



    


    
      
        put_seed_files(root, files, rejected)

      


        Writes the seed's record (seed.json, see seed_files/1).



    


    
      
        put_sources(root, n, sources)

      


        Writes generation n's sources (%{relative_path => source}).



    


    
      
        reset_staging(root, sources)

      


        Replaces the staging copy with sources (normally the current generation's).



    


    
      
        seed(root)

      


        The generation the seed was installed as, or nil before it was.



    


    
      
        seed_files(root)

      


        The seed's record (seed.json): files, each seed file's sha256 as it
shipped in the install's seed (nil when an older app installed it and
didn't record them), and rejected, the digest of a seed whose install
failed its check, compile or selftests.



    


    
      
        sources(root, n)

      


        Generation n's sources as %{relative_path => source}.



    


    
      
        src_dir(root, n)

      


        Generation n's source dir (compile diagnostics point into it).



    


    
      
        stage_create(root, rel, source)

      


        Creates a staging source only when rel does not already exist.



    


    
      
        stage_delete(root, rel)

      


        Removes one staged source; :ok when it was already absent.



    


    
      
        stage_put(root, rel, source)

      


        Writes (creates or replaces) one staged source; rel must pass valid_rel/1.



    


    
      
        stage_read(root, rel)

      


        One staged source; rel must pass valid_rel/1.



    


    
      
        staged(root)

      


        The staged sources as %{relative_path => source}.



    


    
      
        staging?(root)

      


        Has staging been set up (it is created from the current generation once)?



    


    
      
        update_generation(root, n, fun)

      


        Reads generation n, applies fun, writes the result back.



    


    
      
        valid_rel(rel)

      


        Source paths are relative, .ex, made of [A-Za-z0-9_] segments.



    





      


      
        Types


        


  
    
      
    
    
      boot_markers()



        
          
        

    

  


  

      

          @type boot_markers() :: %{
  boot_attempts: non_neg_integer(),
  stable: boolean(),
  core: String.t() | nil
}


      


boot.json: launches since the last stable one, whether the last reached
stable, and the delivered Core update (mob_deliver manifest id) the last
counted launch ran, nil for the build's own code.

  


        

      

      
        Functions


        


  
    
      
    
    
      allocate(root)



        
          
        

    

  


  

      

          @spec allocate(Path.t()) :: pos_integer()


      


Reserves the next generation number by creating its directory.

  



  
    
      
    
    
      append_log(root, entry)



        
          
        

    

  


  

      

          @spec append_log(Path.t(), map()) :: :ok


      


Appends a report (a JSON-encodable map) to the log; the file keeps the last 200.

  



  
    
      
    
    
      beams(root, n)



        
          
        

    

  


  

      

          @spec beams(Path.t(), pos_integer()) :: [{module(), binary()}]


      


Generation n's stored binaries (the module name comes from each binary).

  



  
    
      
    
    
      boot_markers(root)



        
          
        

    

  


  

      

          @spec boot_markers(Path.t()) :: boot_markers()


      


The launch markers (boot_markers/0); a fresh, stable record when there are none.

  



  
    
      
    
    
      current(root)



        
          
        

    

  


  

      

          @spec current(Path.t()) :: non_neg_integer()


      


The active generation's number; 0 when there is none (or the pointer is unreadable).

  



  
    
      
    
    
      default_root()



        
          
        

    

  


  

      

          @spec default_root() :: Path.t()


      


The default root dir: dyn under Rho.Config.data_dir/0.

  



  
    
      
    
    
      deps(root, n)



        
          
        

    

  


  

      

          @spec deps(Path.t(), non_neg_integer()) :: map() | nil


      


Generation n's compile dependencies (Rho.Dyn.Reuse), or nil
if it has none recorded (built before they were, or unreadable): then
nothing of it is reused.

  



  
    
      
    
    
      diff(root, n)



        
          
        

    

  


  

      

          @spec diff(Path.t(), non_neg_integer()) :: String.t()


      


Generation n's unified diff against its parent; "" when there is none.

  



  
    
      
    
    
      generation(root, n)



        
          
        

    

  


  

      

          @spec generation(Path.t(), non_neg_integer()) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, :not_found}


      


Generation n's manifest; generation 0 is Rho.Dyn.Generation.empty/0.

  



  
    
      
    
    
      generations(root)



        
          
        

    

  


  

      

          @spec generations(Path.t()) :: [Rho.Dyn.Generation.t()]


      


Every generation with a readable manifest, newest first, then generation 0.

  



  
    
      
    
    
      log(root, limit)



        
          
        

    

  


  

      

          @spec log(Path.t(), pos_integer()) :: [map()]


      


The last limit reports, oldest first (string keys, as stored).

  



  
    
      
    
    
      put_beams(root, n, beams)



        
          
        

    

  


  

      

          @spec put_beams(Path.t(), pos_integer(), [{module(), binary()}]) :: :ok


      


Writes generation n's compiled binaries.

  



  
    
      
    
    
      put_boot_markers(root, markers)



        
          
        

    

  


  

      

          @spec put_boot_markers(Path.t(), %{
  :boot_attempts => non_neg_integer(),
  :stable => boolean(),
  optional(:core) => String.t() | nil
}) :: :ok | {:error, term()}


      


Writes the launch markers (boot_markers/0).

  



  
    
      
    
    
      put_current(root, n)



        
          
        

    

  


  

      

          @spec put_current(Path.t(), non_neg_integer()) :: :ok | {:error, term()}


      


Points current at generation n (0: no Dyn layer).

  



  
    
      
    
    
      put_deps(root, n, deps)



        
          
        

    

  


  

      

          @spec put_deps(Path.t(), pos_integer(), map()) :: :ok


      


Writes generation n's compile dependencies (see deps/2).

  



  
    
      
    
    
      put_diff(root, n, text)



        
          
        

    

  


  

      

          @spec put_diff(Path.t(), pos_integer(), String.t()) :: :ok


      


Writes generation n's diff against its parent.

  



  
    
      
    
    
      put_generation(root, gen)



        
          
        

    

  


  

      

          @spec put_generation(Path.t(), Rho.Dyn.Generation.t()) :: :ok | {:error, term()}


      


Writes generation gen.n's manifest.

  



  
    
      
    
    
      put_seed(root, n)



        
          
        

    

  


  

      

          @spec put_seed(Path.t(), pos_integer()) :: :ok | {:error, term()}


      


Records that the seed was installed as generation n.

  



  
    
      
    
    
      put_seed_files(root, files, rejected)



        
          
        

    

  


  

      

          @spec put_seed_files(
  Path.t(),
  %{required(String.t()) => String.t()} | nil,
  String.t() | nil
) ::
  :ok | {:error, term()}


      


Writes the seed's record (seed.json, see seed_files/1).

  



  
    
      
    
    
      put_sources(root, n, sources)



        
          
        

    

  


  

      

          @spec put_sources(Path.t(), pos_integer(), %{required(String.t()) => String.t()}) ::
  :ok


      


Writes generation n's sources (%{relative_path => source}).

  



  
    
      
    
    
      reset_staging(root, sources)



        
          
        

    

  


  

      

          @spec reset_staging(Path.t(), %{required(String.t()) => String.t()}) :: :ok


      


Replaces the staging copy with sources (normally the current generation's).

  



  
    
      
    
    
      seed(root)



        
          
        

    

  


  

      

          @spec seed(Path.t()) :: pos_integer() | nil


      


The generation the seed was installed as, or nil before it was.

  



  
    
      
    
    
      seed_files(root)



        
          
        

    

  


  

      

          @spec seed_files(Path.t()) :: %{
  files: %{required(String.t()) => String.t()} | nil,
  rejected: String.t() | nil
}


      


The seed's record (seed.json): files, each seed file's sha256 as it
shipped in the install's seed (nil when an older app installed it and
didn't record them), and rejected, the digest of a seed whose install
failed its check, compile or selftests.

  



  
    
      
    
    
      sources(root, n)



        
          
        

    

  


  

      

          @spec sources(Path.t(), non_neg_integer()) :: %{required(String.t()) => String.t()}


      


Generation n's sources as %{relative_path => source}.

  



  
    
      
    
    
      src_dir(root, n)



        
          
        

    

  


  

      

          @spec src_dir(Path.t(), pos_integer()) :: Path.t()


      


Generation n's source dir (compile diagnostics point into it).

  



  
    
      
    
    
      stage_create(root, rel, source)



        
          
        

    

  


  

      

          @spec stage_create(Path.t(), String.t(), String.t()) ::
  :ok | {:error, :bad_path | :exists | File.posix()}


      


Creates a staging source only when rel does not already exist.

  



  
    
      
    
    
      stage_delete(root, rel)



        
          
        

    

  


  

      

          @spec stage_delete(Path.t(), String.t()) :: :ok | {:error, :bad_path}


      


Removes one staged source; :ok when it was already absent.

  



  
    
      
    
    
      stage_put(root, rel, source)



        
          
        

    

  


  

      

          @spec stage_put(Path.t(), String.t(), String.t()) :: :ok | {:error, :bad_path}


      


Writes (creates or replaces) one staged source; rel must pass valid_rel/1.

  



  
    
      
    
    
      stage_read(root, rel)



        
          
        

    

  


  

      

          @spec stage_read(Path.t(), String.t()) ::
  {:ok, String.t()} | {:error, :bad_path | :not_found}


      


One staged source; rel must pass valid_rel/1.

  



  
    
      
    
    
      staged(root)



        
          
        

    

  


  

      

          @spec staged(Path.t()) :: %{required(String.t()) => String.t()}


      


The staged sources as %{relative_path => source}.

  



  
    
      
    
    
      staging?(root)



        
          
        

    

  


  

      

          @spec staging?(Path.t()) :: boolean()


      


Has staging been set up (it is created from the current generation once)?

  



  
    
      
    
    
      update_generation(root, n, fun)



        
          
        

    

  


  

      

          @spec update_generation(Path.t(), pos_integer(), (Rho.Dyn.Generation.t() ->
                                              Rho.Dyn.Generation.t())) ::
  {:ok, Rho.Dyn.Generation.t()} | {:error, term()}


      


Reads generation n, applies fun, writes the result back.

  



  
    
      
    
    
      valid_rel(rel)



        
          
        

    

  


  

      

          @spec valid_rel(String.t()) :: {:ok, String.t()} | {:error, :bad_path}


      


Source paths are relative, .ex, made of [A-Za-z0-9_] segments.

  


        

      


  

    
Rho.Dyn.Trace 
    



      
An Elixir compiler tracer for Dyn compiles (Code.put_compiler_option(:tracers, ...)):
which modules of the generation a file needs at compile time, so
Rho.Dyn.Compiler knows when a file compiled for an earlier
generation can be reused as it is (Rho.Dyn.Reuse).
A file needs module M at compile time when it expands %M{}, imports
or requires M, uses one of its macros, or calls M outside a function
body (in a module attribute, say): its compiled code then depends on
M's code, not only on its name. Calls inside function bodies only name
M and don't count.
It records only while collect/2 runs in the calling process (the
tracer runs in the process that expands the code), so other compiles in
the VM are untouched. collect/2 also reports the modules the file
defined (:on_module); a caller that sees fewer than it compiled treats
the file's needs as unknown.
It is also the gate on what a Dyn compile may define, before anything
loads (guard/3, in the compiling process): when a module's definition
starts (:defmodule) it is reported to the compiler, which undoes what
the compile defined outside the generation, and refused (the compile of
that file fails) unless it is <ns>.G<n>.* (the namespace,
Rho.Dyn.Config) or named as a protocol's implementation for one
(Inspect.<ns>.G<n>.X, with
Inspect a protocol). A Protocol.derive/2 for a stdlib type or a
library macro's module elsewhere never replaces anything.

      


      
        Summary


  
    Functions
  


    
      
        allowed?(mod, own)

      


        May a compile for generation own ("Elixir.Dyn.G<n>.") define
mod: one of its own, or a protocol's implementation for one?



    


    
      
        collect(prefix, fun)

      


        Runs fun (one file's compile) and returns its result with what it
traced: the modules defined and the modules named prefix* it needed
at compile time.



    


    
      
        guard(n, pid, ref)

      


        From now on in this process, every module definition that starts is
sent to pid as {ref, :defmodule, module, prior} (prior: the md5
and file of the version loaded under that name until then, or nil), and
one outside generation n (see the moduledoc) raises instead of being
defined.



    


    
      
        install()

      


        Adds this tracer to the compiler's (once per VM).



    





      


      
        Functions


        


  
    
      
    
    
      allowed?(mod, own)



        
          
        

    

  


  

      

          @spec allowed?(module(), String.t()) :: boolean()


      


May a compile for generation own ("Elixir.Dyn.G<n>.") define
mod: one of its own, or a protocol's implementation for one?

  



  
    
      
    
    
      collect(prefix, fun)



        
          
        

    

  


  

      

          @spec collect(String.t(), (-> result)) ::
  {result, %{defined: MapSet.t(module()), needs: MapSet.t(module())}}
when result: term()


      


Runs fun (one file's compile) and returns its result with what it
traced: the modules defined and the modules named prefix* it needed
at compile time.

  



  
    
      
    
    
      guard(n, pid, ref)



        
          
        

    

  


  

      

          @spec guard(pos_integer(), pid(), reference()) :: :ok


      


From now on in this process, every module definition that starts is
sent to pid as {ref, :defmodule, module, prior} (prior: the md5
and file of the version loaded under that name until then, or nil), and
one outside generation n (see the moduledoc) raises instead of being
defined.

  



  
    
      
    
    
      install()



        
          
        

    

  


  

      

          @spec install() :: :ok


      


Adds this tracer to the compiler's (once per VM).

  


        

      


  

    
Rho.Tools.DynCopy 
    



      
Core tool: copy a staged Dyn source file to a new path under a new module
name (see Rho.Tools.DynTool).
It exists for speed. Starting a screen from a library widget by retyping
it costs a whole file of output tokens; a copy costs one call, and the
reply is the new file numbered as dyn_read shows it, so the next step
is dyn_edit straight away.
The rename is textual: every whole occurrence of the file's first
module's full name, Old and Old.Sub alike, becomes the new one. A
name that merely starts with it (OldOther) is left alone.

      


      
        Summary


  
    Functions
  


    
      
        module_for(path)

      


        The module name for a staged path: screens/date_slider.ex is
Dyn.Screens.DateSlider (in the namespace, Rho.Dyn.Config).



    


    
      
        rename(source, old, new)

      


        source with every whole occurrence of module name old (alone, before
., or root-qualified as Elixir.<old>) replaced by new.



    





      


      
        Functions


        


  
    
      
    
    
      module_for(path)



        
          
        

    

  


  

      

          @spec module_for(String.t()) :: String.t()


      


The module name for a staged path: screens/date_slider.ex is
Dyn.Screens.DateSlider (in the namespace, Rho.Dyn.Config).

  



  
    
      
    
    
      rename(source, old, new)



        
          
        

    

  


  

      

          @spec rename(String.t(), String.t(), String.t()) :: String.t()


      


source with every whole occurrence of module name old (alone, before
., or root-qualified as Elixir.<old>) replaced by new.

  


        

      


  

    
Rho.Tools.DynDelete 
    



      
Core tool: delete a staged Dyn source file (see Rho.Tools.DynTool).

      




  

    
Rho.Tools.DynEdit 
    



      
Core tool: replace one exact, unique piece of a staged Dyn source file (see Rho.Tools.DynTool).

      




  

    
Rho.Tools.DynFiles 
    



      
Core tool: list the Dyn layer's staged source files (see Rho.Tools.DynTool).

      




  

    
Rho.Tools.DynPropose 
    



      
Core tool: turn the Dyn staging copy into a candidate generation
(Rho.Dyn.propose/2: static check, compile, selftests). It
never activates anything itself: the human approves on the phone, or has
turned approve all on (Rho.Dyn.AutoApprove), when the host's UI
activates it as it arrives. Description and result say which.

      




  

    
Rho.Tools.DynRead 
    



      
Core tool: read a staged Dyn source file with line numbers (see Rho.Tools.DynTool).

      




  

    
Rho.Tools.DynReset 
    



      
Core tool: put the Dyn staging copy back to the current generation's sources (see Rho.Tools.DynTool).

      




  

    
Rho.Tools.DynStatus 
    



      
Core tool: what the Dyn layer runs, what's pending, and its recent crash reports (see Rho.Tools.DynTool).

      




  

    
Rho.Tools.DynTool 
    



      
What the dyn_* Core tools share: the agent edits its Dyn layer's
staging copy and proposes it (Rho.Dyn). There is deliberately
no tool to activate or revert: those need the human's approval (the screen lock).
The tools act on the app's Keeper, or on ctx[:dyn] (a Keeper name; the
selftests use their own Keeper on a temp dir, with_selftest_keeper/1).

      


      
        Summary


  
    Functions
  


    
      
        error(other, path)

      


        A tool error for Rho.Dyn's staging errors.



    


    
      
        expect(result, ok?)

      


        :ok if result matches, else {:error, result} (for selftests).



    


    
      
        keeper(ctx)

      


        The Keeper the tools act on.



    


    
      
        path_schema()

      


        The path argument's JSON Schema.



    


    
      
        staging_line(keeper)

      


        Does staging differ from the current generation's sources?



    


    
      
        with_selftest_keeper(fun)

      


        Runs fun.(ctx) against a fresh Keeper on a temp dir (no generation, Core
approval refusing everything), for the tools' selftests.



    





      


      
        Functions


        


  
    
      
    
    
      error(other, path)



        
          
        

    

  


  

      

          @spec error(term(), String.t() | nil) :: {:error, String.t()}


      


A tool error for Rho.Dyn's staging errors.

  



  
    
      
    
    
      expect(result, ok?)



        
          
        

    

  


  

      

          @spec expect(term(), (term() -> boolean())) :: :ok | {:error, term()}


      


:ok if result matches, else {:error, result} (for selftests).

  



  
    
      
    
    
      keeper(ctx)



        
          
        

    

  


  

      

          @spec keeper(map()) :: atom()


      


The Keeper the tools act on.

  



  
    
      
    
    
      path_schema()



        
          
        

    

  


  

      

          @spec path_schema() :: map()


      


The path argument's JSON Schema.

  



  
    
      
    
    
      staging_line(keeper)



        
          
        

    

  


  

      

          @spec staging_line(atom()) :: String.t()


      


Does staging differ from the current generation's sources?

  



  
    
      
    
    
      with_selftest_keeper(fun)



        
          
        

    

  


  

      

          @spec with_selftest_keeper((map() -> result)) :: result when result: term()


      


Runs fun.(ctx) against a fresh Keeper on a temp dir (no generation, Core
approval refusing everything), for the tools' selftests.

  


        

      


  

    
Rho.Tools.DynWrite 
    



      
Core tool: create or overwrite a staged Dyn source file (see Rho.Tools.DynTool).
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